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00100 - NOTICE FOR PROPOSALS
1.

The University of Arkansas is requesting proposals from qualified equipment Vendors to furnish and
deliver complete and fully operational Building Security, Fire Alarm, Video Surveillance, and Access
Control Systems to be used in campus construction and renovation projects at the University of
Arkansas in Fayetteville. The intent of the University of Arkansas (UA) is to award at least one
contract for Indefinite Delivery and Indefinite Quantity (IDIQ) of equipment specified in the Request
for Proposals (RFP.) More than one contract may be awarded if it is determined to be in the best
interest of the UA.

2.

Quantities and specific sizes and/or types of equipment described in the Request for Proposal are
estimates only for the purposes of evaluation of proposals, and the University of Arkansas reserves
the right to purchase more or less equipment at any time during the term of the contract. The
initial contract term will be one year, but the University of Arkansas may renew the contract
annually up to six (6) additional years.

3.

A Pre‐proposal Conference will be held on July 1, 2014 at 10:00 a.m. local time, in the main
conference room (FAMA A103) of Facilities Management, 521 South Razorback Road, Fayetteville,
Arkansas.

4.

The sealed Proposal will be due in the Office of Business Affairs, The University of Arkansas, Room
321, Administration Building, Fayetteville, Arkansas 72701, not later than 2:00 p.m. on July 8, 2014,
at which time the sealed RFP will be opened. Eight (8) printed and one (1) electronic copy (on one
CD or flash drive) of the complete proposal will be required.

5.

Proposals will be received and acknowledged by Purchasing Services in a public opening. Proposals
will be privately evaluated by the selection team. Vendors submitting Proposals will be notified of
selection within sixty (60) calendar days after designated closing time for the receipt of Proposals.
Upon request Vendors may be required to present an overview of the proposals to the UAF
evaluation and selection team.

6.

The full Request for Proposals (RFP) is available for download at http://planning.uark.edu/rfq

7.

Copies of the RFP may also be obtained via email from Georgeta Galbraith, Construction
Coordinator, at ggalbra@uark.edu.

END OF SECTION
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00200 – INSTRUCTIONS FOR PROPOSERS
1. PROJECT SCOPE OVERVIEW The scope of services provided by the Vendor under this RFP shall be
the supply of Building Security, Fire Alarm, and/or Access Control Systems, including delivery,
installation, necessary training for Owner’s personnel, and warranty services as specified for three
general types of projects: 1) New Construction, 2) Renovation Construction, and 3) Parts
Procurement. The University of Arkansas has a significant investment in Lenel security and access
control systems (including Facility Commander), DSX access control systems, Edwards fire and life
safety systems, and Avigilon surveillance systems. Therefore, Lenel, Edwards, DSX, and Avigilon
systems are specified herein, and no substitutions will be allowed. The cost of material,
engineering/design services, shop drawings, basic warranty (as defined in this document), start up
and labor cost for installing the complete and operable systems shall be included in the prices as
described herein.
A. Systems in New Construction and/or Renovation Construction
1. All products shown and specified shall be priced by an IDIQ arrangement with unit pricing.
2. The selected Vendor may either operate as a subcontractor to a General Contractor or as a
Prime Contractor at the discretion of the University. It is imperative that the Vendor provide
close coordination and scheduling with the electrical contractor and/or General Contractor.
3. The selected Vendor will be required to coordinate with the design team on specific
University projects, develop and provide a design for the alarm or access control systems,
and develop pricing which may become an allowance for the construction budget.
4. The Vendor may be held accountable for any Performance Bonds or liquidated damages as
enforced by the University or the General Contractor.
5. The Vendor shall be responsible for providing all materials and labor for the complete
installation of the system covered by this RFP, including necessary system design. In
addition, pricing in the Proposal shall include all necessary cabling and connections for a
complete installation.
6. Electrical work is excluded from the scope of work of this RFP.
B. System Unit Pricing for Parts (Uninstalled Equipment)
1. All products shown and specified will be priced by an IDIQ arrangement with unit pricing.
2. Products shall be priced as delivered but uninstalled.
2. The Vendor shall have a current Arkansas contractor’s license. The selected Vendor shall install all
systems in accordance with project construction documents, code requirements and the
manufacturer’s recommendations. The system Vendor will be required to provide equipment,
submittal documents (shop drawings and maintenance manuals), and coordinate equipment
delivery, attend any General Contractor‐required or University coordination meetings and install
complete and operational systems.
3. Technological Advances: Due to changes and the rapid advance of new technology, the component
list in this RFP is subject to amendment based on a yearly review by the University.
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4. It is the intent of the University of Arkansas (UA) to contract for the supply of Building Security, Fire
Alarm, Video Surveillance, and Access Control Systems for a period of one (1) year, beginning on the
date of issue of the written University of Arkansas Purchase Order or Contract, with annual options
to renew the contract for additional one (1) year periods up to six (6) renewals at the sole discretion
of the UA. The prices provided in the Proposal by the selected Vendor will be incorporated into the
first‐year contract or purchase order.
5.

The purchase order or contract will be utilized by UA Facilities Management for procurement of
equipment for new and existing buildings. However, the University may assign the procurement of
systems to contractors working on University projects, and the successful Vendor shall extend the
same pricing to those authorized contractors of the University as if directly purchased by the
University under the same terms and conditions of this agreement. The University reserves the
right to place orders against this contract in either large or small lots, whichever is in the best
interest of the University.

6.

The form of the contract shall be a University of Arkansas Purchase Order or Contract, containing
reference to these requirements and the successful Vendor(s) proposal or assignment to a
Contractor under contract to the University.

7.

This agreement with the Vendor in no way prohibits the University from procuring Building
Security, Fire Alarm, and Access Control Systems by other means or by other vendors if it is deemed
to be in the best interest of the University.

8.

Cost increases at contract renewal will be negotiated with certain limitations and will require
justification on behalf of Vendor's manufacturer. If in the sole opinion of the University, the pricing
does not remain competitive, or if service or product quality becomes unsatisfactory, the University
reserves the right to terminate the contract with thirty (30) days written notice.

9.

Proposals not fully compliant with all sections of the Request for Proposal may be deemed non‐
responsive and may not be evaluated. However, the University reserves the right to waive any
formality or irregularity in any Proposal if deemed to be in the best interest of the University. In
addition, the University reserves the right to reject any or all Proposals.

10. If language in this RFP differs from other language in the University of Arkansas’ Standard Terms
and Conditions or other standard forms, the language in this RFP shall govern.
11. Unless dictated by other specific project contract documents which may take precedence, all new
equipment shall have a parts and labor warranty for a minimum period ending one (1) year from
the date of shipment (for uninstalled equipment) or one (1) year from startup (for equipment
installed by the Vendor.) If the contract is assigned to a prime contractor (see Paragraph 28), the
Prime Contractor will be responsible for a one‐year warranty from substantial completion, and the
Vendor will be required to coordinate the equipment warranty with the Prime Contractor. Note
that extended warranties, if requested by the University, shall be provided by the Vendor at the
pricing shown in the Bid Form.
12. All prices in the Proposal shall include mileage and travel expenses. Mileage and travel expenses
for all installation, support, maintenance, or any other on‐site service performed, or other scope of
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work required under IDIQ contracts resulting from this RFP will not be reimbursed by the
University.
13. Proposals shall be delivered by the time and to the place stipulated in Section 00100, Notice to
Proposers, in this Request for Proposal. It is the sole responsibility of the Vendor to see that
Proposals are received on, or prior to, the designated closing time for receipt of Proposals.
Proposals received after the designated closing time will not be considered.
14. Clarifications: All questions regarding the Proposal shall be submitted to the firm of McGoodwin,
Williams, and Yates in writing (fax 479 443‐4340 or email to bhammond@mwyusa.com). Questions
must be submitted no later than five (5) calendar days prior to the schedule closing time for the
receipt of Proposals. Clarifications to questions will be in the form of a written addendum to the
RFP.
15. Any addenda issued during the time of submission of Proposals shall be addressed in the Proposal
and shall be made a part of the Contract. Receipt of the addenda shall be acknowledged on the
Proposal Price Form in the location provided. No addenda will be issued later than four (4) calendar
days prior to the designated closing time for receipt of Proposals, except as an addendum
withdrawing the Request for Proposal, or one that includes a postponement of the designated
closing time for receipt of Proposals. Vendors shall ascertain, prior to submitting a Proposal, that
the Vendor has received all issued addenda.
16. During the term of the Purchase Order or Contract for the successful Vendor, the University intends
to utilize the services of its own staff and various engineers and architects for design services.
Successful Vendors shall provide all required application, engineering/design, and technical
assistance services to these parties for the execution of University‐related work at no additional
cost. Field technical services for configuration and start‐up shall be included in the purchase cost.
17. Any Vendor may withdraw their Proposal, either personally or by written request, at any time prior
to the scheduled closing time for receipt of Proposals.
18. Failure to Receive a Purchase Order: In the event that the selected Vendor fails to receive a Notice
of Intent to Award within 60 days as defined in Section 00300 Standard Terms and Conditions, the
selected Vendor and the University shall be unconditionally released of all obligations, and the
University shall not be responsible for any associated costs to the Vendor. The selected Vendor and
the Owner, however, may decide to proceed with the purchase based upon revised terms and
conditions that are agreeable to both parties.
19. Shop Drawings, Submittal Documents, Maintenance Manuals, and Owner’s Computerized
Maintenance Management System (CMMS) Information: It should be noted that the selected
Vendor shall furnish to the Owner one (1) printed copy and one (1) electronic copy (on a CD) of the
Vendor’s standard product and performance data if awarded a purchase order or contract.
Standard product and performance data shall be updated and delivered on an annual basis. In
addition, the selected Vendor shall provide up to ten (10) copies of project specific information for
each project as required by the Owner, the project design team, or construction documents,
including but not limited to shop drawings, submittal documents, operation & maintenance
manuals, and completed equipment information data sheets for entry into the Owner’s CMMS.
Upon the request of the Owner, Vendor shall also provide three references where similar
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installations and systems have been provided. Prices shown in Section 00500 Proposal Form shall
include preparation and delivery of all information described above.
20. Proprietary Information: Proprietary information, if any, submitted in response to this RFP will be
processed in accordance with the applicable University of Arkansas Procurement procedures. All
material submitted in response to this RFP becomes the public property of the State of Arkansas
and will be a matter of public record and open to public inspection subsequent to proposal opening
as defined by the Arkansas Freedom of Information Act. The respondent is hereby cautioned that
any part of its proposal that is considered confidential, proprietary, or a trade secret, must be
labeled as such and submitted in a separate envelope along with the proposal, and can only be
protected to the extent permitted by Arkansas Law. Comingling of proprietary/confidential and
other proposal information is NOT acceptable. Neither a proposal, in its entirety, nor proposal
pricing will be considered proprietary/confidential information after a proposal opening has been
accomplished and awarded. Any information that will be included in any resulting contract cannot
be considered proprietary/confidential.
21. Ethical Standards: “It shall be a breach of ethical standards for a person to be retained, or to retain
a person, to solicit or secure a state contract upon an agreement or understanding for a
commission, percentage, brokerage, or contingent fee, except for retention of bona fide employees
or bona fide established commercial selling agencies maintained by the contractor for the purpose
of securing business.”
22. FORM OF THE PROPOSAL
The form of the proposal shall consist of the items noted below.
A. Submit eight (8) total printed copies, at least one (1) of which must have an original signature,
and one (1) electronic copy (on one CD or flash drive) of complete sets of the following in a
sealed opaque envelope bearing the title of the RFP and the name of the Vendor: the Proposal
Forms in Section 00500 (Including printed copies of the completed spreadsheets provided), the
Contract and Grant Disclosure Form, The Equal Opportunity Policy Disclaimer, and the Illegal
Immigrant Certification Form. All documents shall be signed by the person or persons legally
authorized to bind the Vendor to an Agreement. In addition, submit eight (8) printed copies and
one (1) electronic copy of descriptive and technical literature described in Item 24 below.
B. The Company Confidential Information Request List in Section 00700, and any additional
information required for a complete response relating to financial competitiveness, market
share, or information that can be construed to be privileged, shall be submitted in a sealed
opaque envelope bearing the NAME and SIGNATURE of the official agent for the Vendor, the
title of the RFP and the name of the Vendor, and clearly marked "Company Confidential". Each
page of information contained in this envelope shall be individually marked with the name of
the Vendor and clearly marked "Company Confidential". Vendors are encouraged to consult the
Arkansas FOI Act to determine what type of information can be deemed Company Confidential.
23. All cost proposals shall be made on the Proposal Price Form or attachments described in Section
00500. If additional space is needed beyond what is provided on the form, blank sheets of paper
may be referenced on the Proposal Price Form and attached. The cost of equipment, connection
materials, engineering and design, shop drawings, basic warranty (as defined in this document),
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start up and labor cost for installing the complete and operable systems shall be included in the line
item component prices.
24. Vendors shall provide descriptive and technical literature and complete specifications applicable to
each item included in their proposal, including the list shown below. It is recommended that
Vendors highlight features and capabilities that may exceed the minimum requirements in the
specification, and provide documentation to justify such claims. Vendors shall provide the
requested information organized and bound in three (3) ring "D" style binders containing the
technical submittals, company information, and all other remaining information neatly tabbed and
indexed. Vendors are encouraged to provide any information that will assist the University in
comparing the Vendor's offering to the Evaluation Criteria.
A. Provide a full written scope of work detailing each aspect of the systems required by the
specifications, including services and quality standards.
B. Provide a list of all locations where responding Vendor has installed similar systems, including
reference information.
C. Describe fully how maintenance shall be handled and identify any potential costs or charge out
rates not included in the hourly rates shown in the proposal.
D. Provide manufacturer specification data sheets for all major system components.
E. Describe the support staff that is available and will continue to be available including local
personnel, their qualifications, geographic location, and types of support to be provided and
under what conditions. Provide information regarding certifications of the local personnel for
the equipment described in this RFP.
F. Describe the training program to be provided to the university.
G. Provide proof that Vendor is a Value Added Reseller (VAR) or otherwise authorized to
sell/install/service the systems specified herein.
H. Describe the ability and proficiency of your support and programming staff to provide
integration, programming, service, and support for the existing Lenel, Edwards, Avigilon, and
DSX systems utilized by the University. The University has a significant investment in these
systems, and a new provider will be required to provide support, programming, and potential
integration for existing University equipment.
25. PROPOSAL EVALUATION CRITERIA
Factors which will be considered in the evaluation process:
A. The University will utilize an evaluation team for the evaluation of this RFP. An award will be
made to the vendor who receives the most points based upon the following evaluation criteria:
1.

Selection Criteria:

The point system for selection criteria is indicated in the following table:
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Criteria

Total
Available
Points

1. The sum of total costs of installed equipment (multiplied by theoretical quantities) listed
in the proposal spreadsheet:
Proposal with lowest grand total will receive 30 points. Remaining proposals shall receive
points in accordance with the following formula:

30

(a/b) c = d, where:
a = the lowest cost bid
b = the second (third, fourth, etc.) cost bid
c = the maximum number of points allowed (40)
d = number of points allocated
2. The sum of total costs of uninstalled equipment (multiplied by theoretical quantities)
listed in the proposal spreadsheet:
20
Proposal with lowest grand total will receive 20 points in accordance with the formula
above.
3. Service Charges:
10
Points will be awarded by the selection team on a subjective basis based on 1) the hourly
rates shown in the proposal, and 2) additional charges identified in the Proposal.
4. Multipliers and Extended Warranty Proposal:
Points will be awarded by the selection team on a subjective basis based on information
provided by the Vendor in the Proposal.
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5. Qualifications of Local Support Staff:
Points will be allocated by the selection committee on a subjective basis based on
information provided by the Vendor, including response time and local proximity.

15

6. Operation Expertise, Performance Record, References, and Experience:
Points will be allocated by the selection committee on a subjective basis based on
information provided by the Vendor. Factors considered will include, but not be limited
to: experience with comparable systems, number of similar projects, training, certification
of technicians, and the information provided in the Confidential Request List.
TOTAL

15

100
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26. RFP EVALUATION PROCESS
A. The RFP Proposals will be opened publicly at the time specified for the opening of proposals in
this RFP. The name of the Vendor making the proposal will be read aloud at the time of
opening. The full RFP proposals will be evaluated privately by the selection committee and will
be made available to the public after award of the contract.
B. The evaluation of Proposals shall be on a point basis based on the information provided on the
Proposal Form, Section 00500, as well as the descriptive and technical literature described in
Item 24 above.
27. GENERAL TERMS
For the purposes of this RFP, the words “Owner” and “University” both refer to the University of
Arkansas at Fayetteville. The words “Proposer”, “Vendor”, and “Contractor” all refer to qualified
companies responding to this RFP who may, if chosen by the selection committee, be awarded a
purchase order or contract. However, no warranties or guarantees for contracts or purchase
orders are made by describing respondents as “Vendor” or “Contractor”.
28. IDIQ CONTRACT AWARD AND DEVELOPMENT (General)
A. It is the intent of the University to negotiate a contract or purchase order with the selected
Vendor. In the Proposal Form in Section 00500, Proposers are asked to provide proposed total
costs of equipment and labor, including multipliers and discounts. The IDIQ contract or
purchase order will include these costs and/or multipliers for associated items. However, the
University may also negotiate with the selected Vendor to include similar prices in the contract
or purchase order for other systems, accessories and and/or options. During these negotiations,
the University may expect multipliers or discounted costs for additional items to be numerically
similar to the multipliers listed in the Proposal.
29. IDIQ CONTRACT DEVELOPMENT (SPECIFIC):
A.

Direct UA Purchase: When UA purchases materials, equipment and services directly from an
the Provider using an IDIQ agreement, the price shall be developed and approved in
accordance with the process outlined below:
1. Pricing: The Vendor shall develop the price for the materials, equipment, and services
using the method established by the IDIQ agreement. The Provider shall provide a
detailed calculation of the price to the system designer. The calculation of the price shall
be accomplished using an Excel spreadsheet workbook. The workbook shall include a
summary spreadsheet and a spreadsheet for each non‐standard system. The workbook
shall identify all costs.
2. Review and Approval of Pricing: The system designer shall review the spreadsheet
workbook provided by the Vendor. The system designer shall verify system quantities
and all costs and adjustments. If the price is not in accordance with the terms and
conditions of the IDIQ agreement or is otherwise incorrect, the system designer shall
forward a list of the discrepancies to the Vendor. The Vendor shall then revise and
resubmit the spreadsheet workbook as required. If the price is acceptable, the system
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designer shall forward the price and supporting documentation to the UA employee
responsible for purchasing the materials, equipment, and services.
3. UA Purchase Order: The UA employee responsible for purchasing the materials,
equipment, and services shall forward a purchase order to the Vendor. The purchase
order amount shall be equal to the price established using the process outlined above.
B.

Assignment to a Prime Contractor: The contract amounts for future projects priced under an
IDIQ agreement that are assigned to a Prime Contractor for implementation shall be
developed and approved in accordance with the process outlined below:
1. Pricing: The Vendor shall develop the price for the materials, equipment, and services
using the method established by the IDIQ agreement. The Vendor shall provide a
detailed calculation of the price to the Engineer of Record. The calculation of the price
shall be accomplished using an Excel spreadsheet workbook. The workbook shall include
a summary spreadsheet and a spreadsheet for each non‐standard system. The workbook
shall identify all costs.
2. Review and Approval of Pricing: The Engineer of Record shall review the spreadsheet
workbook provided by the Vendor. The system designer shall verify system quantities
and all costs and adjustments. If the price is not in accordance with the terms and
conditions of the IDIQ agreement or is otherwise incorrect, the system designer shall
forward a list of the discrepancies to the Vendor. The Vendor shall then revise and
resubmit the spreadsheet workbook as required. If the price is acceptable, the system
designer shall forward the price and supporting documentation to the UA Facilities
Management Department for review and approval.
3. Assignment to a Prime Contractor: When the price is approved by the UA, the Engineer
of Record shall modify the allowance for the work in the Project Manual as required to
match the established price. If the price is established after the Project Manual has been
issued, the allowance shall be modified by duly issued Addendum.
4. Agreement between Prime Contractor and Vendor: After the prime agreement between
UA and the Prime Contractor has been executed, the Prime Contractor and the Vendor
shall develop and execute a separate sub‐contract agreement for the materials,
equipment, and services.

28.

Lead Time: The University expects lead‐time to conform to the industry standard or less from
the receipt of order to delivery at the University’s receiving dock. Failure to meet lead‐time
requirements may be grounds for termination (see also Section 0400 Paragraphs 12 and 14.)
END OF SECTION
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00300 – STANDARD TERMS AND CONDITIONS
1.

GENERAL
A. All proposals submitted shall be in compliance with the standard terms and conditions set forth
herein. The proposal procedures followed by the University of Arkansas will be in accordance
with these conditions. Therefore, all vendors are urged to read and understand these
conditions prior to submitting a response to this request for proposal.

2.

PREPARATION OF PROPOSALS
A. Failure to examine any drawings, specifications, and instructions will be at proposer’s risk.
B. All prices and notations must be printed in ink or typewritten. No erasures are permitted.
Errors may be crossed out and corrections printed in ink or typewritten adjacent, and must be
initialed in ink by person signing the proposal.
C. Brand Name References: Unless specified “No Substitute”, any catalog brand name or manu‐
facturer’s reference used in the proposal invitation is descriptive only, not restrictive, and used
to indicate the type and quality desired. If proposing other than referenced specifications, the
proposal must show the manufacturer, Brand or trade name, and other descriptions, and should
include the manufacturer’s illustrations and complete descriptions of the product offered. The
University reserves the right to determine whether a substitute offered is equivalent to and
meets the standards of the item specified, and the University may require the proposer to
supply additional descriptive material, samples, or demonstrators. The proposer guarantees
that the product offered will meet or exceed the referenced product and/or specifications
identified in this proposal invitation. If the proposer takes no exception to the specifications,
the proposer will be required to furnish the product exactly as specified in the invitation.
D. Samples: Samples or demonstrators, when requested, must be furnished free of expense to the
University. All demonstrators will be returned after reasonable examination. Each sample
should be marked with the proposer’s name, address, proposal number, and item number.

3.

SUBMISSION OF PROPOSALS
A. Proposals, modifications or corrections thereof, received after the closing time specified, will
not be considered.

4.

ACCEPTANCE OF PROPOSALS
A. The University reserves the right to accept or reject all or any part of a proposal or any and all
proposals, to waive any informality, and to award the proposal to best serve the interest of the
University.
B. The University has sixty (60) days from the time of the opening of proposals to consider the
offerings and issue a notice of intent to award.

5.

ERROR IN THE PROPOSAL
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A. In case of error in the extension of prices in the proposal, the unit price will govern. No proposal
shall be altered or amended after the specified time designated for the opening of the
proposals.
6.

AWARD
A. Contracts and purchases will be made or entered into with the Vendor selected by the selection
committee using the criteria and process described in Section 00200 Instructions for Proposers.
B. When more than one item is specified in the Request for Proposals (RFP), the University
reserves the right to select the Vendor either on the basis of the individual items or on the basis
of all items included in the RFP, or as expressly stated in the RFP.
C. A written purchase order or contract award mailed, or otherwise furnished, to the successful
Vendor within the time of acceptance specified in the RFP results in a binding contract without
further action by either party. The contract shall not be assignable by the Vendor in whole or in
part without the written consent of the University.

7.

DELIVERY
A. The RFP may show the number of days to place a commodity in the University designated
location under normal conditions. If the Vendor cannot meet the stated delivery, alternate
delivery schedules may become a factor in award. The University has the right to extend
delivery if reasons appear valid. Time of delivery is a significant factor in the University’s criteria
for award or renewal of a purchase order or contract, and delivery times that exceed maximum
delivery times stipulated by the University may be grounds for termination of the contract.
B. Delivery shall be made during University work hours only, 8:00 a.m. to 4:30 p.m., unless prior
approval for other shipment has been obtained.
C. Packing memoranda shall be enclosed with each shipment.

8.

TAXES AND TRADE DISCOUNTS
A. Include applicable state or local sales taxes in proposal price. Sales tax cost shall be itemized
separately.
B. Trade discounts should be deducted from the unit price and net price should be shown in the
proposal.

9.

WAIVER
A. The University reserves the right to waive any General Condition, Special Condition, or minor
specification deviation when considered to be in the best interest of the University, so long as
such waiver is not given so as to deliberately favor any single vendor and that would have the
same effect on all vendors.
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10. CANCELLATION
A. Any contract or item award may be canceled for cause by either party by giving thirty (30) days
written notice of intent to cancel. Cause for the University to cancel shall include, but not
limited to, the cost exceeding current market prices for comparable purchases; request for
increase in prices during the period of the contract; or failure to perform to contract conditions.
The contractor will be required to honor all purchase orders that were prepared and dated prior
to the date of expiration or cancellation if received by the contractor within a period of thirty
(30) days following the date of expiration or cancellation. Cancellation by the University does
not relieve the Contractor of any liability arising out of a default or nonperformance. Cause for
the vendor to cancel shall include, but not limited to, the item(s) being discontinued and
unavailable from the manufacturer.

11. ADDENDA
A. Addenda modifying plans and/or specifications may be issued if time permits. No addendum
will be issued within a period of three (3) working days prior to the time and date for when the
proposals are due. Should it become necessary to issue an addendum within the three (3) day
period prior to the due date, the proposal due date will be reset giving proposer ample time to
answer the addendum.
B. Only written addenda are part of the official Request for Proposals packet and should be
considered.

12. ALTERNATE PROPOSALS
A. Vendors must respond to the RFP as stated in order to have their proposals considered. Unless
specifically requested, alternate proposals will not be considered in lieu of what is stated. An
alternate is considered to be an offering that does not comply with the minimum provisions of
the specifications.
B. Alternates or features that exceed the minimum provisions of the specifications can be noted
for consideration in the overall evaluation, but Vendors are cautioned not to propose pricing
representative of these alternates or features as compared to their competitors.
13. PROPOSAL OPENING
A. Proposal opening will be conducted open to the public. However, the meeting will serve only
to open and read aloud the Vendors making proposals. No discussion will be entered into with
any Vendor as to the quality or provisions of the specifications and no award will be made either
stated or implied at the proposal opening.
END OF SECTION

14

00400 –CONTRACT INFORMATION
A. GENERAL
A. The following standard Contract Information is provided for information purposes. The
contract procedures followed by the University of Arkansas in executing a purchase order or
contract for the selected Vendor will be in accordance with conditions including, but not limited
to, the following items. Therefore, all Vendors are urged to read and understand these
conditions prior to submitting a response to this request for proposal.
2.

As an agency of the State of Arkansas, the University of Arkansas may not contract with another
party…
A. For a period of time, which continues past the end of a fiscal year, unless the contract allows
cancellation by the Agency Purchasing Official upon thirty (30) days written notice whenever
there are no funded appropriations for the contract.
B. To pay any penalties or charges for late payment, or any penalties or charges, which in fact, are
penalties for any reason.
C. To indemnify, defend, or hold harmless any party for any liability and damages.
D. Upon default to pay all sums to become due under a contract.
E. To pay damages, legal expenses, or other costs and expenses of any party.
F. To continue a contract once the equipment has been repossessed.
G. To conduct litigation in a place other than Washington County, Arkansas.
H. To agree to any provision of a contract which violate the laws or constitution of the State of
Arkansas.

3.

A party wishing to contract with the University of Arkansas should:
A. Remove any language from its contract which grants to it any remedies other than…
B. The right to possession.
C. The right to accrued payments.
D. The right to expenses of de‐installation.
E. The right to expenses of repair, to return the equipment to normal working order, normal wear
and tear excluded.
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F. The right to recover only amounts due at the time of repossession and any unamortized
nonrecurring costs as allowed by Arkansas law.
G. Include in its contract that the laws of the State of Arkansas govern the contract.
H. Acknowledge in its contract that contracts become effective when awarded by the Agency
Purchasing Official.
4.

The University of Arkansas may contract with another party…
A. To accept the risk of loss of the equipment and pay for any destruction, loss or damage of the
equipment while the University has such risk, when the extent of liability for such risk is based
upon the purchase price of the equipment at the time of any loss and the contract required the
University to carry insurance for such risk.
B. To lease any equipment for a period of time which continues past the end of a fiscal year
provided that, in the event funds are not appropriated for the equipment described in the
agreement, the Agency Purchasing Official may, upon thirty (30) days written notice to the
vendor/lessor, cancel the agreement regarding that equipment for which no appropriations are
made. In the event that there are no funded appropriations from which payment can be made
for the equipment described in the agreement, the Agency Purchasing Official may upon thirty
(30) days written notice to the vendor/lessor, cancel this agreement as to that equipment for
which there are no funded appropriations from which payment can be made for the equipment.

5.

NON‐WAIVER OF DEFAULTS
A. Any failure of the University at any time, to enforce or require the strict keeping and
performance of any of the terms and conditions of this agreement shall not constitute a waiver
of such terms, conditions, or rights, and shall not affect or impair same, or the right of the
University at any time to avail itself of same.

6.

LACK OF FUNDS
A. The University may cancel this contract to the extent funds are no longer legally available for
expenditures under this contract. Any delivered but unpaid goods will be returned in normal
condition to the contractor by the University. If the University is unable to return the
commodities and there are no funds legally available to pay for the goods, the contractor may
file a claim with the Arkansas Claims Commission. If the contractor has provided services and
there are no longer funds legally available to pay for the service, the contractor may file a claim.

7.

GOVERNING LAW
A. This agreement shall be construed and governed by the laws of the State of Arkansas.

8.

INSURANCE REQUIREMENTS
A. The contractor shall maintain liability insurance and shall file certificates of insurance with the
owner prior to commencement of work. Insurance policies shall be written by a company or
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companies authorized to do business in the State of Arkansas. The limits of liability of such
insurance shall be written for not less than the following limits.
2.
3.

4.
5.

Workers Compensation as required by the State of Arkansas.
Commercial General Liability, with no less than $1,000,000 each
occurrence/$2,000,000 aggregate for bodily injury, property damage, products
liability, personal injury and contractual liability.
Automobile Liability, with no less than $1,000,000 combined and single limit
coverage for bodily injury and property damage.
Umbrella Liability, with no less than $2,000,000 limit of liability per occurrence.

NOTE: Failure to file certificates, or acceptance by the University of certificates of insurance,
which do not indicate the specified coverage, shall in no way relieve the Contractor of his
responsibility for maintaining adequate insurance.
9.

INDEMNIFICATION
A. Contractor agrees to indemnify and hold harmless the University and its officers and employees
from any claim, damage, liability, injury, expense, or loss, including defense cost and attorney’s
fees arising out of contractor’s performance under this Agreement, or as a consequence of the
existence of this agreement.

10. PERMITS AND LICENSES
A. Contractor shall, at their sole expense, procure and keep in effect all necessary permits and
licenses required for it’s performance under this agreement, and shall post or display in a
prominent place such permits and/or notices as required by law.
11. WARRANTY
A. Unless dictated by other contract documents, all new equipment shall have a parts and labor
warranty for a minimum period ending one (1) year from start‐up and acceptance by the
University.
12. TIME OF PERFORMANCE
A. Time is of the essence in the rendering of services hereunder. Contractor agrees to perform all
obligations and rendering of services set forth in this RFP.
13. CONTRACTING AUTHORITY
A. Contractor shall perform all services as an independent contractor and shall discharge all of its
liabilities as such. No acts performed or representation made, whether written or oral, by
contractor with respect to third parties shall be binding to the University.
14. DEFAULT OR TERMINATION
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A. In the event the contractor fails to carry out or comply with any of the Terms and Conditions of
the contract with the University, the University may notify the contractor of such failure or
default in writing and demand that the failure or default be remedied within ten (10) working
days; and in the event the contractor fails to remedy such failure or default within the ten (10)
day working period, the University shall have the right to cancel the contract upon thirty (30)
days written notice.
B. Any contract or item award may be canceled for cause by either party by giving thirty (30) days
written notice of intent to cancel. Cause for the University to cancel shall include, but not
limited to, the cost exceeding current market prices for comparable purchases; request for
increase in prices during the period of the contract; or failure to perform to contract conditions.
The contractor will be required to honor all purchase orders that were prepared and dated prior
to the date of expiration or cancellation if received by the contractor within a period of thirty
(30) days following the date of expiration or cancellation. The cancellation of the contract,
under any circumstances whatsoever, shall not effect or relieve contractor from any obligation
or liability that may have been incurred or will be incurred pursuant to the contract, and such
cancellation by the University shall not limit any other right or remedy available to the
University by law or in equity.Cause for the vendor to cancel shall include, but not limited to,
the item(s) being discontinued and unavailable from the manufacturer.
C. Backorders, default in promised delivery, or failure to meet specifications authorize the
University to cancel this contract to the defaulting contractor. The contractor must give written
notice to the University of the reason and the expected delivery date.

D. Consistent failure to meet delivery without a valid reason is grounds for termination of
the contract.
15. SURVIVAL
A. The terms, conditions, representations, and warranties contained in the agreement shall survive
the termination of this contract.
16. SEVERABILITY
A. If one or more provisions of the agreement, or the application of any provision to any party or
circumstance is held invalid, unenforceable, or illegal in any respect, the remainder of the
agreement and the application of the provision to other parties or circumstances shall remain
valid and in full force and effect.
17. ACCESS TO RECORDS
A. The University considers all information, documentation, and other requested materials to be
submitted in response to this solicitation to be of a non‐confidential and/or non‐proprietary
nature, and therefore shall be subject to public disclosure after an agreement is awarded,
except as hereafter specifically stated.

18

B. Financial data, trade secrets, test secrets, text data, and similar proprietary information will, to
the extent permitted by law, remain confidential provided such material is clearly marked by the
proposer when the proposal is submitted.
18. RIGHT TO AUDIT
A. Contractor shall keep full and accurate records in connection with the services provided under
this Agreement. All such records shall be retained by Contractor for a minimum period of four
(4) years, after final payment under this Agreement.
B. At any time during the term of the agreement and for a period of four (4) years thereafter, the
University or its duly authorized representative at its expense during regular working hours,
reserves the right to incrementally audit the contractor’s records and manufacturer’s pricing
provided under the agreement. In the event such an audit reveals any error/overpayments, the
contractor shall refund the University the full amount of such overpayments within thirty (30)
days of such audit findings; or the University, at its option, reserves the right to deduct such
amounts plus interest from any payments due contractor.
19. ACCEPTANCE OF PRODUCTS AND SERVICES
A. All products furnished and all services performed under this agreement shall be to the
satisfaction of the University and in accordance with the specifications, terms, and conditions of
the agreement. The University reserves the right to inspect the products furnished or the
services performed, and to determine the quality, acceptability, and fitness of such products and
services.
20. PERFORMANCE AND PAYMENT BOND
Performance and Payment Bonds are not required for bids $20,000.00 or under. For work
exceeding $20,000.00, the bidder shall furnish a Performance and Payment Bond in the amount
equal to 100% of contract price, on a form identical to the Arkansas Statutory Performance and
Payment Bond Form, included with the Contract Documents, as security for faithful performance of
the Contract and payment of all obligations arising thereunder within ten days after receipt of the
Intent to Award. The bond shall be written by a surety company qualified and authorized to do
business in the State of Arkansas. The bond shall be executed by a resident agent or a non‐resident
agent and shall be licensed by the Insurance Commissioner to represent the surety company
executing the bond and filing with the bond the agent's Power of Attorney as his authority. The
bond shall be written in favor of the Owner. Contractor shall file the bond with the Circuit Clerk in
the county where the work is to be performed. Failure to deliver said bonds, as specified, shall be
considered as having abandoned the Contract and the bid security will be retained as liquidated
damages. The bidder shall include in the bid the Performance and Payment bond amount so that
the bid represents the total cost to the Owner of all work included in the contract.
21. WAGE RATES
The undersigned agrees to pay all prevailing hourly wage rates prescribed and mandated by
Arkansas Code Ann. § 22‐9‐301 et. seq., if the bid exceeds $75,000.
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22. TECHNOLOGY ACCESS
A. The Vendor expressly acknowledges that state funds may not be expended in connection
with the purchase of information technology unless that system meets certain statutory
requirements, in accordance with State of Arkansas technology policy standards relating to
accessibility by persons with visual impairments.
B. Accordingly, the Vendor represents and warrants to the University of Arkansas, Fayetteville,
Arkansas, that the technology provided to the University of Arkansas for purchase is
capable, either by virtue of features included within the technology or because it is readily
adaptable by use with other technology, of (1) providing equivalent access for effective use
by both visual and nonvisual means (2) presenting information, including prompts used for
interactive communications, in formats intended for nonvisual use, and (3) being integrated
into networks for obtaining, retrieving, and disseminating information used by individuals
who are not blind or visually impaired.
C. For purpose of this paragraph, the phrase “equivalent access” means a substantially similar
ability to communicate with or make use of the technology, either directly by features
incorporated within the technology or by other reasonable means, such as assisting devices
or services, which would constitute reasonable accommodations under the American With
Disabilities Act, or similar state or federal laws. Examples of methods by which equivalent
access may be provided include, but are not limited to, keyboard alternatives to mouse
commands and other means of navigating graphical displays, and customized display
appearance.
D. If requested, the Vendor must provide a detailed plan for making this purchase accessible
and/or a validation of concept demonstration.
23. OWNERSHIP AND RESPONSIBILITY:
A. The Vendor shall be responsible for all arrangements and costs associated with equipment
including freight, insurance, and taxes until delivery to the project site. Place of delivery shall
be the University of Arkansas, Fayetteville, AR. Equipment title shall pass to the Owner at
Project Acceptance. Vendor shall notify the General Contractor/Owner forty‐eight (48)
hours prior to delivery if applicable.
24. DEBRIS REMOVAL
A. All debris must be removed from the University after installation of said equipment.
25. ACCEPTANCE AND REJECTION
A. Final inspection, acceptance, or rejection may be made at delivery destination, but all
materials and workmanship shall be subject to inspection and test at all times and places,
when practicable. During manufacture, the right is reserved to reject articles that contain
defective material and workmanship. Rejected material shall be removed by and at the
expense of the contractor promptly after notification of rejection. Final inspection and
acceptance or rejection of the materials or supplies shall be made as promptly as
practicable, but failure to inspect, accept, or reject materials or supplies shall not impose
20

liability on the University thereof for such materials or supplies not in accordance with the
specification.

END OF SECTION
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00500 –PROPOSAL FORM

Proposal of
(Hereinafter called “Vendor”) corporation, organized and existing under the laws of the state
of

, partnership, or individual doing business as

.
To:

Mr. James Ezell
University of Arkansas at Fayetteville
Office of Business Affairs, Room 321
Administration Building
Fayetteville, AR 72701

Gentlemen:
The Vendor, in compliance with your Request for Proposals to purchase equipment and services for the
University of Arkansas , having examined the Proposal Documents and being familiar with all conditions
of these documents, hereby proposes to furnish equipment and installation in accordance with the
Proposal Documents, within the time set forth therein, and at the prices stated below.
Vendor acknowledges receipt of the following Addenda:
Addenda Number:

Date Received:

Initials:

Addenda Number:

Date Received:

Initials:

Addenda Number:

Date Received:

Initials:

EXCEL Spreadsheet: A digital cost worksheet spreadsheet in EXCEL format was provided as an
attachment to the RFP. In addition to providing the completed spreadsheet in digital EXCEL format,
Vendor shall complete, print, and attach to this Proposal form all sheets of the spreadsheet and provide
the following information/agreements described below.
1. Installed Equipment Unit Pricing
Vendor agrees to design, provide, and install complete working solutions including but not limited to
materials, equipment, engineering assistance, submittal documents, installation, consumables, small
tool allowance, equipment rental, clean‐up and trash removal, cabling, cabling terminations,
shipping, freight, handling, labor, labor burden, project supervision, project management, global
system integration, software, documentation, licenses, maintenance manuals, warranty, training,
overhead, profit, and bonds in accordance with Specifications Section 0600. The costs shall include
a standard one‐year warranty as described in the RFP. Extended warranty options shall be listed in
Section 4 below.
Vendor also agrees to provide pricing proposals and design of systems within ten (10) working days

22

after receiving construction documents for each project, and Vendor agrees to mobilize within eight
(8) working days after receipt of a contract or purchase order.
The Vendor must submit a completed bid in the format provided (Excel format see attachment). In
the Excel Spreadsheet, specific models are listed. If the Vendor wishes to propose model
substitutions (e.g. model updates – no substitutions from acceptable manufacturers shown are
allowed) that are consistent with the quality standards specified, the Vendor may write the
substitution in the space provided. The Excel spreadsheet includes theoretical quantities of each
component that will be automatically multiplied to the component price for the purposes of
comparison by the selection committee. The theoretical quantities listed in the spreadsheet are for
comparison purposes only, and component pricing shall be honored for any quantities required by
the university in accordance with the IDIQ concept described in this RFP. The sum of costs of
minimum components (multiplied by the theoretical quantities) shall be reported below, and the
selection committee will use these costs for consistent price comparisons between proposals.
In addition, if Vendor recommends equipment that differs from the minimum equipment
components listed, Vendor shall provide a description of Vendor’s recommended changes with
pricing separately, but Vendor shall still provide pricing of the specific minimum equipment listed on
the spreadsheet for consistent price comparisons between proposals.
I1. Access Control Systems

Cost = Dollars ($

)

I2. Building Security Systems

Cost = Dollars ($

)

I3. Fire Alarm Systems

Cost = Dollars ($

)

I4. Video Surveillance Systems

Cost = Dollars ($

)

Dollars ($

)

TOTAL Installed Equipment Pricing
2. Uninstalled Equipment Unit Pricing

Vendor agrees to furnish equipment as described in the specifications Section 00600 and shown in
the Excel spreadsheet. The Vendor must submit a completed bid in the format provided (Excel
format see attachment A). The total prices below shall be detailed in the Excel worksheet, including
itemized costs for the following:
A. Model list price
B. Proposed discounted price to the University Including Freight (Uninstalled)
C. Taxes
U1. Access Control Systems

Cost = Dollars ($

)

U2. Building Security Systems

Cost = Dollars ($

)

U3. Fire Alarm Systems

Cost = Dollars ($

)

U4. Video Surveillance Systems

Cost = Dollars ($

)

Dollars ($

)

TOTAL Uninstalled Equipment Pricing
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3. Service Charges:
Vendor agrees to offer service charges (outside of warranty) as shown below. Costs shown are all
costs associated with comprehensive services required for maintenance/repair of systems.
A. Scheduled Onsite Service Charges:
List the hourly rate for previously scheduled onsite support services. Such support will be
arranged with the winning vendor at least 24 hours in advance and shall be performed during
normal, non‐holiday, business hours, Monday‐Friday, 7:00am – 5:00pm. Vendor agrees that
scheduled support operations must be completed within 1 week.
SS1. Scheduled Support Cost per hour

Dollars ($

)

B. Emergency Onsite Service Charges:
List the hourly rate for emergency onsite support services. Such support will be arranged with
the winning vendor with little advance notice to the winning vendor and may be performed
during off‐hours (i.e. before 7:00am or after 5:00pm), on holidays and/or weekends (Saturday
or Sunday). Vendor agrees that Emergency Onsite Support shall be available on location within
3 hours to perform support operations or workarounds.
ES1. Emergency Support Cost per hour

Dollars ($

)

C. Additional Charges:
List any additional charges for service calls, if applicable, below. Such costs may include, but not
be limited to, minimum charges, fuel surcharges, material markup percentages, etc.
___________________________

Dollars ($

)

_____________________________

Dollars ($

)

___________________________

Dollars ($

)

_____________________________

Dollars ($

)

4. Multipliers and Extended Warranty:
Vendor agrees to offer the following multipliers shown below:
A.

Catalog Parts and Materials Multiplier: The price for catalog parts and materials (not
included in component pricing above) shall be equal to the list price published in the catalog
(a catalog with prices must be furnished with the Proposal) multiplied by the percentage
listed below:
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The multiplier listed below shall include handling, shipping, freight, maintenance manuals,
one‐year warranty as described in the RFP, overhead, and profit. The price shall not include
installation.
CM1. Catalog and Materials Multiplier
B.

________________% (Percent)

Sub‐Contractor Multiplier
Vendor agrees to provide the following mark‐up on Sub‐Contractors pricing. The multiplier
listed below shall be a percentage‐based multiplier of the lowest responsive bid of at least
three bids. If the work is to be incorporated into an existing project, and if there is a
subcontractor who is qualified to perform the work already mobilized on‐site, at least one
bid shall be from the qualified on‐site subcontractor. Vendor agrees that the university
reserves the right to approve or reject proposed subcontractors, and the university reserves
the right to request additional bids or select a subcontractor by other means if it is deemed
to be in the best interest of the university. The subcontractor bids may include sales tax
where appropriate. The multiplier shall include project supervision, project management,
overhead, and profit.
SM1. Sub‐Contractor Multiplier

C.

________________% (Percent)

Extended Warranty Proposal
Propose pricing and terms for an extended warranty up to four (4) years using the space below
or attaching additional sheets. The minimum warranty period (and the standard warranty
period included in the pricing above) shall be one (1) year from the date of shipment (for
uninstalled equipment) or one (1) year from substantial completion (for equipment installed
by the Vendor.) Include a discussion regarding whether or not extended terms are offered
(e.g. two, three, and four‐year warranties) including pricing. Also, provide pricing
methodology. Examples of pricing methodology include, but are not limited to, multipliers
as a percent of material/labor costs for each year of extension, lump sum annual system
extended warranty contracts, or extended warranties for specified equipment at no cost.
Vendor shall include a detailed scope of coverage for the extended warranty and list any
excluded components.
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5.

Additional Information:
Vendor shall attach/incorporate all information as described in Items 22‐24 of Section 0200
“Instructions to Proposers.”

The Vendor acknowledges that the intent of the lists described above and shown in the spreadsheet is
to provide a comprehensive and exhaustive list of costs associated with equipment and labor necessary
to provide fully functional systems, including materials, labor, warranties, design, service, and
subcontracting services. The Vendor agrees that no multipliers, minimum charges, surcharges, or
markups will apply if and when a contract is negotiated unless the Vendor has identified these charges
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Vendor understands that the Owner reserves the right to reject any or all Proposals and to waive any
formalities in the Proposals.

Respectfully Submitted,

(Seal if by corporation)

Vendor (Company Name)

Date:

, 2011

Address

By:
(Printed Name)

Arkansas Contractor License Number:

Title:

Signature:
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00600 –STANDARD SYSTEM REQUIREMENTS
PART 1
GENERAL TERMS & CONDITIONS

1.01

This document covers the provision of a Campus Security Management System (CSMS)
for the University of Arkansas located in Fayetteville, Arkansas, including all items and
subsystems shown on drawings or otherwise required by these specifications. While it is
not the intent of the University of Arkansas to fully integrate all security, surveillance,
fire and life safety devices at this time, the devices specified should allow for future
integration should the need arise. At this time, each installation’s systems shall be
integrated within each project’s scope, but these installations may not be aware of
other similar installations on campus unless specifically requested.

1.02

The requirements of these specifications shall be understood to be the University of
Arkansas minimum. The requirements shall be expanded as necessary to ensure quality.
However, unless the University of Arkansas approval is obtained, the requirement
herein shall not be deleted or revised.

1.03

The University of Arkansas shall be hereinafter referred to in this document as the
OWNER and the bid respondents shall be referred to as the SUPPLIER. The term OWNER
includes direct employees and other appointed OWNER agents such as architects or
consultants. These agents may be requested by the OWNER to represent the OWNER in
undertaking certain project tasks.

1.04

If any statement in this or any other specification is in conflict with any provision of the
General Terms and Conditions to the contract, the provision stated in the General Terms
and Conditions shall take precedence. Any questions that require additional
interpretation and guidance shall be immediately brought to OWNER'S attention.

PART 2
SCOPE OF WORK INCLUDES
2.01

This section covers the provision of a Campus Security Management System including all items
and Subsystems shown on drawings or otherwise required by these specifications.

A. All computer hardware, software, and control panels for access control and alarm
management.
B. All Card readers and other security input/output devices for Access Control and
alarm monitoring of secured areas.
C. Photo ID Card Production.
D. Video Surveillance and Storage Systems.
E. Building Security Systems.
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F. Fire Alarm Detection & Suppression Systems. System shall be fully integrated for the
new equipment being provided.
2.02

The SUPPLIER shall include all necessary wiring, cabling, labor, tools, equipment, and ancillary
materials required to furnish and install a complete and operational CSMS. Likewise, any
portions of the scope defined within these technical specifications may be executed individually
or as subsystems when individual project needs are evaluated by OWNER and SUPPLIER.

2.03

Requirements are indicated elsewhere in these specifications for work including, but not limited
to:

A. Conduit, 110 VAC power extensions, and other electrical work shall be furnished and
installed by SUPPLIER for OWNER. Electrical circuit needs shall be coordinated
between OWNER and SUPPLIER.
B. Electric door hardware, sensors, egress devices, and associated lock power supplies
for card reader doors shall be furnished and installed by SUPPLIER for OWNER. Door
hardware locks, automatic doors, and door hold open devices shall be coordinated
between OWNER and SUPPLIER, on a project by project basis.
C. The OWNER shall arrange for dedicated or dial‐up telephone lines and/or local area
(network (LAN) connections as shown on the attached drawings. This includes any
addition of LAN equipment including but not limited to routers, switches and
associated mounting hardware.
D. The CSMS shall provide management, control, and monitoring of card access and
alarms to the following: all buildings individually with the possibility of telemetric
system reporting on a case by case basis.
2.04

The extent of installation work is defined to include but is not limited to the following:

A. Electronic security system with the following integrated systems and equipment:
1. Electronic door hardware.
2. Elevators.
3. Network lighting controls.
4. Intercommunications and program systems.
5. Public address and mass notification systems.
6. Access control.
7. Fire‐alarm system.
8. Perimeter security system.
9. Video surveillance.
B. The CSMS database and application host server is installed in UA Police Department.
C. Operator workstations are installed in UAF PD Administrative building and Physical
Plant building.
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D. Operator workstations fully equipped for producing custom photo ID cards are
installed in Arkansas Union. SUPPLIER is to provide means of continued use of
existing system and provide pricing for a new system.
2.05

Installing the systems and bringing them to operational status for acceptance shall include but
not limited to the following:

A.
B.
C.
D.
E.
F.
G.
H.

Determine hardware, software, and operations requirements for implementation.
Install CSMS hardware and software.
Cleanup and proper disposal of Installation Materials.
Setup and configure communications between the host server, operator
workstations, and control panels.
Setup and configure CSMS application and database.
Test CSMS operations based on a point‐by‐point inspection.
Perform end‐user training.
Providing cost of Annual Maintenance of system and upgrades.

PART 3
RELATED SECTIONS
3.01

Conduit, Raceways, and Cable Trays.

3.02

Fire Stopping Penetration Through Rated Construction.

3.03

Electrical, Cabling, and Wiring.

3.04

Door Hardware. To be coordinated on a project by project basis, SUPPLIER must provide
price for both options of all hardware by SUPPLIER, and if hardware by door supplier.

3.05

Data Communications Circuits.

3.06

Access controls specification included within this document.

3.07

Building Security Specification included within this document.

3.08

Fire Alarm Specification.

3.09

Video Surveillance Specification included within this document.

PART 4
A.

REFERENCE STANDARDS: Where more than one (1) reference standard, code, or regulation applies, the
more stringent one shall govern.

4.01

NFPA 70 ‐ National Electrical Code.
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4.02

NFPA 72 ‐ Fire Alarm Code.

4.03

NFPA 101‐ Life Safety Code.

4.04

UL 294 ‐ Access Control Systems.

4.05

UL 864 ‐ Fire Alarm Systems.

4.06

UL 1076 ‐ Proprietary Burglar Alarm Units and Systems.

4.07

American with Disabilities Act ‐ Public law 10 1.336.

4.08

FCC.

4.09

CE.

PART 5
MANUFACTURERS
5.01

This specification is based on software and hardware for a completely integrated system:

A. Provide all CSMS access control hardware and software as standard catalog product
offering of a single manufacturer.
B. Exception: Servers, operator workstations, and related computing peripherals shall
be specified characteristics that are in regular production by an industry recognized
computer manufacturer, provided that replaceable components are available from
multiple third party sources.
C. Exception: Controlled devices, such as electric locks, door actuators, sensors, and
related peripherals specified elsewhere.
5.02

Acceptable Suppliers: DSX, LENEL, EDWARDS, AVIGILON (No exceptions)

A. Detailed bill of materials, correlating each item of equipment and software to those
specified.
B. Manufacturer's standard published catalog data sheet for each proposed item of
equipment and software; if more than one model is shown on data sheet, mark
exactly which model is being proposed.
C. Copy of this specification with each paragraph marked to show where on the data
sheets the specification requirement specified in that paragraph is stated (use cross‐
reference numbers on data sheets).
D. If compliance with any specification requirements cannot be substantiated by
reference to published data, provide typewritten compliance statement signed by
executive officer of manufacturer stating that proposed products comply with all
specified requirements.
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PART 6
SYSTEM REQUIREMENTS
6.01

CSMS Architecture:

A. CSMS Software Capabilities: Support an unlimited number of card readers, input
points, video cameras, intrusion detection points, and relay outputs. The CSMS
database server shall support an unlimited number of cardholders, visitors, and
assets limited only by the available memory on the ISC. The database server shall
also support an unlimited number of system events and System Operator
transactions in the history file limited only by available hard disk space. Client
Workstations shall be limited only by the limitations of the operating system
server software. The CSMS functions are categorized into nineteen primary
“system modules” which shall include:
1. Access Control
a. One of the CSMS's primary purposes shall be to provide access control. The
CSMS shall be able to make access granted or denied decisions, define access
levels, and set timezones and holidays. An input or output linkage feature
shall allow linking of monitor zone points to output control points within
Intelligent System Controllers (ISCs). The CSMS shall support features such as
area control (two man control, hard, soft, and timed anti‐passback), database
segmentation, and time zone or holiday overrides.
2. Alarm Monitoring
a. The Alarm Monitoring window shall provide information about the time and
location of the alarm, along with its priority. The Alarm Monitoring window
must be able to sort pending and/or insert new alarms based on any of the
following attributes: priority, date or time, alarm description, Intelligent
System Controller, Card Reader, Input Control Module, asset name, or
cardholder. Date or time sorts must be System Operator selectable to be
either ascending or descending and must have the option of displaying the
seconds of the minute in which the alarm arrived into the CSMS.
b. The CSMS must allow unique emergency instructions to be specified for each
type of alarm. It shall also allow for the automatic sending of alphanumeric
pages or e‐mail messages upon alarm arrival. It shall allow for the sending of
alarms to a Central Station. A real‐time graphical system status tree on the
screen shall indicate if card readers, alarm panels, digital video recorders,
video cameras, intrusion detection panels, or Intelligent System Controllers
are secured, unsecured, in alarm, or offline. Output control operations must
be available to lock, unlock or pulse control points as a standard feature. An
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automatic cardholder call‐up feature shall allow the quick search and display
of images in the database. A System Operator journal shall be available to log
important daily events. A trace function shall be available for System
Operators to locate and track activity on specific cardholders, assets, video
cameras, or card readers. An image comparison feature must be provided for
use in conjunction with a CCTV interface. All alarms and hardware icons
MUST have the ability to control the associated hardware via right‐mouse
clicks.
c. The CSMS must provide the option to be used as a UL 1981 Classified Central
Station Automation System. This option must be classified by Underwriters
Laboratories for use as a Commercial Burglar Central Station Automation
System, to allow the monitoring station where it is used to be made
compliant with the UL 1981 standard and listed by UL. This classification shall
apply to alarm panels monitored through a connected, UL approved Central
Station Alarm Receiver.
3. Credential Management
a. The CSMS shall include a seamlessly integrated credential management
module. The credential management functionality must allow the enrollment
of cardholders into the database, capturing of images, biometric data, and
signatures, as well as the import or export of employee data. This
functionality shall also allow the System Operator to assign and/or modify
the access rights of a cardholder.
b. The CSMS shall include a seamlessly integrated state‐of‐the‐art, 32‐bit,
credential creation and production system. This shall allow for the creation of
different badge types based on a database field, the linking of that field to a
badge type to automate the process of credential production, and the use of
security colors, chromakey, and ghosting, to allow officers to quickly identify
personnel access authority.
c. The CSMS shall have capabilities for biometric verification. Through the
enrollment and comparison of hand geometry (the size and shape of an
individual’s hand and fingers), or fingerprints, the identity of an individual
shall be verified.
d. The CSMS shall have the ability to crop and rotate an image automatically
based on the orientation of the eyes found in the image. This shall include
photographs captured from digital cameras, live cameras, scanned images
and imported images.
4. Digital Video Management
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a. The CSMS shall include a seamlessly integrated digital video management
module. It shall support real‐time linkage of digital video clips to their
associated alarms as well as those from linked devices in the CSMS database;
Access Control hardware for example. This linkage shall happen
automatically as defined by the configuration.
b. System Administrators shall define parameters for video segment creation by
specifying pre‐alarm and post‐alarm durations. The system shall
automatically associate alarms from linked hardware with the linked
camera's pre‐ and post‐alarm durations.
c. System Administrators shall configure video segments by specifying pre‐ and
post‐alarm time marks, then link those defined video segments to specific
alarms. Each camera shall be configured to have its own unique set of pre‐
and post‐alarm time marks, video quality settings, and failover recorder. The
CSMS shall allow for the central administration, monitoring, and archiving of
digital video and the associated cameras. The CSMS shall have the ability to
launch video on alarm.
d. The CSMS shall support the ability to define video behavior by alarm type.
The CSMS will dynamically apply the behavior in real‐time as alarms come in.
e. The CSMS shall support Digital Video Recorders from multiple
manufacturers. The CSMS shall also support IP‐based digital cameras and
digital video encoders or servers from multiple manufacturers for advanced
video surveillance. The CSMS shall support H.264, MJPEG, MPEG4 simple
profile encoding standards and frame rates to include both PAL and NTSC
respectively at maximum of 25/30 frames per second (FPS). In addition, the
CSMS shall support a network‐based digital video recorder.
5. Intrusion Detection Management
a. The Intrusion Detection Management System shall provide advanced,
seamless integration with Intrusion Detection Panels from Bosch (D9412 and
D7412), Detection Systems (7400xi and 7400xi 4+), Honeywell (Galaxy 8, 18,
60, 128, 500, 504, 512, Galaxy Dimension GD48, Galaxy Dimension GD520),
Lenel NGP, and Guardall PX, QX, RX, allowing customers to monitor intrusion
detection alarms inside the CSMS Alarm Monitoring application, in addition
to giving CUSTOMER command and control of supported intrusion detection
devices (such as arming and disarming an area). Once alarms are brought
into the CSMS, they shall be linked to digital video, global I/O activity can be
triggered, and they shall be stored in the CSMS audit trail. In addition, System
Operators shall monitor the status of intrusion detection devices from the
CSMS Alarm Monitoring Workstation.
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6. Asset Management
a. The CSMS shall include a seamlessly integrated asset management module to
include real time management and tracking of CUSTOMER assets. The CSMS
shall allow for the centralized management of assets. System Administrators
shall be able to generate reports on current asset assignments as well as the
history of cardholder assignments for assets. The CSMS shall also be able to
restrict assets from passing through checkpoints with unauthorized
personnel and report assets that pass through checkpoints with authorized
personnel. The CSMS shall also allow specified readers to require an
authorized asset before granting access.
7. Visitor Management
a. The CSMS shall include a visitor management module. The visitor
management module shall be an application utilizing technology that allows
a CUSTOMER to enroll and track visitors of the organization.
b. The visitor management module shall allow a CUSTOMER to enroll visitors,
sign them in or out, capture a photo, and capture a driver’s license or
passport. The visitor management module shall allow System Operators to
enter and pre‐schedule visits. The visitor management module shall allow
System Operators to print visitor badges.
8. Remote Access Level Management
a. The CSMS shall include a seamlessly integrated remote access level
management module. The remote access level module shall be a desktop‐
based application technology that allows CUSTOMER managers to assign and
remove access levels to and from cardholders in the existing CSMS database.
All transactions relating to the adding and/or removal of access levels shall
be recorded complete with a time and date stamp and the System Operator
who made the change.
9. Third‐Party Interfaces
a. The CSMS shall integrate with a number of third‐party hardware and
software products. The CSMS shall provide an industry standard OPC Server
utility to allow the export of any and all CSMS alarms and events to industry
standard OPC Clients, such as building automation and/or process control
systems. The CSMS shall also provide the ability for an Alarm Monitoring
Workstation to function as an OPC Client that shall accept alarms and events
from industry standard OPC Servers, such as those from Building Automation
or Process Control Systems.
b. The CSMS shall provide seamless integration with fire alarm systems such as
Edwards and Notifier, personal safety systems such as Visonic Spider Alert,
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intercom systems such as Stentofon Alphacom or AlphaNet, RazAlert and
central station alarm receivers such as Bosch 6500 or 6600 and Osborne
Hoffman 2020. The CSMS shall allow alarms and events from the third‐party
systems to report into the same main Alarm Monitoring window as access
control alarms. Third‐party interface hardware shall be configured in the
CSMS access control module. In some cases, System Operators shall be able
to control third‐party hardware devices from the Alarm Monitoring
Workstation. Third‐party hardware alarms and events shall be stored in the
CSMS database for audit trail and reporting purposes.
10. System Administration
a. System Administrative tasks such as defining client workstation and System
Operator permissions set‐up, access groups, timezones, reports, maps, etc.
shall be provided from any client workstation on the network. Initial setup of
the cardholder screen layout shall occur on the database server. The CSMS
shall support the use of strong passwords.
11. Mobile Enterprise Solutions
a. The CSMS shall support a Mobile Enterprise Architecture for customers with
mobile computing needs. Mobile Enterprise functionality shall be a
seamlessly integrated, robust solution that transports virtually all CSMS client
functions to a wearable, portable computer. The portable computer shall
connect to the network and CSMS Server via 802.11b wireless Ethernet
online, or shall be operated as a standalone solution that synchronizes with
the CSMS Server on an operational basis.
12. Badge Layout Creation
a. The CSMS shall provide a Badge Layout Creation and Editing Module to allow
for the creation of custom badge designs to be created by the CUSTOMER.
The CSMS shall support credit card, government, and custom credential sizes
in either a landscape or portrait format and shall support double sided and
edge‐to‐edge printing.
13. Graphical Map Creation
a. The CSMS shall provide Graphical Map Creation and Editing Software that
must allow System Administrators to import customized map backgrounds of
their facility and to attach custom icons to those maps.
14. Application Programming Interfaces
a. The CSMS shall provide a set of standard Application Programming Interfaces
(APIs) and supporting documentation that allows hardware manufacturers
and software application developers to integrate their products into the
CSMS. The Application Programming Interfaces shall allow requests from
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CUSTOMER to integrate a third‐party hardware or software solution based
on CSMS open architecture and CSMS device independence.
15. Data Import
a. The CSMS shall support an import utility that will allow the CUSTOMER or
SUPPLIER to import cardholder information into the CSMS database. This
shall allow the CUSTOMER or VAR to pre‐populate the CSMS database with
existing cardholder data and/or add new records to the existing CSMS
database.
16. Bi‐Directional Data Exchange
a. The CSMS shall support a real time, bi‐directional data interface to external
databases such as Human Resources, Time and Attendance, Food Service
Systems. The interface shall allow data to be imported into or exported out
of the CSMS in real‐time or in a batch mode basis. Data used for import shall
be retrieved directly from an external database or through an import file.
Data provided for export shall be applied directly to an external database or
through an export file. Any data shall be imported or exported including
image data. The file used for import or created by export shall have the
ability to be structured in a wide variety of ways, but shall always be in ASCII
text format.
b. The CSMS shall also support a one‐step download and distribution process of
cardholder and security information from the external database to the CSMS
database, all the way down to the Intelligent System Controller (ISC)
database. This shall be a guaranteed process, even if the communication
path between the CSMS database server and the ISC is broken. If the
communication path is broken, the data shall be stored in a temporary queue
and shall be automatically downloaded once the communication path is
restored.
17. API Development Toolkit
a. The CSMS shall allow, through API toolkits, System Administrators to expose
specific CSMS data and events that are relevant to IT information or other
third‐party systems. Conversely, the CSMS shall allow, through these same
API toolkits, System Administrators to accept and process information
exposed from the IT information or other third‐party systems. This shall
permit System Administrators to develop scripts and applications that allow
events in either the IT domain to cause appropriate actions in the Security
domain, and vice versa.
18. Server Redundancy

37

B.

C.

D.

E.

F.
G.
H.

I.

a. The CSMS shall support a fault tolerant server and redundant database
architecture. The CSMS shall also allow for a server clustering architecture.
The CSMS shall allow for normal operations to occur in the event that the
Database Server fails. In the event of a server failure, the switch over to a
backup server from a primary server shall be automatic and not impede the
operation of the SMS. The Campus Security Management System (CSMS)
outlined in this section and detailed in Part 2 of this section is the key central
component for managing physical security and the bridge between physical
and logical security for a project. The system shall provide a variety of
integral functions including: regulation of access and egress; provision of
identification credentials; monitor, track and interface alarms and; view,
record and store digital surveillance video linked to CSMS events.
The CSMS shall utilize a single seamlessly integrated relational database for all
functions utilizing a fully multi‐tasking, multi‐threading Microsoft Windows
7/Server 2008 or newer Operating System. The CSMS shall be written so that all
system modules (access control, alarm monitoring, ID or credential
management, visitor management, asset management and digital video
management) are developed and built from a unified single 32‐bit source code
set. Separate source code bases for individual modules of the CSMS are not
acceptable.
Upgrades or expansion of the CSMS to a larger size system in scale shall not
require installation of a different and/or new CSMS application or require the
administrator or operator to learn a different and or new interface from the
previous version.
The CSMS shall consist of personal computer‐based hardware and software
capable of integrating multiple security functions; including management,
control, and monitoring of card access, fire alarm, photo 10 card production,
interfacing with video surveillance and database subsystems.
The CSMS shall be a true 32bit multi‐threading client/server application,
designed for the Microsoft Windows XP platform; with multi‐user and multi‐
tasking capability, and developed in a high level "C" language.
The CSMS shall use a commercially available standard database that is SQL and
ODBC compliant, certified for the Microsoft Windows XP platform.
The CSMS shall support user definable database partitioning, for defining limited
views of the CSMS database.
The CSMS shall conform to the standard TCP/IP networking communications
protocol between the application/database servers, operator workstations,
control panels, video surveillance system(s) and database subsystems; using
1000/10000Mb Ethernet connectivity over LAN/WAN network typologies.
The CSMS shall be flexible and scalable in architecture, permitting expansion of
both capacity and functionality, to be implemented progressively as needed,
through software licensing and/or software upgrades.
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J. The CSMS shall provide the ability to perform network deployed software
updates. Network deployed updates shall have the option to be deployed
manually or automatically.
K. The CSMS shall provide a real‐time display of all system status and data, at all
operator workstations.
L. The CSMS shall monitor status and record activity transactions of all secured
areas and alarm input/output points; visually and audibly annunciate alarms
upon change of status, for assessment and response at all operator
workstations.
M. The CSMS shall monitor and record card access, alarm, and operator activity to
an online history/archive database for reporting. A database‐reporting interface
shall be accessible from all operator workstations.
N. The CSMS shall operate spanning across multiple time zones with automatic
adjustment for daylight savings time.
O. The CSMS shall employ distributed processing technology, allowing the host to
function almost entirely as an application/database server. The majority of the
real time, day‐to‐day decisions shall be made locally by intelligent control panels.
The control panels shall be the direct field interface for all access control, alarm
sensing, and input/output‐controlled devices.
P. Each control panel shall be able to continue access control and alarm‐monitoring
operations autonomously in the event of CSMS hosting failure.
Q. The CSMS shall provide redundant device communications for all controllers and
digital video recorders. The CSMS shall be capable of recovering from a
communications failure by automatically re‐routing all device communications to
an alternate server without operator intervention.
R. The CSMS shall manage and automatically download in real‐time, all database
changes made from all operator workstations, to the control panels that require
notification of the specific database changes or updates.
6.02

System Capacity: Provide total system capacity to accommodate the following:

A. Cardholder Database: A minimum of 256,000 access control cards. Multiple access
control cards assignable per cardholder, each tracked separately. Access control
cards shall be unique 4 to 20‐digit numbers without facility code dependency.
B. Access Readers: A minimum of 4,096 (per server) access readers.
C. General Purpose Alarm Inputs: A minimum of 20,048 (per server) alarm input points.
D. General Purpose Outputs: A minimum of 16,384 (per server) relayed or TTL level
output points.
E. Control Panels: A minimum of 256 (per server).
F. Workstations: A minimum of 50 (per server).
G. Centralized on‐line storage of historical transactions, a minimum of 1,000,000
events.
H. Time Schedules: Unlimited definable in system database, up to 1,024 concurrently
active per control panel.
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I. Access Rights: Unlimited definable in system database, up to 96 concurrently active
per access card per control panel.
6.03

Control Panel Capacities:

A. Field Configurable Control Panel:
1. Card Readers: Capable of supporting up to 128 card readers.
2. General Purpose Alarm Points: Capable of supporting up to 80 four‐state
supervised alarm input points.
3. General Purpose Outputs: Capable of supporting up to 64 relay or TIL level
output points.
4. Access Control Card Memory: Up to 28,000.
5. Offline‐History Transaction Buffer: Up to 16,000.
6. Time Schedules: Up to 1,024.
7. Access Rights: Up to 96 per access control card.
8. Uninterruptible Power Supply: Battery rated for a minimum 2 hours of
continuous operation at full load.
B. Fixed Configuration Control Panel for small distributed installations:
1. Card Readers: Support 64 card readers.
2. General Purpose Alarm Points: Support 10 four‐state supervised alarm input
points.
3. General Purpose Outputs: Support 8 relay output points.
4. Access Control Card Memory: Up to 28,000.
5. Offline‐History Transaction Buffer: Up to 16,000.
6. Time Schedules: Up to 1,024.
7. Access Rights: Up to 96 per access control card.
8. Uninterruptible Power Supply: Battery rated for a minimum 2 hours of
continuous operation at full load.
6.04

Operator Interface:

A. The CSMS shall use a single Windows based client application interface for system
configuration, administration, management, and monitoring operations.
B. The CSMS shall provide a mouse‐driven, Windows based, graphical user interface
allowing operator(s) to open and work on multiple windows simultaneously, at host
server and workstation(s) with minimal degradation to system performance.
C. The CSMS shall provide on‐line context sensitive help files to facilitate operators in
the configuration and operation of the CSMS. Standard Windows help commands for
Contents, Search, Back, and Print shall be supported.
D. The CSMS shall implement National Language Support (NLS) in a manner that allows
simultaneous multi‐lingual operation, based on individual operator language
preference. The graphical user interface and on‐line help shall support English and
Spanish.
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E. The CSMS shall support defining an unlimited number of operators; application
access via workstation(s) shall be restricted by operator login and password.
Operator passwords shall be stored in the database in an encrypted manner. The
CSMS shall provide that ability to setup password rules for password length and
expiration periods for system operators. Operator profiles shall be configurable to
include form level permissions, database partition views, and language preference.
F. The CSMS shall allow operator authentication through an Active Directory Server,
bypassing CSMS storing passwords. Operator access with the CSMS shall continue to
be defined within the CSMS configuration forms.
G. The CSMS shall support the use of "thin clients" to provide access to the Operator
Interface. Supported thin clients should be standard Microsoft Terminal Services,
using a standard web browser without requiring the installation of any client
software. (or provide the software and support as need for UAF workstations
requested)
H. The supplier to provide color samples of screen shots as will be seen and used on
the command center workstations. Provide shots of all operator screens,
maintenance and system setup screens. Provide shots of both the Severs and the
Command center workstations.
6.05

Cardholder Management:

A. The CSMS shall provide an operator interface for enrollment, modification, and
deletion of cardholder's personnel and access control information. The CSMS shall
allow enrollment of cardholder's personnel and access control information in
advance, without requiring assignment of access control card (s}. The CSMS shall
provide the ability to select multiple cardholders and badge records in applying mass
changes. The cardholder's personnel and area access information shall include the
following data:
1. First Name.
2. Middle Name 1.
3. Middle Name 2.
4. Last Name.
5. Employee Number.
6. Personnel Type (Selectable from a user defined list that shall include at a
minimum; Permanent, Temporary, Contractor, and Visitor classifications).
7. Department (Selectable from a user defined list).
8. Facility (Selectable from a user defined list of database partitioned views).
9. Trace Activity (Enable/Disable).
10. Address 1(User definable label).
11. Address 2 (User definable label).
12. Address 3 (User definable label).
13. Address 4 (User definable label).
14. Address 5 (User definable label).
15. Telephone.
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16. 90 User Fields (User definable labels).
17. Access Right(s) (Multiple assignments).
18. Access Card(s) (Multiple assignments).
6.06

Card ID Management. The CSMS shall provide an operator interface for enrollment,
modification, and deletion of access control card ID information in advance, without requiring
assignment to a cardholder and shall include the following data:

A. Description.
B. Card 10 number (4 to 20 digits, unique access control identifier).
C. Pin Number (4 digit number for authenticating cardholder in card & keypad reader
applications).
D. Status (Issuable, Active, lost, Suspended, Remake).
E. Assigned Cardholder (Selectable from predefined list of cardholders).
F. Issue Date.
G. Return Date.
H. Expire Date (Required to automatically expire access control card 10 numbers at
control panel level in real‐time without CSMS host notification).
6.07

Access Control Management:

A. The CSMS shall allow or deny access to secured areas, arm and disarm intrusion
zones, and provide output control via access control readers, based on validation of
a cardholder's assigned access rights.
B. The CSMS shall support defining an unlimited number of access rights in a manner
that associates reader(s) with a specific time schedule. The time schedule shall
define the specific time(s) of day and day(s) of the week for which access will be
granted for the associated reader(s) and/or controlled output(s).
C. The CSMS shall allow cardholders to be assigned multiple access rights and multiple
access control cards, without requiring duplicate database entry of cardholder
personnel information.
D. Any and all access control cards assigned to a cardholder, shall automatically inherit
all of the access rights assigned to the cardholder.
E. The CSMS shall monitor all secured areas and process an alarm notification
whenever a reader controlled door is opened, unless door is opened pursuant to a
valid card read, exit request through egress device, or door has been manually
unlocked via remote command from an authorized system operator.
F. The CSMS shall be user configurable to operate in either global or local mode,
controlling IN and OUT access of secured areas for anti‐passback and time &
attendance applications.
6.08

Time Schedule and Mode Management: The CSMS database shall support defining an unlimited
number of schedules. Schedules shall define time, day, and date intervals for automatically
executing CSMS functions, events, and mode changes.
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A. Time schedules: Shall define start and stop interval(s) by time of day and day of
week or mode. Each time schedule shall support multiple intervals per day and
multiple days per week. Time schedules shall be applicable to the following CSMS
functions:
1. Cardholder access rights to secured areas.
2. Readers online/offline.
3. Doors lock/unlock.
4. Alarm monitoring on/off.
5. Inputs enabled/disabled.
6. Outputs on/off.
7. Transaction routing for alarm and card activity.
B. Event Schedules: Shall define specific time(s) for an event to occur by time of day
and day of week or mode. Each event schedule shall support multiple events per day
and multiple days per week. Event schedules shall be applicable to the following
CSMS functions:
1. Changing reader modes of operation between card only, card‐plus‐keypad, and
card or keypad.
2. Changing alarm monitoring sense times.
3. Resetting anti‐pass back and/or time and attendance IN/OUT status of all
cardholders in control panel databases.
4. Initiating a scheduled dial from host to communicate to remote dial‐up control
panels.
C. Mode Schedules: Shall define specific times and dates for indicating to system
control panels which time and event scheduled functions to execute.
1. A minimum of 4 distinct mode classifications will be supported for categorizing
time and event scheduled functions. Mode classifications shall include Normal
and 3 user definable modes such as holiday, evacuation, lock‐down, or others.
2. Mode changes can either be scheduled to occur at a specific date and time or
manually changed by an operator.
6.09

Reader / Door Control: The CSMS shall allow access control readers to be individually configured
for different applications and modes of operation and shall support the following:

A. Physical Reader Type: Each reader's physical mode of operation shall allow being
manually changed by an operator, or automatically via a system event schedule, for
increasing or decreasing the level of security required for accessing secured areas at
any time.
1. Card Only.
2. Card‐plus‐Keypad.
3. Card or Keypad.
B. Logical Reader Type: Each reader's logical mode of operation shall be configurable to
support the following:
1. Normal.
2. Anti‐passback IN, configurable to operate in enforced or passive mode.
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C.
D.
E.

F.

6.10

3. Anti‐passback OUT, configurable to operate in enforced or passive mode.
4. Time & Attendance IN, configurable to operate in enforced or passive mode.
5. Time & Attendance OUT, configurable to operate in enforced or passive mode.
6. IN required, configurable to operate in enforced or passive mode.
7. Elevator Control.
Maximum unlock time after a valid card read shall be configurable from 0 to 255
seconds.
Alarm sense time for allowing a door to remain open after a valid card read, before
reporting a door held open alarm, shall be configurable from 0 to 127 seconds.
Door relock after a valid card read shall be configurable to support the following:
1. Lock on duration.
2. Lock on open.
3. Lock on close.
Reader / Door State:
1. Each reader shall support operating in a default on‐line or off‐line state, allowing
to be manually changed by an operator, or automatically under a time of day
and day of week schedule.
2. Each door shall support operating in a default locked or unlocked state, allowing
to be automatically changed under a time of day and day of week schedule.
3. Reader Transaction Routing: Transactions for valid, invalid, and lost cards from
each reader shall be independently configured for default routing to
history/archive, system printer, and/or all operator workstations.
4. Valid card transaction from each reader shall be independently configured to
support routing under time of day and day of week schedule to history, system
printer, and/or all operator workstations. The CSMS shall provide a reader
function that allows a control panel to execute a door schedule but will not
automatically unlock a door until a first valid badge transaction occurs.

Elevator Control:

A. The CSMS shall provide the ability to control access for calling of elevators cabs and
selecting floor destination. The following elevator applications and configurations
shall be supported:
1. Elevator Cab Access: Elevator cab call buttons shall be illuminated and enabled
for selection when valid access via reader is granted.
2. Floor Access: Floor access shall be controlled via a reader located inside of each
elevator cab; a minimum of 64 floors serviced by elevator cab(s) shall be
controlled. Floor access shall support the following:
a. Non Floor Tracking: when an authorized card is presented to the reader
located inside the elevator cab, only the floor buttons for the cardholder's
corresponding assigned access will be illuminated and enabled for a user
definable length of time to allow selection.
b. Floor Tracking: when an authorized card is presented to the reader located
inside the elevator cab, the cardholder shall be allowed to enter a 2‐digit
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floor code on the reader's keypad to which they have corresponding assigned
access. The floor selected by the cardholder shall be a recorded transaction
in the card history/archive database.
6.11

Input/output Control:

A. The CSMS shall allow control panel input and output points to be individually
defined, configured, and controlled in the following manner:
1. Input point(s) shall be user configurable for specific applications. The following
application types shall be supported:
a. Alarm: digital input used to trigger an alarm and any selected output.
b. Digital Output: digital input used to trigger a selected input without alarm
notification.
c. Elevator: digital input used for elevator control.
d. Inactive: digital input is disabled.
2. Input point(s) shall support a user configurable sense time from 0 to 64 seconds.
3. Sense time changes shall be supported via event schedules.
4. Input point(s) shall allow the active state to be configured as open or closed.
5. Input point(s) shall be user configurable to control a primary and/or secondary
output.
6. Input point(s) configured for output control shall allow being enabled or disabled
via time schedule.
a. The primary output shall be configurable to follow the input point's state
change or activate for its defined output duration.
b. The secondary output shall be configurable to follow the input point’s state
change or remain activated until manually reset or scheduled off.
7. Output point(s) shall support a user configurable duration time from 0 to 64
seconds.
8. Output point(s) shall allow the active state to be configured as on or off.
9. Output point(s) shall be automatically controlled via time schedule to turn on or
off.
10. Output points shall allow grouping to facilitate activating multiple output points,
on or off, via time schedule.
11. Output point(s), including reader controlled doors, shall allow manual control by
authorized operators in the following manner:
a. Activate/unlock for duration .
b. Activate/unlock indefinitely.
c. Deactivate/Lock.
d. Schedule override.
e. Text entry explaining reason for manual operator control shall be recorded in
operator history/archive database.
6.12

Building Security:
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A. The CSMS shall provide the ability to define local intrusion zones that consist of:
1. One or more access control readers.
2. One or more alarm inputs.
3. An input point to designate arm or disarm status.
4. An output point to designate arm or disarm status.
B. The CSMS shall provide the ability to arm or disarm intrusion zones by:
1. Access control reader, using card and keypad.
2. Digital Input state change.
3. Manual Operator control.
C. The CSMS shall provide the ability to arm or disarm intrusion zones from outside the
protected area.
1. Readers assigned to an armed intrusion zone shall deny access to card holders
unless the intrusion zone is disarmed.
2. Readers assigned to an intrusion zone shall flash LED indicators on the reader to
annunciate the intrusion zone status.
3. Cards shall be authorized as to which intrusion zones they can arm and disarm.
4. Users of the system will enter keypad information to tell the system to arm or
disarm and then they will present their card
5. If the user is authorized to arm zone, and they have an active access right for the
reader, then the intrusion zone shall be armed and any readers associated with
the intrusion zone (other than the arm/disarm reader) shall be placed offline,
any inputs associated with the intrusion zone shall be monitored on. An output
shall be able to be generated based on the arm event. A history record shall be
generated for this event.
6. A configurable time delay before arming a zone shall exist allowing the user to
leave the monitored area before the zone is armed.
7. If the user is authorized to disarm the intrusion zone, and they have an active
access right for the reader, then the intrusion zone shall be disarmed and all
readers associated with the intrusion zone will return to normal operation, any
inputs associated with the intrusion zone shall be monitored off. An output shall
be able to be generated based on the disarm event. A history record shall be
generated for this event.
8. If the user is not authorized to disarm the intrusion zone, but the user has an
active access right for the reader, then access will be denied, and a history
record shall be generated.
D. The CSMS shall provide the ability to arm or disarm intrusion zones by manual
control:
1. An authenticated operator shall be able to manually arm or disarm an intrusion
zone.
2. Intrusion zones shall be partitioned to limit restrict which operator can view
which intrusion zones.
3. SCIF Management and Control when used with ACU controllers:
4. The system shall provide the ability to define a secure area in compliance with
governmental SCIF (Sensitive Compartmented Information Facilities) regulations.
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5. Special operators shall be granted permission to define and configure SCIF areas
and access, and to assign the SCIF area to a unique facility or partition.
6. When using the system in a SCIF environment, client workstations shall have a
configurable option to be designated as a Monitoring Only workstation or a SCIF
Operation workstation. If designated as SCIF Operation, the CSMS shall allow
complete access and configuration of any associated reader, alarm, relay,
cardholder, or reporting function that pertains to the SCIF area. Operators at the
workstation shall be able to perform the following functions for the SCIF area
devices:
a. Readers ‐ Lock, Unlock, Control
b. Alarms ‐ Mask, Unmask
c. Relay Outputs ‐ Activate, Deactivate
6.13

Alarm Management:

A. The CSMS shall allow alarms to be individually defined, configured, and controlled in
the following manner:
1. Configure if monitoring of the alarm is enabled or disabled. An alarm shall allow
monitoring to be controlled manually by an authorized operator and
automatically via time schedule.
2. Configure if operator acknowledgement of the alarm is required before the
alarm can be cleared from the alarm monitor window from any operator
workstation.
3. All alarms shall be history archived and stamped with a time and date. Operator
activities in response to the alarms shall also be archived and time and date
stamped.
4. 10 priority levels for prioritizing the processing and display of alarms.
5. Configure if remotely connected control panels via modem, shall initiate
communications to the host server to report the alarm condition.
6. Configure if the alarm shall be routed to the history/archive database and/or
printed on a host/server alarm printer.
7. User‐definable instructions shall be assignable to each alarm, required to display
in the alarm monitor window at all operator workstations for alarm assessment
and response.
8. Alarm(s) shall be user configurable to trigger a primary and/or secondary output.
B. The primary output shall be configurable to follow the alarm's state change or
activate for its defined output duration.
C. The secondary output shall be configurable to follow the alarm's state change or
remain activated until manually reset or scheduled off.
1. Alarms shall allow grouping to facilitate monitoring multiple alarms, on or off, via
time schedule and changing alarm sense times via event schedules.
2. Alarms shall support regrouping via event schedules, allowing alarms to be
reassigned to different alarm groups.
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3. Alarms shall be able to be routed to specific workstations on specific time
schedules.
4. If an alarm is not responded to within a definable time period, it shall be able to
be bumped to another workstation for acknowledgement.
6 .14

System Monitoring: The CSMS shall provide multiple monitoring application windows
dedicated for displaying real‐time information of CSMS card access and alarm activity as
well as control panel and operator workstation status.

A. Card Access Activity Monitor: shall display card access activity from all CSMS readers
that are on‐line, active, and configured to route to monitor. The monitor window
shall provide operator controls to clear, pause, and resume scrolling display of card
access activity. The following card access activity information shall be displayed:
1. Transaction date & time
2. Transaction types:
a. Valid.
b. Invalid.
c. Lost.
d. Unknown.
e. Anti‐Passback IN invalid.
f. Anti‐Passback OUT invalid.
g. Time & Attendance IN invalid.
h. Time & Attendance OUT invalid.
i. Valid floor.
j. Invalid floor.
k. Card ID number for unknown or unassigned cards.
l. Floor selection for elevator control.
3. Reader description
4. Cardholder name
B. Alarm Activity Monitor: shall display alarm activity for all CSMS alarms configured or
scheduled as monitored. The alarm activity monitor shall provide alarm notification
and interaction for alarm assessment including acknowledgement and response. All
operator acknowledgements and responses shall be recorded in the operator and
alarm history/archive database. The following alarm activity information shall be
displayed:
1. Priority.
2. Description.
3. Reference type or additional alarm information.
4. Alarm state:
a. Alarm.
b. Reset.
c. Cut.
d. Short.
5. Process state:
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C.

D.

E.
F.

G.

6.15

a. Acknowledged.
b. Unacknowledged.
6. Occurrence Count.
7. Host date and time.
8. Control panel date and time.
9. Predefined alarm instructions for operator assessment.
10. Entry for operator alarm response in free form text or from pick list of
predefined alarm responses.
11. Acknowledgement button.
Alarm Notification: Shall provide a windows pop‐up dialogue notifying the operator
of the occurrence of a new alarm. Direct navigation from the notification dialogue to
the Alarm Monitor shall be provided.
Alarm Notification: The CSMS shall be capable of providing Alarm Notification to
email address(es) or cell phone devices using a SMTP messaging protocol. Alarms
shall be able to be routed to specific workstations on specific time schedules.
If an alarm is not responded to within a definable time period, it shall be able to be
bumped to another workstation for acknowledgement.
Control Panel Monitor: shall provide communications status and manual control of
all CSMS control panels. The control panel monitor shall support and provide the
following:
1. Display control panel properties, firmware version, and communications status.
2. The ability to remotely reset, configure online/offline, force database
downloads, and update control panel firmware.
Operator Workstation Monitor: shall provide communications status and
connectivity control of all CSMS operator workstations.

Alarm Graphics with Command and Control functions:

A. The CSMS shall provide a tool to associate symbols, or icons, to devices for use with
graphics maps. The CSMS shall allow the user to associate different icons with types
of devices, their alarm events and states.
B. The following devices shall be represented on graphics maps: area, camera, client
workstation, controller, digital input, digital output, digital video recorder (DVR),
intrusion zone, reader, control point, fire alarm devices, and command group.
C. The CSMS shall allow a group of same or different devices to be represented by a
single icon, a control point, such that the group is treated as a single object for alarm
status purposes.
D. The CSMS shall allow multiples of the same device type for the purpose of executing
a single command on all the devices in the command group. Each command group
icon can be defined as all devices of that type on the map, all devices of that type in
a facility, or a user‐defined set of devices.
E. The CSMS shall allow multiple symbol schemes to be defined for each device type.
For example, for a door, schemes may be created for Doors, Turnstiles, and Parking
Gates.
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F. The CSMS shall provide a series of default icons. It shall support the use of other
customized icons that are in JPG, GIF, animated GIF, and PNG file formats. Variable
sizes shall be supported: 16x16, 24x24, or 32x32 pixels.
G. The CSMS shall be able to assign a base icon to a device type, which serves as the
indication that there are no pending alarms for the device in the Alarm Monitor.
Optionally, the base icon can be defined as initially transparent, so that the icon
does not appear on the map unless the device is in alarm state.
H. The CSMS shall support two icon techniques for alarm visualization: an overlay
technique showing the state of the highest priority alarm on a device, and a
decoration technique for displaying multiple alarms simultaneously for a device. The
CSMS shall provide a tool to create or import graphics maps.
I. Graphics files that are in JPG, GIF, or PNG file formats can be imported as a single
layer base map.
J. Multi‐layer AutoCAD DXF R12 files may also be imported. The CSMS shall allow the
user to designate which layers are to be imported, and will maintain the layers
within the system. The CSMS shall permit the re‐import of a DXF file or a layer in the
file, without disturbing the other layers and icons previously placed on the map.
K. The CSMS shall provide hyperlink icons that allow an operator to traverse through a
series of maps.
L. The user shall be able to select device icons from a device palette containing all user‐
defined symbols in the system, and easily place them onto a map. The CSMS shall
enable the user to link the device icons to devices in the system database.
M. The user shall be able to update the symbols or the maps as desired.
N. The CSMS shall provide the user with the ability to monitor status and control
devices represented by icons on a graphics map.
O. The maps shall be listed alphabetically by facility in a navigation pane for easy
access.
P. The CSMS shall allow a default map defined per operator, such that the map
automatically displays when the graphics window is launched .
Q. The user shall be able to size the map window as desired, and the map shall
maintain its aspect ratio.
R. The user shall be able to zoom in to the map using a mouse wheel or right mouse
click on a background point on the map.
S. The user shall be able to dynamically select the map layers in active view.
T. The CSMS shall limit the icons displayed on a map based on an operator's facilities.
U. The user shall be able to determine the alarm state of each device by the icon’s
appearance, which shall change dynamically as alarms are set, reset, and cleared. If
the device has no associated alarms in the Alarm Monitor, the icon shall appear in its
base state.
V. By right‐clicking on the device icon, the user shall be able to send commands to the
device. The commands are device‐type dependent.
W. The user shall be able to lock or unlock a door from a map.
X. The user shall be able to launch live video for a camera on a map.
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Y. The user shall have one‐click access to the Fire Alarm and Response Monitor from a
map. The CSMS shall fully integrate all functions of monitoring the Fire Alarm System
back into the command center workstations. The system must be able to monitor all
conditions and not reset or control the system.
6.16

Database Reporting: The CSMS shall provide on‐line database reporting without degrading
system performance. The following reporting functions and capabilities shall be supported:

A. Predefined reports with the ability to create and save user definable templates for
grouping, sorting, and filtering data. A minimum number of predefined reports shall
be furnished covering the following topics:
1. Cardholder and card ID information.
2. System administration and device configurations.
3. System schedules and events.
4. Reader access.
5. Floor access.
6. Roll call / Muster.
7. Time and attendance.
8. Alarm history.
9. Badge history.
10. Operator history.
B. Reports shall allow operators to perform page setup, preview report on‐line, print,
and export reports to multiple file formats and destinations.
C. Export file formats supported shall include:
1. Crystal Reports.
2. Data Interchange Format.
3. Excel.
4. HTML.
5. Lotus.
6. ODBC.
7. Paginated Text.
8. Report Definition.
9. Rich Text Format.
10. Tab Delimited Text.
11. Unformatted Text.
12. Word.
D. Export destinations supported shall include:
1. Disk File.
2. Exchange Folder.
3. Lotus Domino Database.
4. Microsoft Mail (MAPI).
E. The CSMS shall support direct database connectivity for facilitating report
F. Generation from external 3rd party database applications. The following
applications shall be supported:
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1. Microsoft SAL Server.
2. Microsoft Access 2010.
3. Web reporting interface to Crystal Reports for enterprise information delivery.
6.17

Database:

A. Clustering: The CSMS be capable of operating in a Microsoft Sal Cluster environment
where two redundant servers utilize a shared database cluster. Cluster management
should be provided by industry standard Microsoft clustering service and should not
require any proprietary clustering software.
B. Application Separation: It shall be possible to isolate the CSMS database from the
application including running the Application and Database in separate geographical
locations and communicating over standard network infrastructure to provide
maximum flexibility and conformance to IT data center standards.
C. File and Database Replication: The CSMS shall be capable of utilizing file and
database replication using Microsoft Sal Server 2000 Replication Services and
Microsoft File Replication Services in providing distributed database replication
across multiple regional servers allowing for endless expansion. File replication
should be provided by industry standard Microsoft File Replication Services and shall
not require any proprietary file replication software. Database replication shall be
provided by industry standard Microsoft Sal Server 2000 Replication agent.
6.18

Database Import Interface:

A. The CSMS shall support direct database connectivity for importing cardholder and
card 10 data from external systems and/or database applications. The CSMS shall
facilitate interfacing by providing the following capabilities:
1. Real time and batch processing of data via ODBC, J DBC or OLE DB over a
network connection.
2. Insert, update, and delete record information.
3. Automatic download of data to CSMS control panels based on database changes.
4. Provide audit trail in the operator history/archive database for all database
changes initiated by the interface.
6.19

Photo ID Card Production:

A. The CSMS cardholder management interface shall incorporate capture, display, and
print capabilities for producing custom photo ID cards by authorized operators from
any operator workstation licensed to do so. The SUPPLIER shall provide means to
continue to use the existing badge production system. The specifications and types
of cards currently in use have been provided for reference.(Refer to attachments).
The supplier shall price a new badge production system in the event of a failure of
the existing system or the need for an additional production system arises. Photos
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and signatures shall be available on‐line for positive identification from all operator
workstations. The cardholder management interface shall include the following:
1. Digitized Photo.
2. Digitized Signature.
3. Card Design (Selectable from a user defined list and associated to cardholder
based on personnel type classification).
B. The CSMS shall provide card design and production capabilities that shall include the
following:
4. Support industry standard image formats for capture, storage, and printing of
digitized photos and signatures. Image formats shall support user selectable
settings for optimizing file size, compression/quality, and color depth.
5. Support industry standard and commercially available live video and still image
capture devices and interfaces including support for:
a. Composite, S‐Video, RGB, and digital cameras.
b. Scanners.
c. Signature pads.
d. TWAIN driver interface.
6. Support image capture of photos and signatures from file.
7. Support image cropping and quality enhancement controls at time of capture.
8. Support on‐screen print preview of card design prior to printing.
9. Support industry standard and commercially available printers and printer
interfaces including support for:
a. Color Laser, Inkjet, and Bubble jet printers.
b. Color dye sublimation card printers. Supported card printer functions
c. shall include:
i. Direct printing on standard C R‐80 PVC cards
ii. Single and dual sided printing.
iii. In‐line magnetic stripe HiCo/LoCo encoding.
iv.
Clear overcoat with optical or holographic security logo.
10. Provide a user interface for creating custom card design templates including the
following:
a. Include full complement of drawing and editing tools.
b. Define and edit text and graphic object properties.
c. Link cardholder database fields to static text, dynamic text, and graphic
objects.
d. Use of standard and custom color palette definitions.
e. Support industry standard graphics formats for importing logos and
f. Backgrounds.
g. Define and apply ANSI standard barcode formats to text objects.
h. Define and apply magnetic stripe encoding formats to text objects.
i. Support image export of cardholder's photos and signatures from CSMS
database to industry standard graphic file formats.
6.20

Video Surveillance:
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A. The CSMS shall support software interfacing with video surveillance systems for
facilitating real‐time response to monitored events processed by the CSMS. The
CSMS may not be ultimately be used for Surveillance. It will be the SUPPLIER’s
responsibility to provide up to the level of integration requested, but to understand
that in individual installations that implementation may exist at the NVR level with
reporting.
B. CCTV Matrix Switcher Interface: The CSMS shall provide a CCTV matrix switcher
interface that supports the following functionality:
1. Serial interface support via industry standard RS232 communications protocol.
2. Interface with multiple CCTV matrix switchers locally and remotely, via CSMS
host server and network connected operator workstations.
3. The ability to define and assign CCTV "Enable", "Disable", and "Camera Alarm"
messages to CSMS alarms.
4. The CSMS shall process alarms and transmit applicable "Enable", "Disable", and
"Camera Alarm" messages to the CCTV matrix switcher in real‐time.
5. The CSMS shall support a supervised bi‐directional communications interface for
receiving "video loss alarms" and detecting communication failure, should the
specific CCTV matrix switcher interface provide that support.
6. The CSMS shall support the following CCTV matrix switcher interfaces:
a. American Dynamics 168 and 2 150.
b. PHILIPS/Burle Allegiant TC8500 to TC8901series.
c. GE KTD 3 12 and 348.
d. Pelco 9760.
C. Digital Video Multiplexer/Recorder Interface: The CSMS shall provide a fully
integrated digital video multiplexer/recorder interface that supports the following
functionality:
1. Support network connectivity to multiple digital video multiplexer/recorders
(DVMR) via CSMS host server and network connected operator workstations.
2. The communications interface between the CSMS and all DVMR units shall be via
1000/10000Mb Ethernet connectivity using industry standard TCP/IP protocol.
3. Define and assign CCTV cameras and presets to CSMS alarm and card access
events; for real‐time video event tagging and access to live and recorded video
from any CSMS operator workstation.
4. CSMS operators shall be able to simultaneously view and control multiple live
video cameras across multiple DVMR units. Camera control shall be mouse
driven on‐screen and shall support pan, tilt, zoom, iris, focus, and preset call
functions.
5. CSMS operators shall be able to access and playback recorded video events. On‐
screen playback controls for recorded video events shall support play forward,
play reverse, fast forward, fast reverse, single frame advance, single frame
reverse, pause, and stop functions.
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6. CSMS operators shall be able to quickly access live and pre‐event recorded video
in near real‐time without requiring a database query search. Quick, near real‐
time access to video shall be available directly from CSMS card access and alarm
monitoring application windows as tagged transactions are displayed.
7. Playback tagged video events stored locally on DVMR units, based on date, time,
motion, and event query search from CSMS history/archive database.
8. CSMS operators shall be able to save a still image to file in the jpg file format.
9. CSMS operators shall be able to save a selected video clip to file in its native or
AVI file formats.
10. CSMS operators shall be able to export a selected video clip with required video
player in its native file format to CD.
11. The CSMS shall support request for live and recorded video transmission from
DVMR units at various resolutions and display sizes, independent of actual DVMR
resolution setting for local recorded video. Such a feature shall be user
configurable from the CSMS to facilitate network adaptability.
12. The DVMR interface shall not interfere with local operator control and
monitoring of video surveillance systems.
13. The CSMS shall monitor status of all DVMR units for processing and reporting the
following conditions:
a. Online
b. Offline.
c. Record status.
d. Disk capacity status.
e. Camera video loss.
f. Camera alarm.
14. The CSMS shall support the following Network Video Recorders:
a. Lenel NVR .
b. Avigilon NVR.
15. The CSMS shall support the following camera control protocols:
a. GE.
b. Checkpoint.
c. ACTi Cameras/Encoders.
d. Arecont Cameras.
e. Axis Cameras/Encoders.
f. Bosch Cameras/Encoders.
g. IQInvision Cameras.
h. Mobotix Cameras.
i. ONVIF 1.00, 1.01, and 1.02 Cameras.
j. ONVIF Profile S Cameras.
k. Panasonic Cameras.
l. Pelco Cameras.
m. Samsung Cameras/Encoders.
n. Samsung Techwin cameras.
o. Sanyo Cameras.
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p.
q.
r.
s.
t.

Scallop Cameras.
Sightlogix Cameras.
Sony Cameras.
VideoIQ Cameras/Encoders.
Supports the control of digital input triggers and triggering digital outputs
through an I/O board.
16. The CSMS shall support the following PTZ camera Protocols
a. American Dynamics Sensormatic.
b. AXSYS.
c. AXSYS DCU.
d. Ernitec ERNA.
e. Honeywell Diamond.
f. Kalatel ASCII.
g. Pelco D.
h. Pelco P.
i. TEB Ligne.
j. Vicon extended.
k. Vicon normal.
l. Videotec Legacy.
m. Videotec MACRO .
17. The CSMS shall have the capability to seamlessly interface to multiple digital
video vendor’s equipment with one user interface.
18. The CSMS shall allow retrieval of remote video for viewing on any workstation.
19. Multiple users on different workstations shall be able to view event based video
clips and live video simultaneously, from same and different cameras.
20. The CSMS shall provide the following controls for viewing recorded video: play,
pause, stop, reverse, fast reverse, and fast‐forward.
21. The video view shall permit the user to select the number of video inputs to be
viewed in the same video viewer window: 1, 2, 4, 9 or 16 simultaneously. The
user can select video input for each cameo window, either live or recorded.
22. The user shall be able to create and save custom video views. The CSMS shall
allow an unlimited number of custom views, using any of the 7 custom cameo
formats. The user shall be able to specify which cameras are displayed in each
cameo pane, and the cameras shall display automatically upon launching the
view.
23. The user shall be able to control Pan Tilt Zoom (PTZ) cameras both manually and
automatically: manually with on‐screen mouse movements and automatically by
directing the camera to a predefined preset position.
24. The CSMS shall be able to automatically tag video clips as a result of predefined
events in the system. The source items that can result in tagged video shall be
readers, alarms, and intrusion input points.
25. Video clips can be searched by time and date, system event, DVR event, motion,
camera, and location.
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26. Each video clip tag name shall reference the date and time, event tag, DVR, and
camera name.
27. The CSMS shall provide a snapshot feature, allowing the user to store a single
video frame in JPG format on their local workstation PC.
28. The CSMS shall provide the ability to save video clips to the local workstation PC
in formats applicable to each vendor, including AVI, MOV, 600, or 200.
6.21

Guard Tour package: The CSMS shall support a guard tour package, which shall be available to
configure readers and inputs as guard tour points.

A. An authorized operator shall be able to configure multiple readers and inputs into a
named guard tour.
B. The CSMS shall support a minimum of 50 named tours.
C. An authorized operator shall be able to start, pause, re‐start, and cancel a tour.
D. The CSMS shall report transactions when tour points are hit.
E. CSMS shall report an alarm transaction if a tour point is hit more than once on a
tour.
F. The CSMS shall report an alarm if the overall time for the tour expired before the
tour was completed.
G. The CSMS shall provide tour configuration reports.
H. The CSMS shall provide tour history reports.
6.22 Web Reporting Interface: The CSMS shall support a web based reporting system, which
shall
be available to any authorized user on the network.
A. The web reporting shall be partitioned by facility.
B. The web reporting shall be accessed via username and password.
C. The web reporting shall provide pre‐defined reports for:
1. Personnel Reports.
2. Badge Reports.
3. Device Configuration Reports.
4. System Configuration Reports.
5. Badge History Reports.
6. Alarm History Reports.
7. Operator History Reports.
D. The web reporting shall provide the ability to define new reports using tools similar
to Crystal Report Designer.
E. The web reporting shall provide the ability to save report configurations.
F. The web reporting shall allow up to 50 concurrent users.
6.23

Application Program Interface: The CSMS shall support application programming interface (API),
which allows authorized software connections between the CSMS and external systems. The
API for the CSMS shall facilitate real‐time response to monitored events processed by the CSMS.
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A. The CSMS shall only allow authorized connections through the API.
B. The CSMS shall allow twenty‐five (25) concurrent connections to external systems
through the API.
C. The API for the CSMS shall expose these parts of the CSMS:
1. Bi‐directional alarm event processing for monitoring and acknowledgement
2. Receiving CSMS badge events.
3. Receiving digital input events.
4. Receiving intrusion zone events.
5. Control of operator log ins.
6. Control of alarm point monitoring On/Off.
7. Control of digital input points Enable/Disable.
8. Control of digital output points Open/Close.
9. Control of intrusion zones Arm/Disarm.
10. Control of Micro.
11. Monitor of Fire Alarm Systems.
D. The manufacturer of the CSMS shall have a development support program that
facilitates third party developers developing applications that integrate with the
CSMS.
E. The manufacturer of the CSMS API shall have sample code available to support
developers in their efforts to integrate with the CSMS.
6.24

Host Redundancy / Failover:

A. Failover options vary depending on product software selected: Each SUPPLIER shall
provide narrative on operations and functions of each server the primary and
redundant standby unit.
B. The CSMS shall support database deployment on an industry standard database
cluster environment. This environment includes Dell Cluster Hardware components
and Microsoft software for cluster server Operating Systems and Database Software.
The failure of one cluster server shall result in no impact to the operation of the
CSMS. (Specify "Global Edition").
C. The CSMS shall provide multiple levels of failover hosts for network‐attached
devices. Each network attached device (Control Panels, and Digital Video Recorders)
shall have one or more alternative communication servers that can connect to those
devices in case their primary communication server fail. In case of primary
communications server failure, they system will switch to backup communications
servers within 15 seconds.
D. The CSMS shall not lose alarm transactions during a communication server failure
over.
E. Client workstations normally attach to a regional server. In case of regional server
failure, client workstations can migrate to a specified list of backup regional servers.
The migrated client workstations will operate normally while attached to a backup
server. The workstations will be able to monitor alarms and events, photo image
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individuals and issue badges, and perform administration functions. (Specify "Global
Edition".)
F. If a regional server fails, for any reason, after it has been corrected, the CSMS shall
automatically update the regional server with the most up to date data within the
system.
G. Network attached devices which transitioned to backup server, shall automatically
return to primary servers, once the primary server functions have been restored.
H. Client workstations which transitioned to a backup server, shall return to their
primary server, once the primary server’s functions have been restored.
PART 7
SOFTWARE
7.01

Host Server Software:

A. Operating System: Microsoft Windows 7 Professional, 2008 Server R2 Server Edition.
B. Database: Microsoft Sal Server 2008 MSDE, Standard, or Enterprise Edition.
C. Active directory integration must meet with approval of UA IT. UA IT will first have
the opportunity to provide Active directory credentials to support installation. Any
credentials must be approved by and reported to UA IT.
7.02

Operator Workstation Software:

A. Operating System: Microsoft Windows 7 Professional Edition. Active directory
integration must meet with approval of UA IT. UA IT will first have the opportunity to
provide Active directory credentials to support installation. Any credentials must be
approved by UA IT.
7.03

Campus Security Management Software:

A. SUPPLIER shall provide software technical details and system capacities for the
following functions:
1. Licensed for a total of 50 operator workstations,
2. Licensed for a total of 4,096 access control readers.
3. Photo ID Card Production Options, Licensed on [50] operator workstations.
4. Digital Video recorder Interface Option. Licensed for a total of 256 digital video
recorders.
5. Redundant Device Communications Option License.
6. Terminal Services Option License. Web Reporting Interface Option, Licensed for a
total of 50 concurrent users.
7. Guard Tour Option License and Licensed Limits.
8. Application Program Interface Option. Licensed for a total of 9,999 Application
Program Interfaces (API).
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PART 8 ‐ I1 & I2 ‐ Building Access Control and Building Security Systems
PART 8 ‐ I3 ‐ Fire Alarm, Life Safety and Detection Systems
PART 8 ‐ I4 ‐ Surveillance and CCTV Systems
PART 8 ‐ ID ‐ UofA Badging and Access Fob System Specifications
PART 8 ‐ I1 & I2 ‐ BUILDING ACCESS CONTROL AND BUILDING SECURITY SYSTEMS HARDWARE

8.01 Specification Overview:
This performance specification provides the minimum requirements for the UofA Access
Control and Security Systems. The system shall include, but is not limited to all equipment,
materials, labor, documentation and services necessary to furnish and install a complete,
operational system which will include but is not limited to the following:
A. Administration Workstations/Servers.
B. Control Panels.
C. IO Modules.
D. Relay Modules.
E. Reader Interfaces.
F. Locking Hardware.
G. Sensors.
H. Alarm Components.
I. Intrusion Detection.
J. Annunciatiors.
K. Support for current and future DSX, GE, and LENEL Access Control Hardware.
8.02 Host Server and Operator Workstations: Provided by CSMS SUPPLIER, factory‐
configured, with all software pre‐loaded and tested. Active directory integration shall be
completed on any new hardware. Active Directory credentials must meet with approval of
UA IT. UA IT will first have the opportunity to provide Active directory credentials to support
installation. Any credentials and hardware must be approved by UA IT.
A. Database Servers
1. Servers for Windows 2008 Server, Access Control and Alarm Monitoring Systems
2. Dell PowerEdge R710 serves as reference model for this specification.
3. Intel® Xeon® E5520, 2.26Ghz, 8M Cache, Turbo, HT, 1066MHz
4. 4GB Memory (2x2GB), 1066MHz Dual Ranked UDIMMs for 1 Processor, Adv ECC
5. 24X IDE CD‐RW/DVD ROM Drive
6. 160GB 7.2K RPM SATA 2.5" Hot Plug Hard Drive for Operating System.
7. 160GB 7.2K RPM SATA 2.5" Hot Plug Hard Drive for Database.
8. RD1000 Backup, Internal SATA Drive Bay for 2.5" Chassis.
9. RD1000 Internal Removable Hard Disk for RD1000, 160GB Native / 320GB Comp.
10. Four 10/100/1000 Ethernet Network Ports.
11. 17 in. Flat LCD Monitor.
12. Onboard VGA.
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13. 1 serial port.
14. 6 USB 2.0 ports.
15. Speakers.
16. USB Keyboard.
17. USB Optical Mouse.
18. Surge Suppression Strip.
19. Microsoft Windows Server 2008 or 2003 Operating System.
20. Microsoft SQL Server 2008 or 2005 Relational Database Management System.
21. CSMS Server Software for Windows 2008 or 2003.
B. Servers for Windows 2008 Access Control and Alarm Monitoring Systems.
1. Dell PowerEdge R710 serves as reference model for this specification.
2. Intel® Xeon® E5520, 2.26Ghz, 8M Cache, Turbo, HT, 1066MHz Max Memo.
3. 4GB Memory (2x2GB), 1066MHz Dual Ranked UDIMMs for 1 Processor, Adv ECC.
4. 24X IDE CD‐RW/DVD ROM Drive.
5. 160GB 7.2K RPM SATA 2.5" Hot Plug Hard Drive for Operating System.
6. 160GB 7.2K RPM SATA 2.5" Hot Plug Hard Drive for Database.
7. RD1000 Backup, Internal SATA Drive Bay for 2.5" Chassis.
8. RD1000 Internal Removable Hard Disk for RD1000, 160GB Native/320GB Comp.
9. Four 10/100/1000 Ethernet Network Ports.
10. Onboard VGA.
11. 17 in. Flat LCD Monitor.
12. 1 serial port.
13. 6 USB 2.0 ports.
14. Speakers.
15. USB Keyboard.
16. USB Optical Mouse.
17. Surge Suppression Strip.
18. Microsoft Windows Server 2008 or 2003.
19. Microsoft SQL Server 2008 or 2005 Relational Database Management System.
20. CSMS Server Software for Windows 2008 or 2003.
C. Servers for Windows 2008 or Credential Management Systems
1. Dell PowerEdge R710.
2. Intel® Xeon® E5520, 2.26Ghz, 8M Cache, Turbo, HT, 1366MHz Min RAM Clock.
3. 4GB Memory (2x2GB), 1066MHz Dual Ranked UDIMMs for 1 Processor, Adv ECC.
4. 24X IDE CD‐RW/DVD ROM Drive.
5. 160GB 7.2K RPM SATA 2.5" Hot Plug Hard Drive for Operating System.
6. 160GB 7.2K RPM SATA 2.5" Hot Plug Hard Drive for Database.
7. RD1000 Backup, Internal SATA Drive Bay for 2.5" Chassis.
8. RD1000 Internal Removable Hard Disk for RD1000, 160GB Native/320GB Comp.
9. Four 10/100/1000 Ethernet Network Ports.
10. Onboard VGA.
11. 17 in. Flat LCD Monitor.
12. 1 serial port.
13. 6 USB 2.0 ports.
61

14. Speakers.
15. USB Keyboard.
16. USB Optical Mouse.
17. Surge Suppression Strip.
18. Microsoft Windows Server 2008 or 2003 Operating System.
19. Microsoft SQL Server 2008 or 2005 Relational Database Management System.
20. CSMS Server Software for Windows 2008 or 2003.
D. Servers for Windows 2008 Integrated Systems.
1. Dell PowerEdge R710.
2. Intel® Xeon® E5520, 2.26Ghz, 8M Cache, Turbo, HT, 1366MHz Min RAM Clock .
3. 4GB Memory (2x2GB), 1066MHz Dual Ranked UDIMMs for 1 Processor, Adv ECC.
4. 24X IDE CD‐RW/DVD ROM Drive.
5. 160GB 7.2K RPM SATA 2.5" Hot Plug Hard Drive for Operating System.
6. 160GB 7.2K RPM SATA 2.5" Hot Plug Hard Drive for Database.
7. RD1000 Backup, Internal SATA Drive Bay for 2.5" Chassis.
8. RD1000 Internal Removable Hard Disk for RD1000, 160GB Native/320GB Comp.
9. Four 10/100/1000 Ethernet Network Ports.
10. Onboard VGA.
11. 17 in. Flat LCD Monitor.
12. 1 serial port.
13. 6 USB 2.0 ports.
14. Speakers.
15. USB Keyboard.
16. USB Optical Mouse.
17. Surge Suppression Strip.
18. Microsoft Windows Server 2008 or 2003 Operating System.
19. Microsoft SQL Server 2008 or 2005 Relational Database Management System.
20. CSMS Server Software for Windows 2008 or 2003.
E. Client Workstations PC Specifications ‐ Client Workstations for Windows 2008 or
2003 SYSTEMS
1. Intel Pentium 4 Dual Core E2180, 2.0GHz, 1M L2 Cache, 800FSB.
2. 1GB non‐ECC, 667MHz DDR2 1x1GB (1DIMM).
3. 24X CD‐RW/DVD Combo Drive.
4. 80GB SATA II 3.0Gb/s, 8MB Cache, 7200 RPM hard drive.
5. 10/100/1000 Ethernet Network Port.
6. 1 serial port.
7. 1 parallel port.
8. 8 USB 2.0 ports.
9. 17 in. Flat LCD Monitor.
10. 64 MB Video Card.
11. Speakers.
12. USB Keyboard.
13. USB Optical Mouse.
14. Surge Suppression Strip.
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15. Microsoft Windows XP or 7.
16. Microsoft SQL Server 2008 or 2005 Client License.
17. CSMS Client Software for Windows XP or 7.
F. System Administration only
1. Dell OptiPlex 700 Series Small Form Factor or better.
2. Intel® Pentium® Quad Core VT (2.60GHz, 2M on chip, 1600MHz FSB).
3. 4GB DDR3 Non‐ECC SDRAM, 1600MHz, (1‐4 DIMM).
4. 8X Slimline DVD+/‐RW .
5. 160GB 7,200 RPM 3.5" SATA, 3.0Gb/s Hard Drive with NCQ and 8MB Cache.
6. 10/100/1000 Ethernet Network Port.
7. 1 serial port.
8. 1 parallel port.
9. 8 USB 2.0 ports.
10. 19 in. Flat LCD Monitor.
11. Integrated Video, Intel® GMA 4500.
12. Internal Chassis Speakers.
13. USB Keyboard.
14. USB Optical Mouse.
15. Surge Suppression Strip.
16. Microsoft Windows 7.
17. Microsoft SQL Server 2008 Client License.
18. CSMS Client Software for Windows 7.
G. High Performance Video Viewing
1. Dell T3500 Precision Workstation.
2. Intel® Quad Core Xeon® W3520 2.66GHz, 8M L3, 4.8GT/s, Turbo.
3. 4GB, 1066MHz, DDR3 SDRAM, NECC (4 DIMMS).
4. 16X DVD+/‐RW.
5. 250GB SATA 3.0Gb/s with NCQ and 8MB DataBurst Cache.
6. 10/100/1000 Ethernet Network Port.
7. 1 serial port.
8. 8 USB 2.0 ports.
9. 19 in. Flat LCD Monitor.
10. Dual 256MB NVIDIA® Quadro® NVS 295, 4MON, 4DP w/ 4DP to DVI Adapt.
11. Internal Chassis Speakers.
12. USB Keyboard.
13. USB Optical Mouse.
14. Surge Suppression Strip.
15. Microsoft Windows 7.
16. Microsoft SQL Server 2008 Client License.
17. CSMS Client Software for Windows 7.
8.02

Control Panels: Enclosure cabinet with CPU boards. The CSMS control panels shall be intelligent
and fully stand‐alone processor capable, making all local access control and alarm monitoring
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decisions without host server dependency. Control panels shall support and provide the
following:

A. UL listed under UL 294 and UL 1076; FCC Part 15 and CE compliant.
B. Direct on‐board support for industry standard RS232, RS422, RJ45, Dial‐up modem
AT command set, and 1000/10000Mb Ethernet communications interfaces to CSMS
hosting server or operator workstations.
C. Support redundant communications to CSMS hosting server or operator
workstations; primary communications via 10/1OOMb Ethernet with automatic
switchover to secondary communications via dial‐up modem when detecting
network failure.
D. The CSMS shall use encryption algorithms for the protocol between network based
control panels and host.
E. RJ45, RS232 and RS422 communications ports for cascading/clustering multiple
control panels via a single communications port interface to CSMS hosting server or
operator workstations.
F. Flashable memory support for facilitating remote firmware updates from CSMS host
server and operator workstations; control panels shall remain on‐line and
operational during firmware update process.
G. Control panel cabinet shall be of an industrial grade enclosure with knockouts for
field wiring and have a key‐locked and tamper protected door.
H. Low voltage power supply with un interruptible battery backup allowing continued
operations for a minimum of 2 hours at full load.
I. Controllers shall support the sending of a low battery transaction to the system host
prior to the battery fully discharging.
8.03

Control Panel Interface Boards: The CSMS control panels shall support on board and/or
expansion interface boards for access control readers, alarm monitoring, and input/output
control. Control panels shall support and provide the following as required:

A. Access Control Reader Interfaces:
1. Shall support hard‐wired connections to readers, including power and
communications. Connections shall be supported at a minimum distance of
2,000ft. (610m) utilizing 22AWG 2‐pair shielded and unshielded cabling.
2. Shall support supervision, monitoring, and processing of the following:
a. Reader tamper and communications.
b. Status changes from locally wired door sensor and request to exit device.
3. Shall support card‐only and card‐plus‐keypad style readers of the following
technologies:
a. Proximity.
b. Smart Card.
c. Magnetic Stripe.
d. Wiegand.
e. Barcode.
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f. BaFe Touch.
g. Biometrics.
B. Input / Output Point Interfaces:
1. Shall support 4‐State supervised alarm inputs.
2. Shall support relay and TTL level output points.
C. ACU Controllers:
1. The ACU Controllers shall be capable of utilizing both central processing and true
distributed processing technology. Local processing shall be based on the full
local storage of cardholders, access groups, time zones, input and output
information in controller RAM. In the event that database information has not
been downloaded, is corrupted or is insufficient to make necessary local
transaction decisions, the ACU Controller shall access the CSMS server directly.
The CSMS server shall take over the functions of making access decisions,
controlling doors, monitoring alarms, activating relays and performing the
functions of remote control and time activated actions. This shall continue until
such time as the full database of the ACU Controller has been correctly
downloaded from the CSMS server. This function shall ensure that during
database downloads to the ACU Controller, operation of the field panel would be
the same as though a proper download had been completed. In addition, it
ensures that in the event of a corruption of the ACU Controller database, all
actions which would have been carried out by the ACU Controller in response to
transaction requests and alarm or data inputs will still be performed under the
control of the CSMS server.
2. The ACU Controller shall be a microprocessor‐based device, which utilizes a 32‐
bit processor and a 32‐bit bus structure. The controller shall have a minimum
clock speed of 90 MHz, and shall be configured with at least 16 MB of battery
backed dynamic RAM. The controller shall feature a direct LAN/WAN connection
to the controller bus structure in addition to two RS‐232 or RS‐485 connections,
all of which shall be designed for use in communication with the CSMS server.
The communication architecture of the ACU Controller shall be such that in the
event that the primary communication channel to the CSMS server is lost, the
unit shall be capable of automatically switching to a secondary communication
channel using one of the host RS‐232 or RS‐485 connections, and if required shall
be able to establish communications via dial‐up modem.
3. The ACU Controller shall be provided with a parallel printer port, which will
enable it to print transaction data during loss of communication with the CSMS
server. The ACU Controller shall be capable of dynamically allocating its memory
between database information and transaction history, which shall be stored if
the controller has lost communication with the CSMS server. Such transaction
history shall be automatically uploaded to the CSMS server once communication
has been restored. In its maximum configuration, the ACU Controller shall be
capable of storing 250,000 cardholders, and its memory utilization shall be such
that if storing database information for 10,000 cardholders, it shall also be
capable of storing 500,000 transactions.
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4. The ACU Controller shall have two additional RS‐485 ports to connect 16 card
readers and keypads in a multi‐drop configuration, mounted up to 4,000 feet
from the ACU Controller. Utilizing both ports shall allow a maximum span of
8,000 feet end‐to‐end. The ACU Controller shall also be equipped with 12 five‐
state supervised alarm inputs and 12 auxiliary relay outputs, mounted directly on
the main circuit board. The number of inputs and relay outputs available through
each ACU Controller shall be expandable by the addition of Remote Input
Modules (RIMs) and Remote Relay Modules (RRMs) for a maximum of 172
inputs, or 156 outputs depending on configuration. RIMs and RRMs shall also be
capable of connection in the same multi‐drop configuration as the card readers
and keypads, up to 4,000 feet from the ACU Controller. Each ACU Controller shall
be UL listed as conforming to UL 294 and UL 1076, and utilize a UL listed
uninterruptible power supply (UPS) that shall be mounted within the ACU
Controller enclosure. The power supply shall be capable of supplying power to all
associated electronics, card readers and electric locks that are connected to each
ACU Controller.
5. Each ACU Controller shall be capable of reporting the following alarm conditions
to the CSMS file server:
a. Enclosure door tamper.
b. Primary power failure.
c. Low battery conditions.
d. Loss of communications.
e. All access control violations.
f. Quantity and location of ACU Controllers shall be as specified in contract
documents and drawings.
8.04

ACU Remote Reader Electronic Modules

A. The Remote Reader Electronic (RRE) modules shall be provided to support all card
readers, door contact switches, request‐to‐exit devices and electric locks. The RRE
modules shall support all industry standard card reader technologies (magnetic
stripe, Wiegand, bar code, barium ferrite, proximity, and smart card) as well as
keypads and compatible biometric devices. These modules shall be available in
configurations suitable to support the connection of one, two, or four card devices
as required.
B. Each RRE module shall support five‐state supervised input points, output relays, and
shall provide power outputs of 5 VOC, 12 VOC and 24 VOC output at 500 mA to
power card readers, biometric devices, request‐to‐exit (REX) devices and door
strikes. Each RRE module shall be capable of being powered by the on‐board UPS of
an ACU Controller to avoid the need for power supplies and 115 volt outlets to be
located near controlled doors. Each RRE shall also be capable of being powered by a
local 24 VOC UPS where required.
C. RRE modules shall utilize on‐board self‐diagnostic LEOs, removable terminal strips
and removable circuit boards.
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D. RRE modules shall be supplied with all specified options available, including a locking
enclosure with an enclosure tamper switch.
E. Quantity and location of RRE modules shall be as specified in contract documents
and drawings.
8.05

ACU Remote Input Module:

A. The Remote Input Module (RIM) shall be provided to support additional input
points.
B. The RIM shall support all industry standard alarm input devices.
C. Each RIM shall support 16 five‐state supervised input points and two output relays.
D. The status of each input point shall be indicated by a tri‐state LEO. Each RIM shall be
capable of being powered by the on‐board UPS of an ACU Controller or by a local 24
VOC UPS.
E. Each RIM shall utilize on‐board self‐diagnostic LEOs, industry standard terminal
strips and a removable circuit board.
F. Each RIM shall be supplied with all specified options available, including a locking
enclosure with an enclosure tamper switch. Quantity and location of remote input
modules shall be as specified in contract documents and drawings.
8.06

ACU Remote Relay Module:

A. The Remote Relay Module (RRM) shall be provided to support additional output
relays. The RRM shall utilize industry standard dry contact output relays.
B. Each RRM shall support eight SPST and eight DPDT output relays. Each RRM shall be
capable of being powered by the on‐board UPS of an ACU Controller.
C. Each RRM shall utilize on‐board self‐diagnostic LEDs, and a removable circuit board.
D. Each RRM shall be supplied with all specified options available, including a locking
enclosure with an enclosure tamper switch. Quantity and location of RRMs shall be
as specified in contract documents and drawings.
8.07

Access Control Card Readers:

A. Reader Technology: As specified by selected card technology and application
requirements; compatible with CSMS control panels and commercially available
from industry leading manufactures that include but not limited to:
1. DSX
2. LENEL.
3. HID.
4. Motorola.
5. Dorado.
B. The specified card and reader manufacturer shall support a full product line that
offers multiple models and/or styles to fit various installation and application
requirements including:
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1. Multi‐technology readers that will read Proximity, Vicinity, and Smart Card
badges simultaneously.
2. Card only and card‐plus‐keypad style readers.
3. Rugged, weatherized enclosures rated for indoor and outdoor mounting.
4. Rated for mounting on metal and non‐metal surfaces.
5. Provide audible and visual indicators for reader status and validation of granted
and denied access.
C. Provide quantities for each model and/or style indicated on drawings.
8.08

Electric Door Hardware:

A. The locking hardware specified below is standard and generic in nature. Electronic
locking devices shall have a separate power supply to support the locks specified
below. The unit shall incorporate integral battery charging capabilities and a fused
line voltage input for a minimum of eight (8) individual locks. All power supplies shall
be equipped with optional battery pack for up to 24 hours. The unit shall be
equipped with a module to accommodate fire alarm NC contacts when a fire alarm
activates.
B. All locks shall be fail‐secure unless otherwise specified by the Security
Consultant/Designer. Locks specified, as being fail‐safe shall be installed in
accordance to Section 5‐2.1.6.2 of NFPA Life Safety Code 101.
C. The SUPPLIER shall coordinate with the OWNER approved Fire Alarm and Sprinkler
Contractors for the interconnection of the specified CSMS.
D. Specified Products: Product specifications and details on what products listed below
and being provided in the proposal shall be provided by each supplier.
1. Electric Strike.
2. Magnetic Locks.
3. Crash Bar.
4. Electric Mortise Lock.
E. Provide quantities for each model indicated on drawings.
8.09

Door Hardware Configuration:

A. Card access controlled doors shall be equipped with a passive infrared request‐to
exit device specifically designed for [magnetic lock] or [electromechanical lock]
release. This shall be as coordinated on each project’s plans and specifications. The
supplier shall coordinate on a project‐by‐project basis with contract documents.
B. Device shall be equipped with a DPST (NO & NC) 1‐amp contact.
C. Card access controlled doors shall be equipped with a non‐illuminating emergency
exit button to momentarily deactivate the magnetic lock. The device shall be
equipped with DPDT contacts with one side sending a REX to the CSMS control panel
and the other directly interrupting power to the magnetic lock. The device shall fit
into a Single gang electrical box.
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D. Card access controlled doors shall be equipped with a touch sense exit device to
momentarily deactivate the magnetic locking device. The device shall be 24VDC and
equipped with DPST (NC & NO) contacts.
8.10

Building Security/ Intrusion Detection Devices:

A. Door Sensor Contacts:
1. Recessed magnetic door contacts shall be provided for all card access doors and
doors requiring intrusion detection. Door contacts shall be provided on single
doors and both leaves of double doors at locations indicated on drawings. Color
to match existing finish.
2. Where building structure makes it impossible to install conduit within the wall
doorframe, SUPPLIER shall substitute surface‐mount contacts with armored
cable for the specified contacts.
3. Heavy‐duty door contacts with armored cable shall be provided for all Roll‐Up
Doors where indicated on the drawing.
4. All devices shall be wired point to point and to the nearest CSMS control panel
interface.
B. Motion Detectors:
1. Wall mounted and ceiling mounted passive infrared (PIR) motion detectors shall
be provided where indicated on drawings. Motion detectors shall be masked or
oriented to minimize the likelihood of nuisance alarms caused by environmental
conditions.
2. All devices shall be wired point to point and to the nearest CSMS control panel
interface.
3. A 12VDC centralized power supply shall be utilized to power motion detectors.
C. Glass Break Detectors:
1. Acoustic glass break detectors with latching LED shall be provided where
indicated on drawings. The devices shall be surface mounted for attractive and
unobtrusive appearance. The device shall have a 25', 360‐degree range
measured to the furthest point on all type of glass.
2. All devices shall be wired point to point and to the nearest CSMS control panel
interface.
3. A 12VDC centralized power supply shall be utilized to power glass break
detectors.
D. Specified Products:
1. Provide quantities for each type and model indicated on drawings.
2. Door sensor contacts.
3. Motion Detectors.
4. Glass Break Sensors.
E. Security Hardware ‐ Main Control Panel (MCP):
5. General Overview: The LENEL or DSX Main Control Panel itself shall support
control of sixteen (256) doors and monitor sixteen (64) end‐of‐line resistor
(EOLR) supervised inputs, and partition the site into no less than sixteen (64)
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6.

7.

8.

9.

programmable areas. Each area shall be capable of representing a different
portion or partition of the site and users may be programmed to control any one
or more of the defined areas.
Operating Voltage and Current: The Main Control Panel shall contain an onboard
switched mode power supply with battery charger and obtain power from a
120V 60 Hz to 24VAC 100VA transformer.
Physical Enclosure Parameters: The enclosure shall be constructed of gauge steel
and protected with powder coated paint. The outside dimension in the closed
position shall be at least fourteen inches wide, twenty one inches high, and four
inches deep but shall not exceed fifteen inches wide, twenty‐two inches high,
and five inches deep.
Inputs:
a. Alarm Inputs. The Main Control Panel shall monitor up to 16 EOL supervised
inputs with expansion capabilities for up to 256 Inputs via DGPs. The option
of two or four state Input monitoring may be selected. Three EOL resistance
values (4.7kO, 10kO and 2 .2kO) shall be available.
b. State Monitoring With 4.7k Ohms EOL Resistance. Two‐state shall mean the
Main Control Panel may only detect a closed or open condition of the input.
A closed condition shall have 4.7k Ohms resistance and an open condition
may be either a short or an open circuit.
c. State Monitoring With 4.7k Ohms EOL Resistance. Four‐state monitoring
requires that a closed condition is 4.7k Ohms and an open condition is either
10k Ohms or 2.2k Ohms. A short or open circuit on the input shall force the
Main Control Panel to activate a tamper alarm for that input and display this
alarm on any or all LCD RAS units as well as report the fault to the Host PC
and/or Central Monitoring Station.
d. Other EOL Resistance Value. The Main Control Panel shall also be capable of
monitoring inputs with an EOL resistance value of 10k Ohms or 2 .2k Ohms.
Outputs:
a. The Main Control Panel itself shall provide the following outputs:
i. Separated external and internal siren outputs
ii. Strobe output
iii. One programmable relay rated at 30 VDC ‐ 2.0 mA or better
iv.
Four programmable Open Collector outputs
v.
One switched 12 VDC output to reset latching sensors
b. Output Expansion: Relay boards and Open Collector boards provide up to
two hundred and fifty five (255) programmable outputs per MCP.
c. Remote Arming Stations (RAS): The Main Control Panel shall support up to
sixteen ( 16) RAS on the RS485 data bus. At least one LCD RAS shall be
connected to each MCP for programming, control and display of system
status and events. In addition, various forms of card readers and/or PIN
keypads or combinations of both may fill each additional RAS position.
d. Data Gathering Panels (DGP):
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vi.

The Main Control Panel shall support up to fifteen (15) DGPs on the
RS485 data bus. DGPs provide the ability to expand the number of EOLR
supervised inputs to two hundred and fifty six (256) per MCP.
vii.
Intelligent DGPs shall also have the ability to be used as a four (4) door
access controller (4DC) and shall have the ability to control and monitor
up to forty eight (48) "intelligent" doors in addition to the sixteen (16)
doors supported by the MCP. Intelligent features shall include:
A. Users shall be stored locally on each door controller.
B. Door groups shall be stored locally on each door controller.
C. Time zones shall be stored locally on each door controller.
D. Door Soft/Hard and timed Anti‐passback shall be global on all door
controllers connected to a control panel.
E. Shall include the ability to use a card plus PIN.
F. The number of users per region shall be controlled.
G. Incorporate door interlock, such as mantraps and sally ports.
H. Provide door shunting until the door is closed.
I. Provide a door open too long alarm.
J. Ability to require the two card rule.
e. Output Expansion. Relay boards and Open Collector boards shall provide up
to 255 programmable outputs per MCP.
10. Data Bus Communications:
a. All devices on the RS data bus shall be polled continuously to ensure correct
operation. Should any of the bus devices fail to respond to a series of polls
from the Main Control Panel, a trouble alarm shall be generated on the
system specifying the off‐line device details. The output shall be SPOT or
Form C with a rating of one (1) Amp at thirty (30) volts.
b. The system shall operate in real time mode and distribute processing activity
to the 4DCs. It shall also be capable of communicating to all remote devices
using an integrated fiber optic module.
F. Security Hardware ‐ Data Communications:
1. All devices on the data bus shall be polled continuously to ensure correct
operation. Should any of the bus devices fail to respond to a series of polls from
the Main Control Panel, a trouble alarm shall be generated on the system
specifying the off‐line device details on any working RAS.
2. General Data Bus Parameters: The Main Control Panel shall communicate with
all remote devices by using a data bus. This network shall use RS485 data bus
multi‐drop protocol at a data rate of 4800 bps. All devices on the data bus may
be polled in a star or loop configuration. A 470 Ohms resistance shall terminate
the longest cable run to balance the impedance.
3. The maximum distance between the Main Control Panel and any device,
whether a RAS, DGP or Intelligent controller shall be no more than 5,000 feet
(1.5km) on approved cable.
4. The data bus shall be cabled in Belden 8723 or equivalent (shielded, twisted, 2
pair). The shield shall be connected to the common earthing point, but strictly at
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one end of the cable. When the data bus stretches across different buildings, all
the DGPs with power supply should be connected to the earth ground with a
separated earth ground cable of no less than 18 gauge wire connected to ground
at a common point.
5. The Main Control Panel shall have the capability of monitoring and reporting all
POLL errors from remote devices. This error count shall be resettable and shall
be able to display numerically all errors per device.
6. The system shall operate in real time mode and distribute processing activity to
the 4DCs. It shall also be capable of communicating to all remote devices using
an integrated fiber optic module.
7. Fiber Optic Capability:
a. The Main Control Panel, or any other devices, such as RAS units, DGPs or
intelligent controllers, shall be capable of communicating on a Fiber Optic
bus using RS485/Fiber Optic converters.
b. The Fiber Optic units shall be capable of true signal repeating and multi‐
dropping to RS485 data bus protocol within the same unit. The distance
between Fiber Optic units shall not exceed 5,000 feet (1.5km). Up to 32 Fiber
Optic repeaters may be connected on one data bus in daisy chain
configuration.
8. Leased Line Modems: When data bus device distances in excess of 5,000 feet
(1.5km) are required, or a different media is utilized, the Main Control Panel
shall be capable of communicating with remote devices via Leased Line modems.
Interfaces may be used to convert the RS485 data bus to an RS232 protocol and
vice versa.
9. Data Bus Isolator/Repeater: The Main Control Panel, or any other devices such as
RAS units, DGPs or intelligent controllers, shall have the capability to connect to
optional data bus isolator repeater interfaces. These interfaces shall provide up
to 1,500 Volts of isolation and eliminate the need of having common earth
grounding points throughout the system. The data bus isolator/repeater
interfaces shall also enable the Main Control Panel to communicate with remote
devices using only two wires. The data bus communications may also be affected
over an existing pair of copper wires either in a multi‐core cable or single pair
configuration. It shall also be possible to extend the data bus length to a
maximum of 3.7 miles (6km) by using 4 isolator/repeater interfaces every 5,000
feet ( 1.5km).
G. LENEL or DSX Security Hardware ‐ Remote Arming Stations (RAS):
1. General Overview: Each Main Control Panel must have at least one, LCD RAS
(keypad) unit, unless directly connected to a Host PC. The RAS units are used to
program and control the Main Control Panel and display the status of areas,
system and alarm events as well as perform diagnostics. Each Main Control Panel
may support a maximum of 16 RAS units. All RAS units shall communicate on the
RS485 data bus via poll and reply messages and send all alarms and events to the
Main Control Panel for processing.
2. RAS Types:
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a. 2 x 16 character RAS LCD with 8 Area LEDs and 3 System LEDs.
b. Single Door Controller (SOC) that acts as a Wiegand interface between a
Reader and .the RS485 data bus.
c. Heavy‐duty metal keypad with 4 LEOs configured as RS485 data bus device.
d. Smart Card readers configured as RS485 data bus device.
3. Communications: RAS units shall be connected to the Main Control Panel by a
RS485 data bus and operate at a baud rate of 4800 bps. All RAS units shall be
capable of being installed 5,000 feet (1.5km) from the Main Control Panel (with
Belden 8723 or equivalent cables) and communicate by using Fiber Optic and
other data bus configuration products.
4. Communications Loss: If communications between the Main Control Panel and
any RAS fail, then the Main Control Panel shall process this failure as an alarm
event and report such to the Host PC and/or Central Monitoring Station. In
addition, an off‐line alarm shall be displayed on all active LCD RAS units as well as
activate any output.
5. RAS Functionality: Each RAS shall have capacity to control and/or restrict to one,
all or a combination of areas by users entering PIN codes or badgering cards.
Users may arm/disarm one or all areas with their code or card. 37) LED
Operation on LCD RAS: Each area shall have its own LED. When the area is
armed, the LED will illuminate. When the area is disarmed, the LED will
extinguish. If an input is assigned to an area and is activated, then the associated
Area LED shall flash. The flashing Area LED is combined with the dual line, 32
character LCD to provide all necessary information to the user as to what input is
in alarm and what area the input is assigned to. The alarm information shall by
default be available only after entering a valid user code or after pressing the
[ENTER] key twice.
6. System LEOs on LCD RAS: In addition to the 8 "Area status" LEOs, there shall be 3
fault and alarm LEOs which operate in harmony with the Area LEOs and LCD to
indicate the following:
a. AC Power ‐ Green LED on as long as the AC power is present.
b. Fault ‐ Yellow LED on if there is a system fault.
c. Alarm ‐ Red LED on if one or more area(s) are in alarm.
7. LCD RAS Units Standard Features: LCD RAS Units shall have the following
features as a minimum:
a. On‐board LEOs to display TX and RX data between MCP for diagnostics.
b. Termination Link that places 470 Ohm resistor for balancing DATA BUS
impedance.
c. Connect to card readers of different formats for card/PIN control.
d. Open Collector output to drive relay for door control.
e. RTE input for ‐ "request to exit" button.
f. Monitor attempts at code entry.
g. Flip Chart for help with operation.
H. LENEL or DSX Security Hardware ‐ Data Gathering Panels (DGP):
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1. General Overview. DGPs shall be used to expand the system from 16 to 256
inputs. DGPs shall communicate via poll and reply messages and send all alarm
and event data to the Main Control Panel for processing. They shall be fully
housed in approved metal or plastic enclosures with tamper switch to detect
removal of the cover. A tamper switch to detect leverage of the unit from the
wall shall also be available (in option for the metal enclosures).
2. DGP Types: The following DGPs shall be available as a minimum:
a. Small 4 inputs DGP in plastic enclosure 3 1/2" W x 5" H x 11/3" D.
b. Medium 8 inputs DGP in plastic enclosure 3 1/2" W x 5" H x 11/3" D.
c. Medium 8 input DGP in metal enclosure 12 1/2" W x 14 3/8" H x 4 1/8".
d. Large 8 to 32 inputs DGP in metal enclosure with power supply.
e. Intelligent 16 inputs DGP in metal enclosure with power supply.
3. Physical Enclosure Parameters: The enclosure shall be steel fabricated and
powder coated paint. The outside dimension in the closed position shall be 14
7/8" W x 213/8" H x 4 3/4" D.
4. Power Supply. The DGP shall contain an on‐board power supply with battery
charger and obtain power from a 120V 60Hzl24VAC 1OOVA transformer.
5. Input Expansion. The DGP shall feature 8 inputs on‐board. It shall be possible to
expand the total number of inputs to 32 using small optional plugin zone
expansion modules, each featuring 8 inputs. The same plug‐in modules shall also
be suitable to expand the number of inputs of the MCP from 16 to 32 inside the
MCP enclosure. For each DGP (the MCP is considered as DGP one) expanded to
more than 16 inputs, one of the 15 DGP addresses on the bus is lost.
6. The Intelligent 16 inputs DGP is also known as the Intelligent 4 Door Controller
shall be used for access control functions.
7. Communications:
a. DGPs shall be connected to the Main Control Panel by an RS485 data bus and
operate at a baud rate of 4800 bps. DGPs shall be capable of being installed
1.5Km from the Main Control Panel (with Belden 8723 or equivalent cables)
and may also communicate by using Fiber Optic and other data bus
configuration options as listed earlier.
b. Communications Loss. If communications between the Main Control Panel
and any DGP fail, then the Main Control Panel shall process this failure as an
alarm event and report such to the Host PC and/or Central Monitoring
Station as well as display the event on all LCD RAS units. Additionally, an "off
line" event may be programmed to operate any outputs.
8. DGP Settings: DGPs shall have DIP switches for setting the following:
a. Binary system address on data bus (ie. 1 to 15)
b. Input capacity (16 or 32 inputs) for the large 8 to 32 inputs DGP
c. Type of outputs that will be required (clocked or non‐clocked output cards)
9. DGP Features: DGPs without power supply shall have the following features as a
minimum:
a. If the data bus fails, advise MCP of last alarm when communications restored
b. On‐board LEDs to display TX and RX data between MCP for diagnostics
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c. Termination Link that places 470 Ohm resistor across data bus for balancing
impedance
d. Tamper switches to be monitored without taking up an input number
e. DGPs with power supply shall have the following additional features:
f. Dynamic Battery testing for scheduled periods with variable duration
g. Monitored siren output which may be activated globally by any input or
event
h. Supply 12 Volts DC for auxiliary devices
i. Fuse fail monitoring
10. System Outputs:
a. Standard Open Collector (OC) Outputs: The MCP and the 4DC shall feature an
output connector with 4 usable OC outputs. All the other DGPs shall feature
an output connector with 8 usable OC outputs.
b. Non‐Clocked Relay Output Expansion: On the MCP and the 4DC, it shall be
possible to connect one non‐clocked relay board to provide 4 usable relays.
c. Clocked Output Expansion on DGPs:
i. On the DGPs, i t shall be possible to configure the output connector via
dipswitch to provide 16 relays or 16 OC outputs using clocked boards.
ii. The combination of 15 DGPs and 16 relays or OC outputs per DGP shall
provide up to 240 free‐programmable outputs throughout the system.
d. Clocked Output Expansion on the MCP:
i.
On the MCP, i t shall b e possible to configure the output connector via
DIP switch to provide 255 relays or 255 OC outputs using clocked
boards.
ii.
It shall be possible to have simultaneously on the system, 255 relays or
OC outputs on the DGPs and 255 OC outputs to mimic their activation
at the MCPs.
E. LENEL or DSX Security Software ‐ System Monitoring:
1. General Overview. The Main Control Panel shall be capable of reporting all the
alarm, access and system events to a Host PC running a Management Software.
2. Local Host PC:
a. It shall be possible to have a permanent direct connection between the Main
Control Panel and the Host PC using an optional Computer and Printer
interface installed onto the MCP.
b. A 10‐digit password is required to allow initial connection. The number of
connection attempts is programmable from 0 (no PC connection allowed) to
255.
3. Remote PC:
a. It shall also be possible to have a remote connection between the Main
Control Panel and a PC via leased line, PSTN or ISDN using the built‐in digital
dialer.
b. The Main Control Panel shall be capable of allowing installers or service
providers to dial into the system from a PC running the Management
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Software. There shall be two ways of dealing with a remote connection
request:
c. An authorized user shall clear the incoming call via a LCD RAS.
d. The Main Control Panel shall call back the originator of the call on a pre‐
programmed phone number.
e. In both cases, a 10‐digit password is required to allow any connection and
the number of connection attempts is programmable from 0 (no PC
connection allowed) to 255.
f. An authorized user shall be able to initiate a connection to a remote PC
running the Management software either by calling a pre‐programmed
phone number or by entering a new phone number through a LCD RAS.
g. Regardless of the type of connection, it shall be possible to program the
system in such a way that any change to the system database is impossible if
any area is armed.
h. Multiple Control Panels.
i. The Host PC and its Management Software shall be capable of monitoring up
to 64 Control Panels simultaneously. It shall be possible to have any
combination of direct and remote connections between the Host PC and the
64 Control Panels. If dial‐up is required, the PC shall support the required
number of modems.
j. The software shall provide wizards for help with programming.
k. The software shall generate and support Crystal Reports.
F. LENEL or DSX Security Hardware ‐ Alarm Reporting:
1. General Overview: The Main Control Panel shall be capable of reporting alarm
and specified events to commercial Central Monitoring Stations. These would be
events such as:
a. Input(s) in alarm or in fault condition.
b. Input(s) bypassed (report immediately or when system armed).
c. Areas armed or disarmed.
d. Areas armed or disarmed out of normal hours.
e. RAS, DGP, 4DC or SDC off line, de‐polled, bypassed or in fault condition.
f. Controllers with AC fail, low battery, fuse fail , tamper, siren fail or CPU
restart.
g. RAS with duress code entered.
h. Surveillance Camera faulty, film low or out.
i. Dead‐man alarm.
j. System test started, over, incomplete or completed.
k. Service technician on‐site or off‐site.
l. Remote log‐in and log‐out attempts.
m. Program mode entered and exited.
n. Time or date changed.
o. SIA and XSIA Event Codes.
p. Contact ID Event Codes.
q. FSK 200 baud Event Codes.
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2. Main Control Panel Event Storage. The Main Control Panel shall be capable of
holding 255 reporting events within the buffer.
3. PSTN Connection to Central Monitoring Stations. A PSTN connection to a CMS
shall be done using the built‐in digital dialer. The Main Control Panel shall
monitor the status of the PSTN line and display "Report Fail" on all LCD RAS units
if the line is faulty, open circuit, continually busy or there is no answer when
attempting to communicate to the Central Monitoring Station. It
4. Shall also be capable of reporting to a backup number in case the first number
fails.
5. Reporting Formats and Logic:
a. Each Main Control Panel shall be capable of reporting events and alarms
using a variety of formats such as SIA (large or small), XSIA (large or small),
Contact ID (large or small) or FSK 200 baud.
b. The Main Control Panel shall support up to four CMS, with each CMS having
two phone numbers. This gives eight possible connections through which an
event can be reported. It shall be possible to program different formats to
report via each CMS. The Main Control Panel shall support Multiple as well as
Dual Central Stations Reporting.
c. Multiple Central Stations Reporting is where an event will be marked as
reported once it has been successfully sent to any of the CMS programmed.
d. Dual Central Stations Reporting is where an event must successfully report to
all the CMS, programmed as Dual Reporting, before it is marked as reported
and removed from the queue.
e. Remote Diagnostic Facility
G. LENEL or DSX Security Hardware ‐ Area Control Monitoring:
1. Area Partitioning: The Main Control Panel shall be capable of partitioning the site
into at least 16 user definable areas for managing the unique requirements of
each building or site. Each area may be operated as an entirely separate security
system, or be programmed as a separate section of a common building.
2. Area Operation/Control: With each site, it shall be possible to have at least the
following:
a. Assign a name to describe each area for control purposes.
b. Provide each area with individual entry and exit timers.
c. Enable some areas be armed with other areas but to be disarmed
independently.
d. Enable all areas to be armed by any user/s.
e. Enable all areas to disarmed by any user/s.
f. Enable all areas to be controlled using Access Control events such as 'Access
Granted', 'Region Counting' and different Badging techniques.
g. Any or all areas arm automatically via a time zone or other specific system
event.
h. Any or all areas disarm automatically via a time zone or other specific system
event.
i. Areas to monitor the status of other areas and then follow suit.
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j.
k.
l.
m.

3.

4.

5.

6.

Prevent areas from being armed if inputs assigned to that area are open.
Prevent areas from being disarmed if inputs assigned to that area are open.
Arm or disarm any or all areas by any system condition.
Report to Central Monitoring Station, if any area is disarmed outside a time
zone.
n. Activate an event/output if any area is disarmed.
o. Activate an event/output if any input in the assigned area is open.
p. Activate an event/output if any input in the assigned area is bypassed.
q. Activate an event/output if any input in the assigned area is in alarm.
r. Activate an event/output if the area is in exit time.
s. Activate an event/output if the area is in entry time.
t. Activate an event/output if any area is to automatically armed (as warning).
u. Activate an event/output if any duress input is in pre‐alarm mode.
System Area Reporting ‐ local: The status of every area shall be shown clearly on
the RAS. If more than 8 areas are used, two lED RAS units shall be used for this
purpose. The Main Control Panel shall be capable of displaying the status of
individual areas on card readers, lED RAS units as well as third party equipment
such as consoles and mimic panels etc, by using the system outputs. System area
status may also be controlled and monitored by the Host PC.
System Area Reporting ‐ Remote: The Main Control Panel shall be capable of
reporting to the Host PC and/or the Central Monitoring Station a change of
status of any area. Areas may individually send open/close reports or may be
grouped so that when all areas within one site are armed, then a collective
closing report is sent. If the Main Control Panel is connected to the Host PC via a
permanent connection, then the status of each area shall be dynamically
updated and monitored.
Area Control: The Main Control Panel shall be capable of assigning to each area a
unique 4 to 6 digit account code for the purpose of administration at the Central
Monitoring Station.
System Inputs:
a. Alarm Inputs: The Main Control Panel shall monitor up to 16 EOL supervised
inputs with expansion capabilities for up to 256 Inputs via DGPs. The option
of two or four state Input monitoring may be selected. Three EOL resistance
values (4.7kO, 10kO and 2.2kO) shall be available.
b. 2 State Monitoring With 4.7k Ohms EOL Resistance: Two‐state shall mean the
Main Control Panel may only detect a closed or open condition of the input.
A closed condition shall have 4.7k Ohms resistance and an open condition
may be either a short or an open circuit.
c. 4 State Monitoring With 4.7k Ohms EOL Resistance: Four‐state monitoring
requires that a closed condition is 4.7k Ohms and an open condition is either
10k Ohms or 2.2k Ohms. A short or open circuit on the input shall force the
Main Control Panel to activate a tamper alarm for that input and display this
alarm on any or all LCD RAS units as well as report the fault to the Host PC
and/or Central Monitoring Station.
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d. Other EOL Resistance Value: The Main Control Panel shall also be capable of
monitoring inputs with an EOL resistance value of 10k Ohms or 2.2k Ohms.
e. Input Programming: It shall be possible to assign, in the Main Control Panel
database, a text name to each input as well as program each input to any
system area. It shall also be possible to assign inputs to more than one area.
Such a common input shall automatically arm when all the linked areas are
armed. It shall disarm when at least one linked area is disarmed.
f. Input Reporting: The Main Control Panel shall be capable of forcing all inputs
to report to a Central Monitoring Station via any method listed. Each input
shall be capable of reporting its system number as well as any of the
standard SIA, XSIA, Contact ID or FSK 200‐baudevents. The Main Control
Panel shall be capable of restricting reporting to once per activation per
input or multiple activation. The same shall apply on restoration.
7. Input Testing:
a. Each input shall be capable of being tested under four different conditions.
The test shall commence at varying times, such as when areas are armed or
disarmed, or manually by a system user.
b. The test program may be arranged so that users are advised of any device
failures when they attempt to secure an area. When in test mode, the Main
Control Panel shall report a "test active" event to the Central Monitoring
Station and/or the Host PC as well as activate an output for the testing
period.
c. When the test commences, the Main Control Panel shall advise the tester of
any input that are open or isolated at the time of testing, as well as if the test
is prematurely terminated.
d. The Main Control Panel shall advise the user of any input that failed the test.
8. Inputs Activating Outputs: Each input shall be capable of activating up to 255
outputs per Main Control Panel. Additionally, each input may be programmed to
trigger the following:
a. Siren output on Main Control Panel or large 8‐32 OGP or 4DC.
b. RAS beeper for Area alarms on any or all units.
c. Log to a printer, the closed and open condition, as well as alarms and faults.
d. Arm, disarm or reset area/s depending on the condition of the input.
e. Start or end a time zone when in a closed or open condition.
f. Launch up to 24 different Macro Logic programs when in a closed or open
condition.
g. An input of a 4DC can launch up to 48 different Macro Logic programs within
that particular 4DC.
H. LENEL or DSX Security Hardware ‐ System Inputs:
1. Input Programming:
a. It shall be possible to assign, in the Main Control Panel database, a text name
to each input as well as program each input to any system area. It shall also
be possible to assign inputs to more than one area. Such a common input
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shall automatically arm when all the linked areas are armed. It shall disarm
when at least one linked area is disarmed.
b. Input Reporting. The Main Control Panel shall be capable of forcing all inputs
to report to a Central Monitoring Station via any method listed. Each input
shall be capable of reporting its system number as well as any of the
standard SIA, XSIA, Contact 10 or FSK 200‐baudevents. The Main Control
Panel shall be capable of restricting reporting to once per activation per
input or multiple activation . The same shall apply on restorals.
c. Input Testing:
i. Each input shall be capable of being tested under four different
conditions. The test shall commence at varying times, such as when
areas are armed or disarmed, or manually by a system user.
ii. The test program may be arranged so that users are advised of any
device failures when they attempt to secure an area. When in test
mode, the Main Control Panel shall report a "test active" event to the
Central Monitoring Station and/or the Host PC as well as activate an
output for the testing period.
iii. When the test commences, the Main Control Panel shall advise the
tester of any input that are open or isolated at the time of testing, as
well as if the test is prematurely terminated.
iv.
The Main Control Panel shall advise the user of any input that failed the
test.
d. Inputs Activating Outputs: Each input shall be capable of activating up to 255
outputs per Main Control Panel. Additionally, each input may be
programmed to trigger the following:
i. Siren output on Main Control Panel o r large 8‐32 DGP or 4DC.
ii. RAS beeper for Area alarms on any or all units.
iii. Log to a printer, the closed and open condition, as well as alarms and
faults.
iv.
Arm, disarm or reset area/s depending on the condition of the input.
v.
Start or end a time zone when in a closed or open condition.
vi.
Launch up to 24 different Macro Logic programs when in a closed or
open condition.
vii.
An input of a 4DC can launch up to 48 different Macro Logic programs
within that particular 4DC.

END SECTION
ACCESS CONTROL AND SECURITY HARDWARE
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PART 8 ‐ I3 ‐ FIRE ALARM, LIFE SAFETY AND DETECTION SYSTEMS
PART1
GENERAL
1.01

Specification Overview:

A. This performance specification provides the minimum requirements for the Life
Safety System. The system shall include, but is not limited to all equipment,
materials, labor, documentation and services necessary to furnish and install a
complete, operational system to include but not limited to the following functions:
1. Smoke and fire detection.
2. Sprinkler suppression system monitoring and control.
3. Central control notification.
4. Smoke control.
5. HVAC Shut‐down and monitoring.
6. One‐way voice communication notification system.
7. Two‐way voice communication system.(for high rise applications)
8. Generator Monitoring.
9. Service Laptops for system programming and maintenance.
10. Graphical Workstation Interface and Control.
B. It will be the bidder’s responsibility to provide documentation as to the capability of
any existing workstations or panels to meet scope of work for the project as
specified herein and show on plans. If existing workstations or panels on campus
meet the full intent of the scope as described herein and meet all UL listings and
cross‐listing requirements, they shall be acceptable for use on this project. SUPPLIER
must provide cost of new workstations or panels for use in the event of existing
work station or panel failure.
1.02

Manufacturer:

A. Acceptable fire alarm system manufacture and system is:
1. Edwards Systems Technology, Inc. (EST3) – No substitutions
B. All equipment and components shall be the manufacturer's state‐of‐the‐art current
model. The materials, appliances, equipment and devices shall be tested and listed
by a nationally recognized approvals agency for use as part of a protected premises
protective signaling (fire alarm) system and smoke control system. The entire system
shall be UL Listed to work as a system. This includes all components, devices,
cabling, etc. The authorized representative of the manufacturer of the major
equipment, such as control panels, shall be responsible for the satisfactory
installation of the complete UL and FM approved system and shall provide such
documentation prior to beginning work.
C. The contractor shall provide, from the acceptable manufacturer's current product
lines, equipment and components, which comply, with the requirements of these
specifications. Equipment or components, which do not provide the performance
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and features, required by these specifications are not acceptable, regardless of
manufacturer.
1.03

Alternates ‐ Fire

A. Strict conformance to this specification is required to ensure that the installed and
programmed system will function as designed, and will accommodate the future
requirements and operations of the building owner. All specified operational
features must be met without exception.
B. Alternate systems other than specified will not be accepted.
1.04

Related Sections

A. Section15000 ‐ Mechanical equipment specifications and drawings, the SUPPLIER
must coordinate on each project.
B. Section16000 ‐ Electrical equipment specifications and drawings, SUPPLIER must
coordinate on each project.
C. Section13000 ‐ Fire Protection equipment specifications and drawings, SUPPLIER
must coordinate on each project.
1.05

References

A. Codes ‐ Fire:
1. The equipment and installation shall comply with the current provisions of the
following codes and standards. Where more than one code may apply, the more
stringent shall be applied:
a. NFPA 7 0 ‐ National Electric Code®.
b. NFPA 72 ‐National Fire Alarm Code®.
c. NFPA 90A ‐Air Conditioning Systems.
d. NFPA 92A ‐ Smoke Control Systems.
e. NFPA 92B ‐ Smoke Management Systems in Malls, Atria, and Large Areas.
f. NFPA101‐ Life Safety Code®.
g. UL 864 ‐ Control Units for Fire Protective Signaling Systems.
h. UOJZ ‐ Control Units ‐ Off Premise Systems.
i. UL 268 ‐ Smoke Detectors for Fire Protective Signaling Systems.
j. UL 268A ‐ Smoke Detectors for Duct Applications.
k. UL 217 ‐ Single and Multiple Station Smoke Alarms.
l. UL 521‐ Heat Detectors for Fire Protective Signaling Systems.
m. UL 228 ‐ Door Closers‐Holders, With or Without Integral Smoke Detectors.
n. UL 464 ‐ Audible Signaling Appliances.
o. UL 38 ‐ Manually Actuated Signaling Boxes for Use with Fire Protective
Signaling Systems.
p. UL 346 – Water Flow Indicators for Fire Protective Signaling Systems.
q. UL1971‐ Signaling Devices for the Hearing‐Impaired.
r. UL1481‐ Power Supplies for Fire Protective Signaling Systems.
s. UL1711‐ Amplifiers for Fire Protective Signaling Systems.
t. UL1635 ‐ Digital Alarm Communicator System Units.
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u. Arkansas State Fire Code.
v. Fayetteville, Arkansas local AHJ.
w. UAF local AHJ(Fire Marshall).
x. Federal Codes and Regulations.
y. Americans with Disabilities Act (ADA).
z. Factory Mutual (FM) approval .
aa. International Standards Organization (ISO).
i. I SO‐9000.
ii. I SO‐9001.
bb. International Fire Code.

1.05A System Description:

A. General ‐ Fire:
1. The Contractor shall furnish all labor, services and materials necessary to furnish
and install a complete, functional fire alarm system. The System shall comply in
respects with all pertinent codes, rules, regulations and laws of the Authority,
and local jurisdiction. The System shall comply in all respects with the
requirements of the specifications, manufacturer’s recommendations and
Underwriters Laboratories Inc. (UU) listings.
2. It is further intended that upon completion of this work, the OWNER be provided
with:
a. Complete information and drawings describing and depicting the entire
system(s) as installed, including all information necessary for maintaining,
troubleshooting, and/or expanding the system(s) at a future date.
b. Complete documentation of system(s) testing.
c. Certification that the entire system(s) has been inspected and tested; is
installed entirely in accordance with the applicable codes, standards,
manufacturer's recommendations and UU listings, and is/are in proper
working order. Contractor shall use "Fire Alarm System Certification and
Description" as required by Section 1‐6.2 of NFPA 72 ‐1999 edition.
B. Description:
1. Provide and install a new fire detection and alarm system consisting of:
a. LCD annunciator shall be located as shown on the drawings.
b. Provide a multi‐channel one‐way voice communication system.
c. Connect to existing or provide new color graphic workstation and printer, as
shown on the drawings.
d. Remote control panel(s) shall be located a s shown on the drawings.
e. Manual pull stations shall be located as shown on the drawings.
f. Area smoke detection shall be provided as shown on drawings.
g. Area heat detection shall be provided as shown on drawings.
h. Duct smoke detection shall be provided as shown on the drawings.
i. Monitor the sprinkler system water flow(s) and valve supervisory switch (s).
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j.

Provide audible appliances located throughout the building, as shown on the
drawings.
k. Provide synchronized visual appliances located throughout the building, as
shown on the drawings.
l. Provide a two‐way communication system with phone jack located within
exit stairwell(s), and the fire pump room, as shown on drawings.
m. Provide connection to door holders and all products required for an operable
system, as shown on drawings. Hold open devices shall be coordinated on a
project by project basis, if the hold open devices are provided by FA supplier
or if devices are an integral part of door hardware.
n. Provide all devices and relays as required to integration the required elevator
controls, for emergency purposes, refer to detail provided on the electrical
details sheets and requirements of state elevator codes.
o. Provide fan shutdown controls as shown on drawings.
p. Provide manuals means to override (manual switches installed in FEP and
labeled) shutdown controls as indicated or requested. The manual
override/disable switches shall indicate a system trouble when activated.
q. Provide direct interface to the building automation system as needed for an
operable system.
r. Provide connection to the UAF Campus Security Management System. The
SUPPLIER/Contractor shall provide and all necessary devices, wiring and
programming for a complete system.
s. Remove the existing fire detection and alarm system(s) if applicable.
C. Operations:
1. Sequence of Operations ‐ General Alarm: Upon alarm activation of any area
smoke detector, heat detector, manual pull station, Duct‐Detector, sprinkler
water flow, the following functions shall automatically occur:
a. The internal audible device shall sound at the main control panel located in
the Lobby (as designated per project)
b. Display the alarm event on the graphical workstations located per the System
oneline drawing. The display shall indicate all applicable information
associated with the alarm condition including; floor, device type, device
location and time/date. (Note: Location descriptions shall be approved by
UAF)
c. The LCD Display on the main panel shall indicate all applicable information
associated with the alarm condition including: floor/zone, device type, device
location and time/date. (Note: Location descriptions shall be approved by
UAF)
d. All remote annunciators LCD/LEDs associated with the alarm floor/zone shall
be illuminated including: floor, device, type, device location & Time/Date.
(Note: Location descriptions shall be approved by UAF)
e. All system activity/events shall be documented on the system printer. All
automatic events programmed to the alarm point shall be executed and the

84

associated outputs activated. The following audio messages and actions shall
occur simultaneously:
i. An evacuation message shall be sounded on all floors (zones) for
general alarm evacuation. It is the intent of this message to advise
occupants hearing this message that they are near danger and should
leave the building via the stairs (nearest exit) immediately.
ii. Activate visual strobes all floors for general alarm evacuation. The
visual strobes shall continue to flash until the system has been reset
at control panel or central monitoring. The visual strobe shall not stop
operating when the "Alarm Silence" is pressed .
iii. An instructional message shall be sounded in the lobby. It is the intent
of this message to advise lobby occupants to leave the lobby and
clear the area for arriving firefighters.
iv.
An instructional message shall be sounded in the concourses
connected to the building's lobby to the main hospital. It is the intent
of this message to prevent new entries into the lobby by advising
occupants not to attempt to enter the lobby of the affected building.
v.
Provide selective paging to each individual floor(zone). In addition to
the message/channels detailed above, a dedicated page channel shall
be capable of simultaneously providing live voice instructions without
interrupting any of the messages listed above shall be provided.
vi.
Transmit signal to the building automation system and control relays
for shut‐down of air handling units, closing of all smoke dampers, and
enabling of the stairwell pressurization fan in common stairwell as
design for each project. Refer to Section (2) for additional
considerations. Any alarm initiating device on a floor shall shutdown
the AHU's on that floor and start smoke purge fan on that floor.
vii.
Transmit signal to release of all security stairwell and exit doors
throughout the building.
viii.
Provide signal to release control relay for hold‐open devices All self‐
Closing fire/smoke doors held open shall be released.
2. Special Conditions ‐ Duct Smoke Activation ‐ Alarm: In addition to the actions
listed above, the following special considerations shall be incorporated, during a
duct smoke detection alarm:
a. On a per‐project basis coordinate the atrium and high rise requirements. e.g.
smoke purge, smoke evacuation, etc.
3. Duct Smoke Activation ‐ Supervisory: The supervisory activation of any duct
smoke detector, the following functions shall automatically occur:
a. The internal audible device shall sound a t the main control panel located in
the Lobby
b. Display the supervisory event on the graphical workstations located in the
Command Centers. The display shall indicate all applicable information
associated with the supervisory condition including; floor, device type, device
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location and time/date. (Note: Location descriptions shall be approved by
UAF).
c. The LCD Display on the main panel shall indicate all applicable information
associated with the supervised condition including: floor/zone, device type,
device location and time/date. (Note: Location descriptions shall be
approved by UAF).
d. All remote annunciators LCD/LEDs associated with the supervised device
shall be illuminated including: floor, device, type, device location &
Time/Date. ( Note: Location descriptions shall be approved by UAF).
e. All system activity/events shall be documented on the system printer.
f. Transmit signal to the building automation system.
g. Shutdown the air‐handling unit serving the duct that houses the detector.
4. Supervisory Operation: Upon supervisory activation of any sprinkler valve
supervisory switch, fire pump off‐normal following functions shall automatically
occur:
a. The internal audible device shall sound at the main control panel located in
the Lobby.
b. Display the supervisory event on the graphical workstations located in the
Command Centers. The display shall indicate all applicable information
associated with the supervisory condition including; floor, device type, device
location and time/date. (Note: Location descriptions shall be approved by
UAF).
c. The LCD Display on the main panel shall indicate all applicable information
associated with the supervised device including: floor/zone, device type,
device location and time/date. (Note: Location descriptions shall be
approved by UAF).
d. All remote annunciators LCD/LEDs associated with the supervised device
shall be illuminated including: floor, device, type, device location &
Time/Date. (Note: Location descriptions shall be approved by UAF).
e. All system activity/events shall be documented on the system printer.
5. Trouble Operation: Upon activation of a trouble condition or signal from any
device on the system, the following functions shall automatically occur:
a. The internal audible device shall sound at the main control panel located in
the Lobby.
b. Display the trouble event on the graphical workstations located in the
Command Centers. The display shall indicate all applicable information
associated with the trouble condition including; floor, device type, device
location and time/date. (Note: Location descriptions shall be approved by
UAF) At the Command Centers trouble conditions shall be capable of being
turned off. All trouble conditions will report to the Command center located
in UAF facilities, for system maintenance purposes.
c. The LCD Display on the main panel shall indicate all applicable information
associated with the trouble condition including: floor/zone, device type,
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device location and time/date. (Note: Location descriptions shall be
approved by UAF).
d. All remote annunciators LCD/LEDs associated with the trouble device shall be
illuminated including : floor, device, type, device location & Time/Date.
(Note: Location descriptions shall be approved by UAF).
e. All system activity/events shall be documented on the system printer.
6. Monitor Activation: Upon activation of any device connected to a monitor
circuit, the following functions shall automatically occur:
a. The internal audible device shall sound at the main control panel located in
the Lobby.
b. Display the system alarms on the graphical workstations located in the
Command Centers. The display shall indicate all applicable information
associated with the alarm condition including; floor, device type, device
location and time/date. (Note: Location descriptions shall be approved by
UAF).
c. The LCD Display on the main panel shall indicate all applicable information
associated with the monitored alarm condition including: floor/zone, device
type, device location and time/date. (Note: Location descriptions shall be
approved by UAF).
d. All remote annunciators LCD/LEDs associated with the monitored device shall
be illuminated including: floor, device, type, device location & Time/Date.
(Note: Location descriptions shall be approved by UAF).
e. All system activity/events shall be documented on the system printer.
D. Graphical Workstation:
1. All Events:
a. Display the address of the alarm or off normal point with type and
description and time of the event in a prioritized color coded event list.
Highlighting an event in the event list shall automatically cause the other
three quadrants to display information relating to the highlighted event.
b. Display color graphical representation of the area in which the alarm or off
normal device is located. It shall be possible for the operator to manually
zoom down to any portion of a vector based graphic without aliasing,
artifacting, or pixilation of the image. Preset zoom levels shall not be
considered equal.
c. Display a set of written operator instructions for each point.
d. Display a stored image of the device
e. Log operator's comments for each event to history with time and date.
f. Log all events and operator actions to history for future review.
2. Fire alarms:
a. Acknowledging, silencing, and resetting fire alarm functions for the building
will only be accomplished at each building. The integration of the Fire Alarm
System to the Campus command centers will be for monitoring purposes
only.

87

b. Shall be capable of manually activating, deactivating, enabling, and disabling
individual fire alarm points at each building.
c. Shall be capable of generating status, maintenance and sensitivity reports for
all fire alarm components.
d. Receipt of a fire alarm shall activate an audio WAV file over the workstation
Speakers alerting the operator to a fire alarm, and provide written
instructions.
3. Maintenance and Control Functions:
a. Report status, sensitivity.
E. Service Laptops and complete system operational software:
1. Contractor shall furnish two (2) portable laptop computers with the software for
full access programming of the system. Contractor must provide UAF 2 copies of
complete software for the FA system. The laptops shall be provided and used by
the owner in maintaining the systems installed during the future UAF projects
covered by this specification and associated RFP. The two units shall be Dell
laptops capable of providing the minimum laptop requirements for the system
provided by the supplier.
F. System Configuration:
1. General: All Life Safety System equipment shall be arranged and programmed to
provide the early detection of fire, the notification of building occupants, the
notification to central monitoring, the override of the HVAC system operation,
and the activation of other auxiliary systems to inhibit the spread of smoke and
fire, and to facilitate the safe evacuation of building occupants.
2. Power Supply ‐ Audio: Standby power supply shall be an electrical battery with
capacity to operate the system under maximum supervisory load for 24 hours
and capable of operating the system for fifteen (15) minutes of evacuation alarm
on all devices, operating at maximum load. The system shall include a charging
circuit to automatically maintain the electrical charge of the battery. The system
shall automatically adjust the charging of the battery to compensate for
temperature.
3. Display: The main display interface shall show the first and most recent highest
priority system events without any operator intervention. All system events shall
be directed to one of four message queues. Messages of different types shall
never intermixed to eliminate operator confusion. A "Details" switch shall
provide additional information about any device highlighted by the operator.
4. Initiating Device Circuits: Initiating device circuits monitoring manual fire alarm
stations, smoke and heat detectors, water flow switches, valve supervisory
switches, fire pump functions, and air pressure supervisory switches shall be
Class 8 (Style "A" or "8").initiating device circuits monitoring magnetic security
contacts, motion detectors, duress station, glass break and intrusion type
devices, shall be Class B (Style "A" or "B").
5. Notification Appliance Circuits: All notification appliance circuits shall be Class 8
(Style "Y" ). All notification appliance circuits shall have a minimum circuit output
rating of: 2 amps @ 24 vdc; 50 watts @ 25V audio, and 35 watts @ 70V audio.
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The notification circuits shall be power limited. Non‐power limited circuits are
not acceptable.
6. Signaling Line Circuits:
a. When a signaling line circuit covers more than one fire/smoke compartment,
a wire‐to‐wire short shall not effect the operation of the circuit from the
other fire/smoke compartments. The signaling line circuit connecting
network panel/nodes, annunciators, command centers, shall be Class B (style
4).The media shall be copper except where fiber optic cable is specified on
the drawings.
b. The signaling line circuit connecting to addressable/analog devices including,
detectors, monitor modules, control modules, isolation modules, intrusion
detection modules and notification circuit modules shall be Class B (style 4).
c. The signaling line circuit connecting to the audio communications (pre‐amp
signal), amplifiers, and nodes shall be Class 8 (style 4). The circuit shall be
power limited.
d. The signaling line circuit connecting to the two‐way communications circuit
(riser) shall be Class 8 (style 4).
e. The signaling line circuit connecting to access control card reader controller
and keypads/displays shall be Class 8 (style 4).
7. Network Wiring:
a. The system supplied under this specification shall utilize node to node, direct
wired multi‐priority peer‐to‐peer network operations. The system shall utilize
independently addressed, smoke detectors, heat detectors and input/output
modules as described in this specification. The peer‐to‐peer network shall
contain multiple nodes consisting of the main controller, remote control
panels, LCD/LED annunciation nodes, and workstations. Each node is an
equal, active functional node of the network, which is capable of making all
local decisions and generating network tasks to other nodes in the event of
node failure or communications failure between nodes.
b. When a network is wired in a Class B configuration, a single break or short on
the network wiring isolates the system into two groups of panels. Each group
continues to function as a peer‐to‐peer network working with their
combined databases. When wired using a Class A configuration, a single
break or short on the network wiring causes the system to isolate the fault,
and network communication continues uninterrupted, without any loss of
function. Should multiple wiring faults occur, the network re‐configures into
many sub‐networks and continues to respond to alarm events from every
panel that can transmit and receive network messages.
8. Network Nodes:
a. The remote control panel(s) (network nodes) shall meet the same
requirements as described in control panel section and shall contain the
following;
i. Common control switches with168 character LCD display, as required.
ii. Integral power supply(s) with secondary stand‐by power.
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iii.

Signaling line circuits for communications with analog/addressable
devices, as required.
iv.
Audio amplification, as required.
v.
Notification appliance circuits, as required.
vi.
Auxiliary function circuits and operations, as required.
9. Two‐Way Audio: The two‐way telephone circuits shall be "Class B" (style D). The
system shall provide a ring‐tone.
1.06

Submittals

A. The contractor shall purchase no equipment for the system specified herein until the
owner has approved the project submittals in their entirety and has returned them
to the contractor. It is the responsibility of the contractor to meet the entire intent
and functional performance detailed in these specifications. Approved submittals
shall only allow the contractor to proceed with the installation and shall not be
construed to mean that the contractor has satisfied the requirements of these
specifications. The contractor shall submit ten (10) complete sets of documentation
within 30 calendar days after award of purchase order.
B. Each submittal shall include a cover letter providing a list of each variation that the
submittal may have from the requirements of the contract documents. In addition
the Contractor shall provide specific notation on each shop drawing, sample, catalog
cut, data sheet, installation manual, etc. submitted for review and approval, of each
such variation.
C. All drawings and diagrams shall include the contractor's title block, complete with
drawing title, contractor's name, address, date including revisions, and preparer's
and reviewer's initials.
D. Product Data: Data sheets with the printed logo or trademark of the manufacturer
for all equipment. Indicated in the documentation will be the type, size, rating, style,
and catalog number for all items proposed to meet the system performance detailed
in this specification. The proposed equipment shall be subject to the approval of the
Engineer.
E. Shop Drawings: A complete set of shop drawings shall be supplied. The shop
drawings shall be reproduced electronically in digital format. This package shall
include but not be limited to:
1. Control panel wiring and interconnection schematics.
2. Complete point to point wiring diagrams.
3. Riser diagrams.
4. Complete floor plan drawings locating all system devices and equipment on1/4'
= 1'0 scale plans. The shop drawings shall include the placement of each
individual item of fire alarm, security, and access control equipment as well as
raceway size and routing, junction boxes, and conductor size, quantity, and color
in each raceway.
5. A written (detailed) system operational description. Sequence of Operations
shall be submitted and approved UAF and Engineer of Record prior to beginning
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work. Any required deviations to the sequence shall be submitted to UAF and
Engineer of Record for review.
6. Complete system bill of materials.
7. All drawings shall be reviewed and signed off by an individual having a minimum
of a NICET Level III certification in fire protection engineering technology,
subfield of fire alarm systems.
8. Samples: A sample of each smoke detector, intelligent modules, horn, strobes,
card reader controller, card reader, and door locking mechanism shall be
provided to the contractor for their familiarization.
9. Quality Assurance/Control Submittals.
10. Installer's Certification.
11. The engineered systems distributor must be licensed in the state of project
location and have been incorporated in the business in that state for a minimum
of 5 years.
12. Submit a copy of the system supplier's training certification issued by the
manufacturer of the integrated life safety system, and a copy of the installing
technician's NICET Level III certification.
13. A scaled plan of each building showing the placement of each individual item of
fire alarm equipment as well as raceway size and routing, junction boxes, and
conductor size, quantity, and color in each raceway. The submittal drawing shall
be in AutoCAD 2008 format or later version. The initial floor plan and device
location and layout will be provided by the engineer.
14. A Single Line System Block Diagram and written System Operational Overview.
Provide an excel format (data spreadsheet) detailed listing of all proposed
devices to be installed . The data listing shall provide system device
identification, location, function and the ability for the owner to provide input
for the displayed characteristics on the system alarm panel. This will allow the
owner input for the purposes of maintaining the system in an orderly fashion.
15. System Calculations: Complete calculations shall be provided which show the
electrical load on the following system components:
a. Each system power supply, including stand‐alone booster supplies.
b. Each standby power supply (batteries).
c. Each notification appliance circuit.
d. Each auxiliary control circuit that draws power from any system power
supply.
e. Written Certification by the Fire Alarm Contractor that no power supply or
circuit (NAC of SLC) in the system has an electrical load greater than 75% of
its rated capacity. Provide 25% spare capacity and on device monitoring and
control circuits.
f. Complete calculations showing the electrical load on the following system
components: (Note: 25% spare capacity shall be provided on the battery
system and on all device notification, alarm and signaling circuits) Spare
capacity shall be indicated on each circuit in the submittals.
i. Each system Power Supply.
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ii.
iii.
iv.

Each standby Power Supply (batteries).
Each Notification Appliance Circuit and SLC circuit.
Each auxiliary control circuit that draws power from any system power
supply.
16. Device Terminations ‐ Provide Typical Termination Drawing for all types of
devices.
1.07

Close Out

A. Five (5) copies of the following documents shall be delivered to the building owner's
representative at the time of system acceptance. Electronic copies (5) of all closeout
documents shall be provide if requested. The close out submittals shall include:
1. Project specific operating manuals covering the installed integrated life safety
system. The manual shall contain a detailed narrative description of the system
architecture, inputs, notification signaling, auxiliary functions, annunciation,
sequence of operations, expansion capability, application considerations, and
limitations. Manufacturer's data sheets and installation manuals/instructions for
all equipment supplied. A generic or typical owner's instruction and operation
manual shall not be acceptable to fulfill this requirement.
2. As‐Built drawings consisting of: a scaled plan of each building showing the
placement of each individual item of the Integrated Life Safety System
equipment as well as raceway size and routing, junction boxes, and conductor
size, quantity, and color in each raceway. All drawings must reflect point to point
wiring, device address and programmed characteristics as verified in the
presence of the engineer and/or the end user unless device addressing is
electronically generated, and automatically graphically self‐documented by the
system.
3. All drawings shall be provided in standard .DXF format. A vellum plot of each
sheet shall also be provided.
4. The application program listing for the system as installed at the time of
acceptance by the building owner and/or local AHJ (disk, hard copy printout, and
all required passwords).
5. Provide the name, address and telephone of the authorized factory
representative.
6. A filled out Record of Completion similar to NFPA 72, 1999 edition figure 1‐6.2.1.
1.08

Quality Assurance

A. Qualifications of Contractor ‐ Fire:
1. The contractor shall have successfully installed similar system fire detection,
evacuation voice and visual signaling control components on a previous project
of comparable size and complexity. The owner reserves the right to reject any
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control components for which evidence of a successful prior installation
performed by the contractor cannot be provided.
2. The contractor shall have in‐house engineering and project management
capability consistent with the requirements of this project. Qualified and
approved representatives of the system manufacturer shall perform the detailed
engineering design of central and remote control equipment. Qualified and
approved representatives of the system manufacturer shall produce all panel
and equipment drawings and submittals, operating manuals. The contractor is
responsible for retaining qualified and approved representative(s) of those
system manufacturers specified for detailed system design and documentation,
coordination of system installation requirements, and final system testing and
commissioning in accordance with these specifications.
B. Pre‐installation Meetings:
3. Pre‐Installation Requirements: The provider shall submit a detailed project plan
and schedule that will describe in detail how the provider will approach the
project, from inception to finalization. The plan must include at a minimum the
following information:
a. Project Staging.
b. Project Management.
c. Equipment Schedules.
d. Installation Time Lines.
e. Other Trade Requirements.
f. Final Acceptance Testing.
g. Personnel Resumes.
h. Progress Report Sample.
i. All equipment and components shall be installed in strict compliance with
each manufacturer's recommendations. Consult the manufacturer's
installation manuals for all wiring diagrams, schematics, physical equipment
sizes, etc. before beginning system installation. Refer to the manufacturer’s
riser/connection diagram and details for all specific system
installation/termination/wiring data.
C. Start and Completion Dates: The starting and completion dates for this work will be
established at the pre‐bid meeting.
1.09

Delivery, Storage and Handling

A. Receiving and Handling:
1. The Contractor shall be responsible for all receiving, handling, and storage of his
materials at the job site.
2. Use of loading docks, service driveways, and freight elevators shall be
coordinated with the General Contractor.
B. Rubbish:
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1. The Contractor shall remove rubbish and debris resulting from his work on a
daily basis. Rubbish not removed by the Contractor will be removed by the
OWNER and back‐charged to the Contractor.
2. Removal of debris and rubbish from the premises shall be coordinated with the
OWNER.
1.10

Project Conditions

A. It shall be the Contractor's responsibility to inspect the job site and become familiar
with the conditions under which the work will be performed. Inspection of the
building may be made by appointment with the OWNER. Contractors are requested
to inspect the building prior to the pre‐bid meeting.
B. A pre‐bid meeting will be held to familiarize the Contractors with the project. Failure
to attend the pre‐bid meeting may be considered cause for rejection of the
Contractor's bid. The minutes of this meeting will be distributed to all attendees and
shall constitute an addendum to these specifications.
C. The Contractor shall be responsible for prior coordination of all work and demolition
with the OWNER.
1.11

Warranty and Maintenance

A. Spare Parts/ Tools: The Contractor shall supply the following spare parts:
1. Automatic detection devices ‐ A minimum of three (3) percent or three of the
installed quantity of each type.
2. Manual fire alarm stations ‐ A minimum of three (3) percent or three of the
installed quantity of each type.
3. Glass rods or panels for break glass manual fire alarm stations (if used) ‐ Ten
percent of the installed quantity, but no less than three devices.
4. Audible and visible devices ‐ A minimum of three (3) percent or three of the
installed quantity of each type.
5. Keys ‐ A minimum of three (3) sets of keys shall be provided and appropriately
identified.
B. Tools: Provide the following:
1. All tools, software, and documentation necessary to modify the fire alarm
system using OWNER's personnel; minimum modification capability to include
addition and deletion of devices, circuits, and zones, and changes to system
description, operation, and evacuation and instructional messages.
2. CD‐ROM copies, 2, of all software not resident in read‐only‐memory.
3. Fuses, 2 for each installed fuse; store inside applicable control cabinet.
C. Warranty:
1. The contractor shall warranty all materials, installation and workmanship for one
(1) year from date of substantial completion, unless otherwise specified. A copy
of the manufacturer's warranty shall be provided with closeout documentation
and included with the operation and installation manuals.
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2. The System SUPPLIER shall maintain a service organization with adequate spare
parts stock within 75 miles of the installation. Any defects that render the system
inoperative shall be repaired within 24 hours of the owner notifying the
contractor.
1.12

Training

A. The system supplier shall schedule and present a minimum of 16 hours of
documented formalized instruction to UAF detailing the proper operation of the
installed system and how to change the front ends and maintenance recommended
by the system manufacturer. In addition, a separate line item shall be provided with
the bid for factory training consisting of the Fire Alarm contractor furnishing the
owner two weeks training for two (2) UAF employees at the manufacturer's training
center. The cost for this training shall include all books, and any other incidentals
necessary for training. Lodging, meals and transportation will be provided by
OWNER.
B. The instruction shall be presented in an organized and professional manner by a
person factory trained in the operation and maintenance of the equipment and who
is also thoroughly familiar with the installation.
C. The instruction shall cover the schedule of maintenance required by NFPA 72 and
any additional maintenance recommended by the system manufacturer.
D. Instruction shall be made available to the Local Municipal Fire Department if
requested by the Local Authority Having Jurisdiction.

PART 2 – PRODUCTS
2.01

Manufacturer

A. Edwards Systems Technology, Inc
B. All control panel assemblies and connected field appliances shall be both designed
and manufactured by the same company, and shall be tested and cross‐listed as to
ensure that a fully functioning is designed and installed. The system supplied under
this specification shall be a microprocessor based direct wired, state‐of‐the‐art
multi‐priority peer‐to‐peer networked system. The system shall utilize
independently addressed, microprocessor based smoke detectors, heat detectors,
and modules as described in this specification.
2.02

Panel Components & Functions

A. General:
1. The control panel(s) shall be a multi‐processor based networked system
designed specifically for fire, one‐way and two‐way emergency audio
communications, and smoke control. The control panel shall be listed and
approved for the application standard(s) as listed under the General section.
2. The control panel shall include all required hardware, software and site‐specific
system programming to provide a complete and operational system. The control
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panel(s) shall be designed such that interactions between any applications can
be configured, and modified using software provided by a single supplier. The
control panel(s) operational priority shall assure that life safety takes precedence
among the activities coordinated by the control panel.
a. The control panel shall include the following capacities:
b. Support up to 2500 analog/addressable points.
c. Support network connections up to 63 other control panels and
annunciators.
d. Support Fiber Optic connection/communication or have capability to
interface with UL listed FO device for that purpose.
e. Support multiple communication ports and protocols
f. Support up to 1,740 chronological events.
3. The network of control panels shall include the following features:
a. Ability to download all network applications and firmware from the
configuration computer from the configuration computer from a single
location on the system.
b. Provide electronic addressing of analog/addressable devices.
c. Provide an operator interface control/display that shall annunciate command
and control system functions.
d. Provide an internal audible signal with different programmable patters to
distinguish between alarm, supervisory, trouble and monitor conditions.
e. Provide a discrete system control switch provided for reset, alarm silence,
panel silence, drill switch, previous message switch, next message switch and
details switch.
f. Provide system reports that provide detailed description of the status of
system parameters for corrective action or for preventative maintenance
programs. Reports shall be displayed by the operator interface or capable of
being printed on a printer.
g. Provide an authorized operator with the ability to operate or modify system
functions like system time, date, passwords, holiday dates, restart the system
and clear control panel event history file.
h. Provide an authorized operator to perform test functions within the installed
system.
i. The control panel shall contain a standby power supply that automatically
supplies electrical energy to the system upon primary power supply failure.
The system shall include a charging circuit to automatically maintain the
electrical charge of the battery.
j. Provide authorized operator with disable switches as specified on drawings.
B. Operator's Interface:
1. Annunciation ‐ Audio:
a. The system shall be designed and equipped to receive, monitor, and
annunciate signals from devices and circuits installed throughout the
building. Standard LED annunciators may be combined in common
enclosures provided that the groups of LEDs comprising each of the required
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b.

c.

d.

e.

f.
g.

annunciators are separated from one another (Detection, Supervisory,
Status, and Security) and clearly labeled. It shall be design such that an
operator in central monitoring can make annunciators in the building.
Manufacturers' standard control switches shall be acceptable if they provide
the required operation, including performance, supervision and position
indication. If the manufacturers' standard switches do not comply with these
requirements, fabrication of custom manual controls acceptable to the
OWNER is required.
c. Receipt of alarm, trouble, and supervisory signals shall activate integral
audible devices at the control panel(s) and at each remote annunciation
device. The integral audible devices shall produce a sound output upon
activation of not less than 85 dBA at 10 feet. Audible fire alarm systems to
remain at 15 dBA above ambient noise levels. Decrease the number of
audible devices as necessary to maintain this sound level.
The annunciator shall contain the following system status indicators:
i. 168 character Backlit Liquid Crystal Display.
ii. System Normal Indicator.
iii. System Common Alarm Indicator.
iv. System Common Trouble Indicator.
v. System Common Supervisory Indicator.
vi. System Ground Fault Indicator.
vii. System Common Security Indicator.
viii. System Disabled Point(s) Indicator.
ix. System Reset Switch with Indicator.
x. System Alarm Silence Switch with indicator.
xi. System Trouble Silence Switch with Indicator.
xii. System Message Queue Scroll Switches.
xiii. 10‐Digit Keypad to Enable/Disable System and Functions.
The LED annunciator rows shall contain the following format:
i. Provide one row of red (alarm) and yellow (trouble) LEDs. LEDs in each
row shall be arranged in columns, one column per type of alarm
initiating device, and shall illuminate upon receipt of an alarm signal
from the associated device(s) (Le. , electrical room smoke detector).
ii. Provide one row of red (alarm) LEDs. LEDs in each row' shall be
arranged in columns, one column per type of alarm initiating device,
and shall illuminate upon receipt of an alarm signal from the associated
device(s) (i.e. electrical room smoke detector).
iii. Provide one row of yellow (supervisory) LEDs. LEDs in each row shall be
arranged in columns, one column per type of supervisory type device,
and shall illuminate upon receipt of an supervisory signal from the
associated device(s) (i.e. , 2nd floor sprinkler valve supervisory switch)
The LED annunciators shall be provided with10% spare LEDs minimum. Each
pair of LEDs shall be labeled "Spare".
The LED Annunciator shall contain the following switches:
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i. Provide two‐position switch to manually unlock all stairwell doors.
ii. Provide Ten (10) two position switches for system bypass functions. The
owner shall determine actual switch function. Refer to Disable Panel
descriptions on drawings. Provide programming as required by owner.
h. Provide a one‐way emergency voice communication system annunciator with
the following design:
i. This standard LED annunciator shall incorporate the microphone for the
one‐way and telephone handset for the two‐way voice communication
systems, including all required zone select and manual override control
switches and the following LED indicators:
I. 3‐Position Switch: Provide 3‐position switch for each evacuation
signaling zone, with "Voice” ,"Auto" and "Evacuate" positions
identified and two LED status indicators for each audio visual
evacuation signaling "zone", one red and one yellow. These LEDs
shall illuminate to indicate respectively:
1. Evacuation Signals activated (red),
2. Trouble in audio (speaker) or visual (strobe) circuit(s)
(yellow).
II. 2‐Position Switch: Provide 2‐position switch for each evacuation
signaling zone, with "Voice" and "Auto" positions identified and
two LED status indicators for each audio visual evacuation
signaling "zone", one red and one yellow. These LEDs shall
illuminate to indicate respectively:
1. Evacuation signals activated (red),
2. Trouble in audio (speaker) or visual (strobe) circuit(s)
(yellow).
III. All Call Switch 2‐ Position: Provide 2‐position switch for "Ali‐Cali"
to activate all the evacuation signaling zones, with "Voice" and
"Auto" positions identified and two LED status indicators for each
audio visual evacuation signaling "zone", one red and one yellow.
These LEDs shall illuminate to indicate respectively:
1. Evacuation Signals activated (red),
2. Trouble in audio (speaker) or visual (strobe) circuit(s)
(yellow).
IV. All Call Switch 3‐Position: Provide 3‐position switch for "Ali‐Cali"
to activate all the evacuation signaling zones, with "Voice", "Off'
and "Auto" positions identified and two LED status indicators for
each audio visual evacuation signaling "zone", one red and one
yellow. These LEDs shall illuminate to indicate respectively:
1. Evacuation Signals activated (red),
2. Trouble in audio (speaker) or visual (strobe) circuit(s)
(yellow).
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V. Emergency Two‐Way Voice Communication: Provide two LED
status indicators for each two telephone zone, one red and one
yellow. These LEDs shall illuminate to indicate respectively:
1. Telephone calling‐in and call connected (red),
2. Trouble in circuit(s) (yellow).
C. Audio:
1. The system shall be capable of delivering multi‐channel audio messages
simultaneously over copper and/or fiber media. All audio messages and live
pages shall originate at the one‐way audio control unit. The one‐way audio
control unit shall store pre‐recorded audio messages digitally. These messages
shall be automatically directed to various areas in a facility under program
control. The system shall support remote cabinets with zoned amplifiers to
receive, amplify and send messages through speakers over supervised circuits.
(Note: Siemens/Notifier shall provide an Audio system with the maximum
channel capacity they currently manufacture.)
2. The one‐way emergency audio control shall provide control switches to direct
paging messages as follows:
a. "All Call" to direct the page messages to all areas in the facility, overriding all
other messages and tones.
b. "Page to Evacuation Area" to direct the message to the evacuation area(s),
overriding all other messages and tones.
c. "Page to Alert Area" to direct page messages to the area(s) receiving the
alert message and tones, overriding all other messages and tones.
d. "Page to Balance Building" to direct page messages to the areas) in the
facility NOT receiving either the evacuation area or alert area messages.
e. "Page by Phone" switch to select the firefighters telephone system as the
source for paging.
3. The system shall be capable of delivering multiple audio messages
simultaneously over copper and/or fiber media. All audio messages and live
pages shall originate at the one‐way emergency audio control unit. The one‐way
emergency audio control unit shall store pre‐recorded audio messages digitally.
These messages shall automatically be directed to the facility under program
control. The system shall support remote panels with zoned amplifiers to
receive, amplify and distribute messages through speakers over supervised
circuits.
4. The two‐way voice communications control unit shall provide two‐way
communications between remotely located phones and the command center.
The control unit shall provide the ability to individually select and display each
two‐way voice communication circuit support up to five (5) remote telephones
in simultaneous two‐way voice communications.
5. Audio Amplifiers (Multi‐Channel): Provide as minimum one twenty (20) watt
audio amplifier per paging zone. The system software shall be capable of
selecting the required audio source signal for amplification. To enhance system
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survivability, each audio amplifier shall automatically provide a local 3‐3‐31000
Hz temporal pattern output upon loss of the audio communications with the
one‐way audio control unit, during an alarm condition. Audio amplifiers shall be
power limited and protected from short circuits conditions on the audio circuit
wiring. Each amplifier output shall include a dedicated, selectable 25/70 Vrms
output. Provide a standby audio amplifier that will automatically sense the
failure of a primary amplifier, and replace the function of the failed amplifier.
D. Power Supply:
1. System power supply (s) shall provide multiple power‐limited 24 VDC output
circuits as required by the panel.
2. Upon failure of normal (AC) power, the affected portion(s) of the system shall
automatically switch over to secondary power without losing any system
functions.
3. Each system power supply shall be individually supervised. Power supply trouble
signals shall identify the specific supply and the nature of the trouble condition.
4. All standby batteries shall be continuously monitored by the power supply. Low
battery and disconnection of battery power supply conditions shall immediately
annunciated as battery trouble and identify the specific power supply affected.
5. All system power supplies shall be capable of recharging their associated
batteries, from a fully discharged condition to a capacity sufficient to allow the
system to perform consistent with the requirements of this section, in 48 hours
maximum.
6. All AC power connections shall be to the building's designated emergency
electrical power circuit and shall meet the requirements of NFPA 72. The AC
power circuit shall be installed in conduit raceway. The power circuit disconnect
means shall be clearly labeled FIRE ALARM CIRCUIT CONTROL and shall have a
red marking. The location of the circuit disconnect shall be labeled permanently
inside the each control panel the disconnect serves.
2.03

Graphic & Smoke Control Annunciators

A. Firefighters Smoke Control Station:
1. Provide a surface mounted graphic Firefighter's Smoke Control Station (FSCS) at
the location(s} shown on the drawings (future fire command center). The FSCS
shall provide a graphic representation of the facility HVAC system and stairwell
pressurization system. Fan override and control switches and fan/damper status
LEDs shall be provided as indicated on the shop drawings. The following system
controls and indicators shall be provided on the FSCS: Power ON, Trouble, and
Signal Silenced LEDs; System Reset, Silence, Trouble Silence, and D rill push
buttons. It shall be possible to annunciate text messages via LCD display
mounted in the FSCS enclosure.
2.04

Graphic Command Workstation
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A. General
1. The UAF command centers shall function as the center point for all operational
and administration functions required for the systems provided within the
specification. The command centers shall contain a console that will display and
house any equipment necessary for system operation. Console space shall be
provided for other equipment provided under other sections of the
specifications. Three graphical workstations shall be provided for the UAF
project, two initially and one future, that will enable primary monitoring of the
Fire Alarm and Life Safety Systems provided by this specification. An operator
shall not have to operate multiple workstations to receive, view, process and
record system events for each system provided. Equipment included in the
command center shall include System annunciation and controls for:
a. Fire detection.
b. Fire pump status
c. Firefighters smoke control.
d. Emergency one‐way voice communications.
e. Standby generator status indication and controls.
f. Automatic transfer switch status indication and controls.
g. Radio communications.
h. Public intercom.
i. All functions as described in the system description section.
j. Future Capability for Elevator monitor, status and control.
B. Graphical Command Workstation
1. The graphical command workstation(s) :
a. Shall display a different color text for each message type and color graphic
diagrams/floor plans. The graphical command workstation shall
simultaneously display the following system event views; system event
display, graphical diagram display, event video, detailed event
message/instructions, and user event log. The workstation shall be an IBM‐
compatible personal computer listed for UL Standards 864 (Control Units for
Fire‐Protective Signaling Systems) under categories UOJZ, APOU, and UUKL;
UL1076, (Proprietary Burglar Alarm Units and Systems) under category APOU
as applicable. The workstation(s) shall be capable of annunciation and
monitoring of all fire detection, smoke control, intrusion detection and
access control points. The system shall not be UL listed for Control remote
from the building.
b. The computer shall be minimum of an industrial Grade Pentium Processor
3000 MHZ, 2048 MB RAM, 250 GB Hard Drive, and IBM Industrial Grade17
inch VGA monitor. Installation of the computer or monitor can be either
desk top or floor mounting or rack/panel mounting.
c. The software shall provide multitasking type environment that allows the
user to run several applications simultaneously. The operating program shall
run within a 64‐bit operating system such as Windows® 7 Professional. These
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Windows applications shall run simultaneously with other programs. The
mouse or Alt‐Tab keys shall be used to quickly select and switch between
multiple applications. The operator shall be able to work in Microsoft Word.
Excel and other Windows based software packages, while concurrently
annunciating on‐line alarms and monitoring functions.
2. Graphic Workstation Operations
a. The graphic display screen shall be displayed into four areas. When any event
occurs: The "list of events area" shall display the address of the alarm or off
normal point with type and description and time of the event in a prioritized
color‐coded event list. Highlighting an event in the event list area shall
automatically cause the display of a graphical map and other three areas
(described below) to display information relating to the highlighted event.
The "map area" shall display color graphical representation of the area
location in which the alarm or off‐normal device is located. It shall be
possible for the operator to manually zoom down to any portion of a vector‐
based graphic without aliasing, artifacting, or pixilation of the image. Preset
zoom levels shall not be considered equal. The "event action area" shall
display a customized set of written operator instructions for every state
(alarm. trouble, restore, etc.) of each point. An event log shall record all
events and operator actions to history for future review. An operators log
shall record operator's comments for each event in system history with time
and date. The "image area" shall display a stored image of the device relating
to the event highlighted in the event list area. When processing fire alarm
events the graphic workstations shall be capable of generating status.
Maintenance and sensitivity reports for fire alarm components. Receipt of a
fire alarm shall activate an audio WAV file over the workstation speakers
alerting the operator to a fire alarm and providing written instructions.
2.05

FIELD MOUNTED SYSTEM COMPONENTS

A. Initiating Device Circuits:
1. Initiating device circuits monitoring manual fire alarm stations, smoke and heat
detectors, water flow switches, valve supervisory switches, fire pump functions,
and air pressure supervisory switches shall be Class 8 (style "A" or "8").initiating
device circuits monitoring magnetic security contacts, motion detectors, duress
station, glass break and intrusion type devices shall be Class B (style "A" or "8").
B. Fire Initiating Devices:
1. Smoke Detectors & Accessories:
a. Addressable Smoke ‐ General:
i. Each addressable smoke detectors’ sensitivity shall be capable of being
programmed individually as: most sensitive, more sensitive, normal, less
sensitive or least sensitive. In addition to the five sensitivity levels the
detector shall provide a pre‐alarm sensitivity setting, which shall be
settable in 5% increments of the detector's alarm sensitivity value.
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ii. An alternate alarm sensitivity level shall be provided for each detector,

which can be set to any of the five (5) sensitivity settings manually or
automatically using a time of day event. In addition to the five alternate
sensitivity levels the detector shall provide an alternate pre‐alarm
sensitivity setting, which shall be settable in 5% increments of the
detector's alternate alarm sensitivity value.
iii. The detector shall be able to differentiate between a long drift above the
pre‐alarm threshold and fast rise above the threshold.
iv. The detector's sensing element reference point shall automatically
adjust, compensating for background environmental conditions such as
dust, temperature, and pressure. Periodically, the sensing element real‐
time value shall be compared against its reference value. The detector
shall provide a maintenance alert signal that 75% to 99% compensation
has been used. The detector shall provide a dirty fault signal that 100% or
greater compensation has been used.
v. The system shall allow for changing of detector types for service
replacement purposes without the need to reprogram the system. The
replacement detector type shall automatically continue to operate with
the same programmed sensitivity levels and functions as the detector it
replaced. System shall display an off‐normal condition until the proper
detector type has been installed or change in the application program
profile has been made.
b. Duct Detector Housing: Provide smoke detector duct housing assemblies to
mount an analog/addressable detector along with a standard, relay or
isolator detector mounting base. The housing shall also protect the
measuring chamber from damage and insects. The housing shall utilize an air
exhaust tube and an air sampling inlet tube that extends into the duct air
stream up to ten feet. Drilling templates and gaskets to facilitate locating and
mounting the housing shall also be provided. The housing shall be finished in
baked red enamel. Remote alarm LED indicators and remote test stations
shall be provided.
c. Duct Detector Mounting Plate: Where smoke detectors are directly inserted
into a low velocity ducts 3 ft (0.91m) high x 3 ft (0.91m) wide, ceiling
plenums, or raised floors, provide factory supplied mounting plate
assemblies to facilitate mounting the detectors. The mounting plate shall be
code gauge steel with corrosion resistant red enamel finish . The detector
mounting plate shall support an analog/addressable detector along with a
standard, relay or isolator detector mounting base.
d. Smoke Detector ‐ Ionization: Provide analog/addressable ionization smoke
detectors at the locations shown on the drawings. The system shall have the
ability to uniquely set the sensitivity and alarm verification values of each
detector on a circuit. It shall be possible to automatically change the
sensitivity of individual analog/addressable detectors for the day and night
periods. Each smoke detector shall be capable of transmitting pre‐alarm and
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alarm signals in addition to the normal, trouble and need cleaning
information. It shall be possible to program control panel activity to each
level. Each smoke detector may be individually programmed to operate at
any one of five (5) sensitivity settings. Each detector microprocessor shall
contain an environmental compensation algorithm that identifies and sets
ambient environmental thresholds approximately six times an hour. The
microprocessor shall monitor the environmental compensation value and
alert the system operator when the detector approaches 75% and100% of
the allowable environmental compensation value. (Required in Lab areas)
e. Smoke Detector ‐ Multi‐Sensor Ion Photo:
i. Provide analog/addressable multi‐sensor smoke detectors at the
locations shown on the drawings. Alarm condition shall be based upon
the combined input from the photoelectric, and ionization and thermal
detection elements. Separately mounted photoelectric detectors,
ionization detectors and heat detectors in the same location, clustered at
the manufacturer's listed spacing is an acceptable alternative. The
detector shall have the ability to set the sensitivity and alarm verification
of each individual detector on the circuit. It shall be possible to
automatically set the sensitivity of individual analog/addressable
detectors for the day and night periods.
ii. Each smoke detector shall be capable of transmitting pre‐alarm and
alarm signals in addition to the normal, trouble and need cleaning
information. It shall be possible to program control panel activity to each
level. Each smoke detector may be individually programmed to operate
at any one of five (5) sensitivity settings. Each detector microprocessor
shall contain an environmental compensation algorithm that identifies
and sets ambient environmental thresholds approximately six times an
hour. The microprocessor shall monitor the environmental compensation
value and alert the system operator when the detector approaches 75%
and 100% of the allowable environmental compensation value.
f. Smoke Detector ‐ Multi‐Sensor Ion Photo Thermal:
i. Provide analog/addressable multi‐sensor photoelectric thermal smoke
detectors at the locations shown on the drawings. Alarm condition shall
be based upon the combined input from the photoelectric and thermal
detection elements. Separately mounted photoelectric detectors,
ionization detectors and heat detectors in the same location, clustered at
the manufacturer's listed spacing is an acceptable alternative.
ii. The detector shall have the ability to set the sensitivity and alarm
verification of each individual detector on the circuit. It shall be possible
to automatically change the sensitivity of individual analog/addressable
detectors for the day and night periods. Each smoke detector shall be
capable of transmitting pre‐alarm and alarm signals in addition to the
normal, trouble and need cleaning information. It shall be possible to
program control panel activity to each level. Each smoke detector may be
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individually programmed to operate at any one of five (5) sensitivity
settings. Each detector microprocessor shall contain an environmental
compensation algorithm that identifies and sets ambient "environmental
thresholds approximately six times an hour. The microprocessor shall
monitor the environmental compensation value and alert the system
operator when the detector approaches 75% and 100% of the allowable
environmental compensation value.
g. Smoke Detector ‐ Photoelectric:
i. Provide analog/addressable photoelectric smoke detectors at the
locations shown on the drawings. The detector shall have the ability to
set the sensitivity and alarm verification of each of the individual
detectors on the circuit. It shall be possible to automatically change the
sensitivity of individual analog/addressable detectors for the day and
night periods. Each smoke detector shall be capable of transmitting pre‐
alarm and alarm signals in addition to the normal, trouble and need
cleaning information. It shall be possible to program control panel activity
to each level. Each smoke detector may be individually programmed to
operate at any one of five (5) sensitivity settings. Each detector
microprocessor shall contain an environmental compensation algorithm
that identifies and sets ambient environmental thresholds approximately
six times an hour. The microprocessor shall monitor the environmental
compensation value and alert the system operator when the detector
approaches 75% and100% of the allowable environmental compensation
value.
h. Smoke Detector Guards: Smoke detector guards shall be installed at the
locations shown on the drawings. The guards shall be Underwriters
Laboratories tested and listed by for use with the smoke detectors they
protect. Guard design shall not affect the detector operating sensitivity and
shall not reduce the listed detector spacing. The guards shall be constructed
of 16‐ gauge steel with a baked white finish to match the detectors.
Tamperproof mounting hardware shall be provided.
2. Heat Detectors:
a. Fixed Temperature‐ROR Heat Detector: Provide analog/addressable
combination fixed temperature / rate‐of‐rise detectors_ at the locations
shown on the drawings. The heat detector shall have a nominal fixed
temperature alarm point rating of 135°F (57°C) and a rate of rise alarm point
of 15°F (9°C) per minute. The heat detector shall be rated for ceiling
installation at a minimum of 70 ft (21. 3m) centers and be suitable for wall
mount applications.
3. Flame Detectors: Provide analog/addressable UV type detectors at the locations
shown on the drawings. The flame detector shall have a nominal alarm point
rating (with adjustable sensitivity) and status be monitored by the system. The
detector shall be rated for open mounting per manufactures recommendations.
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4. Detector Bases: Provide standard detector mounting bases suitable for mounting
on either, North American 1‐gang, 3Y2 or 4 inch octagon box and 4 inch square
box, or European BESA or 1‐gang box. The base shall, contain no electronics and
support all series detector types.
5. Manual Station‐Double Action Single Stage: Provide analog/addressable double
action, single stage fire alarm stations at the locations shown on the drawings.
The fire alarm station shall be of polycarbonate construction and incorporate an
internal toggle switch. A locked test feature shall be provided. The station shall
be finished in red with silver "PULL IN CASE OF FIRE" lettering. The manual
station shall be suitable for mounting on North American 2 Y2 (64mm) deep 1‐
gang boxes and 1Y2 (38mm) deep 4 square boxes with1‐gang covers.
C. Notification Appliances:
6. Heavy Duty Horns: Provide heavy duty electronic horns at the locations shown
on the drawings. Horns shall be selectable for high or low dBA output and steady
or temporal output. At the high output setting, the horn shall provide an 85 dBA
continuous sound output or an 82 dBA temporal sound output, when measured
in reverberation room per UL‐464. In and out screw terminals shall be provided
for wiring. Weatherproof wall boxes shall be provided for outdoor applications.
7. Speakers:
a. Speaker‐Ceiling Mount‐8in: Provide 8" ceiling mounted speakers at the
locations shown on the drawings. In and out screw terminals shall be
provided for wiring. Speaker baffles shall be round or square steel with white
finish as required. Provide square surface mount boxes with matching finish
where required. Speakers shall provide1/2w,1w, 2w, and 4W power taps for
use with 5V or 70V systems. At the 4 watt setting, the speaker shall provide a
94 dBA sound output a frequency of 1000 Hz. when measured in an anechoic
chamber at 10 ft.
b. Speaker‐Cone‐4in: Provide 4" white speakers at the locations shown on the
drawings. Speakers shall have a 4" Mylar cone, paper cones are not
acceptable. The rear of the speakers shall be completely sealed protecting
the cone during and after installation. In and out screw terminals shall be
provided for wiring. Speakers shall provide 1/4w, 1/2w, 1w, and 2w power
taps for use with 25V or 70V systems. At the 2 watt setting, the speaker shall
provide a 90 dBA sound output over a frequency range of 400‐4000 Hz. when
measured in reverberation room per UL‐1480.
c. Speaker‐Reentrant Surface: Provide 4" surface re‐entrant speakers at the
locations shown on the drawings. Speakers shall provide 2w, 4w, 8w, and15w
power taps for use with 25V or 70V systems. The re‐entrant speakers shall
utilize a high efficiency compression d rivers. Cone type d rivers are not
acceptable. At the15 watt setting, the speaker shall provide a 102 dBA sound
output over a frequency range of 400‐4000 Hz. when measured in
reverberation room per U L‐1480. Weatherproof boxes shall be provided for
outdoor mounting.
8. Speaker‐Strobes:
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a. Speaker‐Strobe 4 inch: Provide 4" white speakers/strobes a t the locations
shown on the drawings. Speakers shall have a 4" Mylar cone, paper cones are
not acceptable. The rear of the speakers shall be completely sealed
protecting the cone during and after installation. In and out screw terminals
shall be provided for wiring. Speakers shall provide1/4w,1/2w,1w, and 2w
power taps for use with 25V or 70V systems. At the 2 watt setting, the
speaker shall provide an 87 dBA sound output over a frequency range of 400‐
4000 Hz. when measured in reverberation room per UL‐1480. Strobes shall
provide synchronized flash. Strobe output shall be determined as required by
its specific location and application from a family of 15/75cd, 30cd, &110cd
devices.
b. Speaker‐Strobe Ceiling 8 inch: Provide 8" ceiling mounted speaker/strobes at
the locations shown on the drawings. In and out screw terminals shall be
provided for wiring. Speaker baffles shall be round or square, steel with
white finish as required. Provide square surface mount boxes with matching
white finish as required. Speakers shall provide1/2w,1w, 2w, and 4W power
taps for use with 25V or 70V systems. At the 4 watt setting, the speaker shall
provide a 94 dBA sound output a frequency of1000 Hz. when measured in an
anechoic chamber at10 ft. Strobes shall provide synchronized flash outputs.
Strobe output shall be determined as required by its specific location and
application from a family of 15cd, 30cd, 75cd, and 110cd devices.
c. Speaker‐Strobe Re‐entrant: Provide 4" white surface reentrant
speaker/strobes at the locations shown on the drawings. Weatherproof
boxes shall be provided for outdoor mounting. Speakers shall provide 2w,
4w, 8w, and15w power taps for use with 25V or 70V systems. The re‐entrant
speakers shall utilize high efficiency compression drivers. Cone type drivers
are not acceptable. At the15 watt setting, the speaker shall provide a102 dBA
sound output over a frequency range of 400‐4000 Hz. when measured in
reverberation room per UL‐ 1480. Strobes shall provide synchronized flash.
Strobe output shall be determined as required by its specific location and
application from a family of15cd, 30cd, 75cd, &11Ocd devices.
9. Low Profile Strobes:
a. Provide low profile wall mounted strobes at the locations shown on the
drawings. In and out screw terminals shall be provided for wiring. Strobes
shall provide synchronized flash outputs. Strobe output shall be determined
as required by its specific location and application from a family of15cd,
30cd , 60cd, 75cd, or110cd devices. Low profile strobes shall mount in a
North American 1‐gang box.
D. Instruction Charts: Printed instruction chart for operators, showing steps to be taken
when a signal is received (normal, alarm, supervisory, and trouble); easily readable
from normal operator's station.
1. Provide extra copy with operation and maintenance data submittal.
2. Frame: Stainless steel or aluminum with polycarbonate or glass cover.
3. Provide one for each control unit where operations are to be performed.
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4. Obtain approval of OWNER prior to mounting; mount in location acceptable to
OWNER.
E. Initiation & Control Modules:
1. Relay Module: Provide addressable control relay circuit modules at the locations
shown on the drawings. The module shall provide one (1) form C dry relay
contacts rated at 24Vdc @ 2 amps (pilot duty) to control external appliances or
equipment. The position of the relay contact shall be confirmed by the system
firmware. Provide where indicated on the plans supervised hard‐wired door
holder, fire and smoke damper control relays capable of controlling at 24 vdc
and 120 volt ac. Control relay must be capable of 5.0 amps.
2. Notification Appliance Circuits: Provide addressable notification appliance circuit
modules at the locations shown on the drawings. The module shall provide one
(1) supervised Class B notification circuit. The module shall provide polarized
audible / visual selection for 24Vdc @ 2amps, audio outputs at 25Vrms @ 50
watts or 70 Vrms @ 35 watts.
3. Isolation Module: Provide addressable fault isolator circuit modules at the
locations shown on the drawings. The module shall be capable of isolating and
removing a fault from a Class A data circuit while allowing the remaining data
loop to continue operating.
F. Two‐Way Audio:
1. Telephone Handsets: Provide four (4) firefighter's telephone handsets for use
with the firefighter's telephone jack stations. The telephone handsets shall be
red in color and have a 5 ft (1.3m) coiled cord. Provide Wall‐Mount Cabinet next
to control panel to house Handsets. When required by project for high rise
requirements. Telephone Jacks: Provide stainless steel firefighter's telephone
jack stations at the locations shown on the drawings. The jack station shall be
clearly identified with the words "FIRE FIGHTER'S TELEPHONE" for use with
portable fire fighter telephone handsets.
PART 3 EXECUTION
3.01

Installation

A. Installation Sequence: Installation of the systems shall be conducted in stages by
floors as detailed on drawings and phased such that circuits and equipment are
installed in the following order:
1. Riser conduits, AC power conduits and control cabinets.
2. Fire command center, remote control panel(s), control component(s),
annunciator(s), remote CRT terminal(s), and printer(s).
3. Conduits and wiring for complete notification circuits and appliance installation
throughout facility.
4. Pre‐test the voice communication system and circuits.
5. The voice communication system shall be switched over during a weekend.
6. Test voice communications system function and operation.
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7. Install all new detection devices.
8. Terminations between field devices and the associated control equipment.
9. The detection system shall be switched over and end of each day the system
shall be operational. At no time will the system be placed out of service without
fire watch service. Note: Contractor is to provide 24 hour fire watch surveillance
by qualified persons, while system is down.
10. Complete the interface to the building automation system.
11. Complete contractor pre‐test of system.
12. Complete system testing, point‐to‐point back to control monitoring. UAF shall be
given 7 days notice prior to testing.
B. General:
1. All equipment shall be attached to walls and ceiling/floor assemblies and shall be
mounted firmly in place. Detectors shall not be supported solely by suspended
ceilings. Fasteners and supports shall be sized to support the required load.
C. Conductors:
1. The requirement of this section apply to all system conductors, including all
signaling line, initiating device, notification appliance, auxiliary function, remote
signaling, AC and DC power and grounding/shield drain circuits, and any other
wiring installed by the Contractor pursuant to the requirements of these
Specifications.
2. All circuits shall be rated power limited in accordance with NEC Article 760.
3. Installed in conduit or enclosed raceway. All conductors shall be plenum rated.
Junction boxes shall be painted red.
4. The existing conduits, where applicable, may be re‐used providing they meet the
manufacturer's requirements and NEC/NFPA.
5. All new system conductors shall be of the type(s) specified herein.
6. All initiating circuit, signaling line circuit, AC power conductors, shield drain
conductors and grounding conductors, shall be solid copper, stranded or bunch
tinned (bonded) stranded copper.
7. All signaling line circuits, including all addressable initiating device circuits shall
be18 AWG minimum multi‐conductor jacketed twisted cable or twisted shielded
or as per manufacturer's requirements.
8. All notification appliance circuit conductors shall be solid copper or bunch
tinned (bonded) stranded copper. Where stranded conductors are utilized, a
maximum of 7 strands shall be permitted for No.16 and No.18 conductors, and a
maximum of19 strands shall be permitted for No.14 and larger conductors.
9. All audible notification appliance circuits shall be14 AWG minimum twisted pairs
or twisted pairs shielded or per manufacturer's requirements.
10. All visual notification appliance circuits shall be14 AWG minimum THHN or
twisted pairs or twisted shielded pairs or per manufacturer's requirements.
D. Conductors and Raceway:
1. The entire system shall be installed in a skillful manner in accordance with
approved manufacturer's installation manuals, shop drawings and wiring
diagrams. The contractor shall furnish all wiring, outlet boxes, junction boxes,
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cabinets and similar devices necessary for the complete installation. All wiring
shall be of the type required by the NEC and approved by local authorities having
jurisdiction for the purpose. The Fire Life Safety System shall be installed in
conduit stub‐ups and open air plenum rated wire as required. In new
construction the rough‐in back boxes will be provided by the electrical
contractor. The SUPPLIER shall coordinate with electrical contractor on new
projects, and shall supplier only specialized back boxes as needed, standard
electrical back boxes will be provide by electrical contractor. The SUPPLIER shall
provide all rough‐in, stub‐ups and back boxes on renovated projects.
2. Any shorts, opens, or grounds found on new or existing wiring shall be corrected
prior to the connection of these wires to any panel component or field device.
3. The contractor shall neatly tie‐wrap all field‐wiring conductors in the gutter
spaces of the control panels and secure the wiring away from all circuit boards
and control equipment components. All field‐wiring circuits shall be neatly and
legibly labeled in the control panel. No wiring except home runs from life safety
system circuits and system power supply circuits shall be permitted in the
control panel enclosures. No wiring splices shall be permitted in a control panel
enclosure.
4. All penetration of floor slabs and firewalls shall be fire stopped in accordance
with all local fire codes.
E. Conduit Raceway:
1. All systems and system components listed to UL864 Control Units for Fire
Protective Signaling Systems maybe installed within a common conduit raceway
system, in accordance with the manufacture's recommendations. System(s )or
system components not listed to the UL864 standard shall utilize a separate
conduit raceway system for each of the Sub‐systems.
2. The requirements of this section apply to all system conduits, raceways,
electrical enclosures, junction boxes, pull boxes and device back boxes.
3. All system conduits shall be of the sizes and types specified.
4. All system conduits, which are installed in areas, which may be subject to
physical damage or weather, shall be rigid steel, 3/4 –inch minimum.
5. Conduits shall be sized according to the conductors contained therein. Cross
sectional area percentage fill for system conduits shall not exceed 40%.
6. Provide all new conduit raceway and conduit riser.
7. Existing conduit raceway system may be re‐used where possible.
8. All fire alarm conduit systems shall be routed and installed to minimize the
potential for physical, mechanical or by fire damage, and so as not to interfere
with existing building systems, facilities or equipment, and to facilitate service
and minimize maintenance.
9. All conduits shall be solidly attached to building structural members, ceiling slabs
or permanent walls. Conduits shall not be attached to existing conduit, duct
work, cable trays, other ceiling equipment, drop ceiling hangers/grids or
partition walls, except where necessary to connect to initiating, notification, or
auxiliary function devices.
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10. All system conduits, junction boxes, pull boxes, terminal cabinets, electrical
enclosures and device back boxes shall be readily accessible for inspection,
testing, service and maintenance.
3.02

FIELD QUALITY CONTROL

A. Test and Inspection:
1. All intelligent analog addressable devices shall be tested for current address,
sensitivity, and user defined message.
2. All wiring shall be tested for continuity, shorts, and grounds before the system is
activated.
3. All equipment furnished for this project shall be new and unused. All equipment,
materials, accessories, devices, and other facilities covered by this specification
or noted on contract drawings and installation specifications shall be the best
suited for the intended use and shall be provided by a single manufacturer.
4. Manufacturer's representative and a Record of Completion presented upon
completion shall verify system installation and operations. The manufacturer's
representative shall be responsible for an on‐site demonstration of the
operation of the system and initial staff training as defined by this specification.
Fire alarm contractor shall perform a point by point verification of the entire
system all the way back to the command center controls shop area. All test
equipment, instruments, tools and labor required to conduct the tests shall be
made available by the installing contractor.
5. The system including all its sequence of operations shall be demonstrated to the
OWNER, his representative, and the local fire inspector. In the event the system
does not operate properly, the test shall be terminated. Corrections shall be
made and the testing procedure shall be repeated until it is acceptable to the
OWNER, his representatives and the fire inspector.
6. At the final test and inspection, a factory trained representative of the system
manufacturer shall demonstrate that the system functions properly in
accordance with these specifications. The representative shall provide technical
supervision, and participate during all of the testing for the system.
7. All fire alarm testing shall be in accordance with National Fire Alarm Code, NFPA
72 ‐1999, Chapter 7.
8. A letter from the Contractor certifying that the system is installed entirely in
accordance with the system manufacturers recommendations and within the
limitations of the required listings and approvals, that all system hardware and
software has been visually inspected and functionally tested by a manufacturers
certified representative, and that the system is in proper working order.
4.00

Bid Proposal: (Refer to attachment, form must be fully completed)

A. Contractor to provide Hourly, Non‐Standard, Holiday, Overtime Service Rates, and
Semi‐Annual inspection rates for the installed systems for each building. Provide the
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B.

C.
D.

E.

F.

maximum annual escalation rate of the prices quoted for three years. Refer to the
attached bid document for the project.
These services are to be performed by factory trained and certified personnel, for
this installed Life Safety System. These hourly service rates shall be guaranteed for a
three‐year period unless otherwise specified. The Contractor shall also provide
Annual Inspection Rates for System Testing in compliance with N FPA 72
requirements for three years of system operation. Proof of the level of factory
training and authorization of the servicing CONTRACTOR shall be included in the
submittal.
Evidence of listing by Underwriters' Laboratories for all proposed equipment for use
as Fire Alarm equipment. (Ref: Underwriters' Laboratories, Section UOJZ).
A copy of the Contractors Training Certification, issued by the manufacturer of the
Fire Alarm Control Equipment, shall be provided. These qualification credentials shall
not be more than two years old, to ensure up‐to‐date product and application
knowledge on the part of the installing CONTRACTOR.
Proof shall be furnished that the manufacturer of the Fire Alarm System
Components is certified as an ISO 9001 company in each of the following disciplines:
Design Engineering, Manufacturing, Technical Support, Documentation, Training,
and Marketing.
Contractor is to provide a unit price for the provision of each device necessary for a
complete and operable system. If a device is not listed that the contractor must
provide for an acceptable fully operable system. Then the contractor needs to add
the item to the list and provide a unit cost for the device. The unit price shall include
all cost for supplying, cabling, installing, testing and certifications. The sample
spreadsheet list is not intended to be fully inclusive of all components for all the
different suppliers. FA suppliers are to modify as needed to provide unit pricing and
options for a complete and operable system.

FIRE ALARM AND DETECTION SYSTEMS
END OF SECTION
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PART 8 ‐ I4 – SURVEILLANCE AND CCTV SYSTEMS
GENERAL
8.12

Specification Overview
A. This performance specification provides the minimum requirements for the
Surveillance and CCTV Systems. The system shall include, but is not limited to all
equipment, materials, labor, documentation and services necessary to furnish and
install a complete, operational system to include but not limited to the following
functions:
1.
2.
3.
4.
5.
6.
7.
8.

24 Hour Video Surveillance.
Network Video Capture.
Network Video Storage.
Allow for LIVE and ARCHIVE review of Video as well as export.
Alarm Based Recording and Reporting
Properly and completely install hardware and software listed in this specification.
Train OWNER on the basic and advanced functions of systems and devices installed.
Secure Video hardware and software to prevent theft and Vandalism, both from
physical threats and digital intrusion.
9. Communicate all network hardware needs to UofA Information Technology’s
Networking Team to allow for proper integration into OWNER’s managed network.
10. Communicate all computer hardware installation to UofA Information Technology’s
project representative, allowing for coordination of new hardware into OWNER’s Active
Directory structure.

B. All equipment and materials shall be standard components that are regularly used in
the manufacturer’s system.
C. All equipment shall be thoroughly tested in actual use.
D. All equipment shall be supported with an available toll‐free (U.S. and Canada)
technical support number from the manufacturer that is available at all times.
E. Network Video Recorders shall have the capability to be managed and serviced from
remote location via internet.
F. Detailed specification sheets of all equipment must be submitted with bid.

8.13

Network Video Recorder Software
A. Video Server shall run software which is fully capable of managing and integrating
both new and existing video infrastructure. Integration may include, but not limited
to: camera hardware, video encoders, video recording equipment and other legacy
communications equipment.
B. CCTV Management and Review software shall support:
1.
2.
3.
4.
5.

Up to 128 video streams per server.
100 servers per site.
Unlimited concurrent connections.
Lossless Compression on IP Networks.
Device Auto Discovery.
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6.
7.
8.
9.
10.
11.
12.

Third‐Party IP cameras and encoders.
Windows User Authentication via NTLM or Active Directory.
Alarm management and alerting.
Scheduled Backup Management.
DSX Integration.
Lenel/OnGuard Integration.
FcWnx Integration.

C. Management Application:
1. The Server shall be designed to run on a Windows platform, supporting both Desktop
and Server class operating systems.
2. Server shall run as a System Service. This service shall run as part of the local service
account. This service shall be running as long as the system is booted and has started
Windows. It shall not require the user to be logged in.
3. The Server will store settings in SQL Express and shall not require a full MS‐SQL license.
4. The service shall connect to the camera and handle streaming to the server. It shall not
require each client to connect to individual cameras.
5. This service shall allow the cameras to be placed on one network and the clients on a
separate network using a different IP range.
6. The server shall only require two ports for streaming video as well as handling any
setting changes or commands from the client software.
7. The Server shall simultaneously record the video streams from different cameras.
a. The service shall handle transcoding of the camera streams if the cameras are
H.246 or MJPEG based. The video shall be re‐encoded to WMV to reduce storage
needs and to reduce the impact of streams to clients on the server.
b. For H.246 or MPEG‐4 based cameras, the video shall be stored in the native codec
of the server.
c. Each camera will have the option to be able to be stored in different locations (i.e.
One locally, another on a NAS, a third on a different network share)
8. The Server shall support motion detection at the camera and at the software levels.
9. The Server shall provide graphic examples of what it determines as motion to thick
clients if the thick client requests it.
a. The software shall display the motion detection as an outline around the area
moving.
b. The software shall provide a bar showing the total percentage of change. This bar
shall have a slider on it to allow the user to quickly set motion detection.
10. The Server shall allow for multiple zones to be set within an image that support differing
motion detection values within a cameras field of view.
a. There shall be no limit on the total number of zones allowed, either on a per camera
or per server basis.
b. Zones should allow the ability to ignore motion within an area.
c. The user shall have the ability to move the zones after the fact.
d. Motion zones should be able to be tied into a rules engine to allow the software use
them as triggers for events.
11. The Server shall support the use of imported maps to show camera placement. These
maps will be in .jpg, .gif, or .bmp formats as determined by the user.
a. Hovering over a camera on a map shall cause it to be displayed in a window on the
side.
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12.
13.

14.
15.
16.

17.
18.

b. When the camera is displayed on the side, the option to review recently recorded
video will be available to them.
c. The user shall be able to embed layouts onto the facility map. Clicking on the layout
shall change the display of the client software.
d. Alarms from DIOs shall be able to be embedded as well.
e. Audio sources shall also be an option.
f. Other facility maps shall also be an option to embed. Clicking on a different
embedded map shall bring up that map.
The Server shall not require the administrator to contact the manufacturer to replace a
camera.
The Server shall support reporting to a diagnostic tool.
a. The server will report the number of active cameras.
b. The server shall report active cameras offline.
c. The version of the server.
d. The amount of disk space left.
e. The recording status of the server.
The server shall support pre‐motion and post motion recording.
The server shall support customizable layouts. The layouts will allow for blank spaces
within the layout.
The server shall support an unlimited number of users.
a. Users can be drawn from either an Active Directory server or entered manually.
b. There will be five different levels of user.
c. Users can be members of a group with settings set for the group. Individual user
settings can override the group settings.
d. Permissions can be set for live viewing, access to recorded video and control of PTZ
cameras. Permissions can be defined on a per camera basis.
The server will include a diagnostic version with limited interface, to allow for testing of
the server.
A rules engine shall be included to allow the server to handle more complex tasks.
a. Triggers will include:
i. Dry contacts (DIO)
ii. Motion detection of a camera stream.
iii. Scheduled events. Events can be scheduled on daily, weekly, or monthly basis.
Individual events can be handled as well.
iv. An Alert button for the user interaction in the monitor station.
v. Inputs sent programmatically via appropriate APIs.
b. Actions will include:
i. Logging the event.
ii. Opening or closing a dry contact.
iii. Sending an e‐mail with a custom text message tied to the trigger. Multiple
texts will be allowed for different triggers.
iv. Sending an e‐mail with an .avi clip from a selected camera.
v. Sending an e‐mail with a .jpg of a selected event from a camera.
vi. Opening a live window for a user who is viewing.
vii. Move a PTZ to a certain preset location.
viii. Force recording.
ix. Force recording with audio.
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19. PTZ functionality within the camera will be supported.
20. The server will only stream video to clients that the clients request.

A. Monitor Station:
1. The monitor station will be a thick client for viewing live and recorded video, along with
handling administrative tasks.
2. The thick client will support an encrypted XML file for storing settings. The file can be set
up to be shared between many clients, allowing the administrator to update all clients
with a single file push.
3. Clients will be able to us Active Directory to authenticate users.
4. The Monitor Station will display the servers it’s connected to along with the server’s
cameras in a tree view on the left hand side.
a. The tree view will allow the user to see the status of the servers that the instance of
the monitor station is privy to.
b. The tree view will also include access to custom layouts, facility maps and action
buttons.
c. There will be an option to hide the tree on start up of the monitor station.
5. The thick client will not be limited in the number of servers it can connect to.
a. Live view will allow views of 1 ‐ 32 cameras.
b. Layouts will be selectable via icon or keyboard function keys.
c. Layouts will not be limited to cameras from a single server.
d. Users will be able to get any combinations of layouts to cycle through on the main
screen.
6. Live view will allow cameras to be dragged and dropped onto the live view from the left
hand tree. Cameras can be duplicated in a view.
7. Users will be able to invoke a digital zoom by drawing a box.
8. Digitally zoomed areas will be treated as a digital PTZ.
9. Live view will support a full screen mode that hides the UI.
10. Right clicking on a camera in live view will have the following behaviors:
a. Right clicking on a camera within live view will allow the user to be able to review
the recently recorded video for that camera.
b. Right clicking on a camera within live view will also allow access to the properties
dialog box for that camera.
c. Right clicking on a camera will bring up the option to save a still image of the live
view.
d. Live audio will be able to be accessed by right clicking on a camera in the live view.
e. Allowing access to recorded video.
11. Recorded video will be able to be accessed by right clicking the live view, expanding the
camera in the tree view, or by opening the media player via the pull down menus.
12. The Media player shall support the following functionality:
a. The ability to fast forward and rewind video at up to 16x normal playback speed. .
b. The ability to generate clips of recorded video. The clips can be defined by either
frame numbers or by the use of slider bars visible on the player.
c. The ability to save video directly to a CD or to a local hard drive or network share.
d. If motion detection and logging are enabled, a timeline of video will be displayed.
The user will be able to zoom in on the timeline and use it to select where video will
start playing from.
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e. Users will have access to a motion log which will show motion events and how long
they occurred for. Clicking on the entry will start the video from the appropriate
spot.
f. The player will support digital zoom.
g. The player will have the option to allow an object search. The user will be able to
define an area and seek out changes in the image within that area.
A separate player will allow for the use of synchronized playback.
The thick client will include a repair utility for corrupted video.
The Monitor Station will be able to display logging information, such as changes to the
server, lost camera signals and other errors. This functionality will be limited to
administrative users. The log will be exportable as text or to the Windows clipboard.
Facility maps will be available in the software for viewing.
a. When the user hovers over a camera in the facility map it will display the camera in
a window off the side of the map.
b. While a camera is displayed it will allow access to recorded video from that camera
as well as the live stream.
c. If motion is detected at the camera, the camera will change color on the map.
d. Cameras will display where they are pointed.
e. Embedded layouts will change the layout of the Monitor station if they are clicked
on.
f. Embedded Facility maps will cause the current map to change to the embedded
map if clicked on.
The Monitor Station will support the Axis Joystick.
The software shall support the ability to open a live window that can be moved around.
This window will be able to access the view of any camera or layout the user has access
to.
The user will be able to enable or disable the following settings:
a. Server name in the live view.
b. Camera Name in the live view.
c. Audio notification on motion.
d. Forcing aspect ratio.
e. Use Direct Show for display.
f. Double clicking to change the server layout.
g. Double clicking expands the camera.
h. Allowing multiple live windows.
i. Block live windows from popping up.
j. Live window always on top.
k. The speed in which layouts cycle.
l. Hiding left tree on start up.
m. Launching Facility maps on start up.
Users with Administrator privileges will be able to configure the server and camera
settings. Users will also be able to test SMTP settings and database settings.
Users will be able to access a graphic representation of what the server’s motion
detection settings are picking up.
Users will be able to configure user settings as well as layout settings from within the
thick client.

B. Web Client:
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1. The Web Client will be a thin client, using either an active‐x control or an MJPEG
streaming method.
2. It shall support IE, Firefox and Safari.
3. It will not be limited to Windows platforms only.
4. Users will not be able to change any settings within the server via the thin client.
5. Users will be able to select layouts for live viewing, or individual cameras or groups of
cameras.
6. Users will be able to access recorded video.
7. The web client will use IIS as its web server.

C. Health Monitor:
1. The Health Monitor will listen for reports given by the service as to its status.
2. If the Health Monitor detects anything abnormal, it will give a visual display through a
web front end, or by sending out an e‐mail.
3. It will be able to support an unlimited number of servers.
4. It will be hosted locally or across the internet.

D. LTS:
1. Long Term Storage solution will be a service that allows for automated backing up of the
server.
2. It will allow for trans‐coding of the video stored on the server.
3. It will support reducing frame rate of video over a certain age.
4. It will allow for continuous or scheduled usage.

Network Video Recorder. NVR Active directory integration must meet with approval of
UA IT. UA IT will first have the opportunity to provide Active Directory credentials to
support installation and secure the NVR. Any credentials must be approved by UA IT.

8.14

A.
B.
C.
D.
E.
F.
G.
H.
I.
J.
K.
L.
M.
N.
O.
P.
Q.
R.
S.

Reference System
Analog Video Inputs
IP Camera Inputs
Live Display Rate
Recorded Rate
Max Resolution
Storage
RAID
Removable Drives
Operating System
Emergency Recovery Disk
Processor
Memory
Audio
External Monitor Support
External Multiplexed Support
Analog Video Loop Out Ports
Video Port Connectors
Ethernet Port

Dell PowerEdge R700 series 2U
N/A
Up to 128
320 FPS
240 FPS at D1
720x576
6 TB SATAII
RAID 5
DVD‐RW
Microsoft Windows 2012 server
Included
PE 700 Xeon
4 GB
None
Must support 1 external monitor
N/A
N/A
N/A
1000MB/Gigabit
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T.
U.
V.
W.

Digital Inputs
Supports varies by camera model
Digital Outputs
Supports varies by camera model
PTZ Control
Supports varies by camera model
Software
IP Server, Monitor Station, Web Client, Health
Monitor and Long Term Storage (LTS) Manager
X. Included Accessories
Keyboard, Mouse, and Power Cable
Y. Operating Temperate Range
50° to 95°F
Z. Form Factor
2U Rack 29.31” D x 17.5” W x 3.4” H Weight: 51 lbs.

Network Storage Server: Active directory integration must meet with approval of UA IT.
UA IT will first have the opportunity to provide Active directory credentials to support
installation and secure the NSS. Any credentials must be approved by UA IT.
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A.
B.
C.
D.
E.
F.
G.
H.
I.
J.
K.
L.
M.
N.

Reference System
Analog Video Inputs
Storage
RAID
Removable Drives
Operating System
Emergency Recovery Disk
Processor
Memory
Audio
Ethernet Port
Included Accessories
Operating Temperate Range
Form Factor

Dell PowerEdge R700 series 2U
None
6 TB SATAII
RAID 5
DVD‐RW
Microsoft Windows 2012 server
Included
PE R700 Xeon
2 GB
None
Gigabit
Keyboard, Mouse, and Power Cable
50° to 95°F
2U Rack 29.31” D x 17.5” W x 3.4” H Weight: 51 lbs.

Camera 1: 1‐5 Megapixel Fixed Dome, Power over Ethernet, varifocal DC‐Iris, H.264 HD
Dome Cameras ,indoor camera, No PTZ.
A. Reference Models Manufacturer is Avigilon. with tamper‐resistant housing. The
camera shall have the form factor as typical of a CCTV video camera for use in a
dome housing.
B. Image sensor:

8.16

1.
2.
3.
4.
5.
6.
7.

Shall be Progressive Scan RGB CMOS 1.3 ‐ 5 Megapixel, dependant on application
Lens shall be Varifocal 2.8 ‐ 10 mm, F1.2‐1.6, dependant on application
DC‐iris or P‐iris dependant on application
Focus range shall be 0.3 m to infinity,
Definition shall allow 40px/ft on target,
Angle of view shall be 27°‐100° horizontal
Camera angle Adjustment shall be Pan none
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8. Minimum illumination shall be 2 lux, F1.3

C. Video compression:
1. Motion JPEG.
2. MPEG‐4 Part 2 (ISO/IEC 14496‐2) with motion estimation.

D. Profiles:
1. Advanced Simple Profile level 0‐5 and Simple.
2. Profile levels 0‐3.

E. Resolutions:
1. Resolutions from 1280x1024 to 160x90 via API.
2. Selections via configuration web page.

F. Frame rate (Partial scan takes the data from the center region of the sensor and
scales it down to present an image at optimal frame rate.
1.
2.
3.
4.
5.
6.

Motion JPEG: U p to 12 fps at 1280x1024.
20 fps at 1024x768 (partial scan).
30 fps at 800x600 (partial scan).
MPEG‐4: U p to 8 fps at 1280x1024.
13 fps at 1024x768 (partial scan) .
20 fps at 800x600 (partial scan) .

G. Video streaming:
1. Simultaneous Motion JPEG and MPEG‐4.
2. Controllable frame rate and bandwidth.
3. Constant and variable bit rate (MPEG‐4).

H. Image settings:
1. Compression levels: 100
2. Rotation: 0º, 180º
3. Configurable color level, brightness, sharpness, contrast, white balance, exposure
control, fine tuning of behavior at low light
4. Overlay capabilities: time, date, text, image or privacy mask

I. Shutter time shall accommodate a range from 1/4 s to 1/15000 s
J. Audio shall accommodate:
1.
2.
3.
4.
5.

Two‐way (half duplex), one‐way or audio off
Built‐in microphone, external microphone input or line
input
Mono audio output (line level) connects to active
speaker with built‐in amplifier

K. Audio compression:
1. AAC LC 8 32kbit/s
2. G.711 PCM 64 kbit/s
3. G.726 ADPCM 32 or 24 kbit/s

L. Security:
1.
2.
3.
4.

Multiple user access levels with password protection
IP address filtering
HTTPS encryption
IEEE 802.1X network access control

M. Users:
1. 20 simultaneous users
2. Unlimited number of users using multicast (MPEG‐4)
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N. Alarm and event management:
1.
2.
3.
4.
5.
6.

Events triggered by video motion detection, audio
detection, external input or according to a schedule
Image upload over FTP, email and HTTP
Notification over TCP, email, HTTP and external output
Pre‐ and post alarm buffer: up to 24 MB (300 images or
more, in full 1280x1024 resolution)

O. Connectors:
1.
2.
3.
4.
5.
6.

RJ‐45 for Ethernet 10BaseT/100BaseTX
Mini DC power jack
Terminal block for 1 alarm input and 1 output
3.5 mm jack for Mic in (max 80 mVpp) or
Line mono input (max 6.4 Vpp), 3.5 mm jack for Line mono
output (max 1.3 Vpp) to active speaker

P. Casing shall be Polycarbonate base and polycarbonate transparent cover.
Q. Processors and Memory:
1. CPU, video processing and compression: ARTPEC‐A
2. RAM: 64 MB, Flash: 8 MB

R. Power:
1. 4.9‐ 5.1 V DC max 3.8 W
2. Power over Ethernet IEEE 802.3af, Class 1 power
3. Classification, Battery backed‐up real‐time clock

S. Operating conditions:
1. 0–50 ºC (32–122 ºF)
2. Humidity 20‐80% RH (non‐condensing)

T. Video access from web browser:
1.
2.
3.
4.
5.

Camera live view
Video recording to file (ASF)
Sequence tour for up to 20 Axis video sources
Customizable HTML pages
Minimum web browsing requirements shall be:
a. Pentium III CPU 500 MHz or higher, or equivalent AMD 128 MB RAM
b. AGP graphics card 32 MB RAM, Direct Draw
c. Windows XP, 2000, DirectX 9.0 or later
d. Internet Explorer 6.x or later
U. System integration Support:
1. Open API for application integration including
2. Quality of Service (QoS) Layer 3, DiffServ Model
3. Embedded Linux operating system

V. Supported protocols:
1.
2.
3.
4.
5.
6.
7.

IPv4/v6
HTTP
HTTPS
SSL/TLS*
TCP
QoS
SNMPv1/v2c/v3
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8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

(MIB‐II)
RTSP
RTP
UDP
IGMP
RTCP
SMTP
FTP
ICMP
DHCP
UPnP
Bonjour
ARP
DNS
DynDNS
SOCKS
NTP
IEEE802.1X.
More information on protocol usage available for use in the Open SSL Tool kit

W. Included accessories:
1.
2.
3.
4.
5.
6.
7.

Power supply 5.1 V DC,
mounting and connector kits,
Installation Guide,
CD with installation tools,
Recording software and User’s Manual,
MPEG‐4 licenses (1 encoder, 1 decoder),
MPEG‐4 decoder (Windows)

X. Accessories (not incl.):
1.
2.
3.
4.

Housings for adverse indoor/outdoor environments
Power over Ethernet midspans
AXIS 292 Network Video Decoder
MPEG‐4 Decoder multi‐user license pack

Y. Approvals:
1. EN 55022 Class B, EN 61000‐3‐2, EN 61000‐3‐3, EN
2. 55024, FCC Part 15 Subpart B Class B, ICES‐003 Class B,
3. VCCI Class B, C‐tick AS/NZS CISPR 22, EN 60950
4. Power supply: EN 60950, UL , CSA

Z. Maximum Dimensions (HxWxD) and weight
5.7” x 5.2”) and 425 g (0.94 lb)
8.17

shall be 110 x 160 x 150 mm (3.7” x

Fixed Dome, Power over Ethernet, Varifocal DC‐Iris, indoor camera with PTZ:
A. Reference Models Manufacturer is Avigilon with tamper‐resistant housing. The
camera shall have the form factor as typical of a CCTV video camera for use in dome
housing.
B. Image Sensor:

122

1.
2.
3.
4.
5.
6.
7.

1/4” Micron progressive scan RGB CMOS.
Lens: Fujinon, F1.3 varifocal 2.8‐10 mm, DC‐iris.
Focus range shall be 0.3 m to infinity.
Angle of view shall be Horizontal: 20°‐73°.
Camera angle adjustment
Pan 360°, tilt 170°, rotation 340°.
Minimum illumination.
1 lux, F1.3.

C. Video compression:
1. Motion JPEG.
2. MPEG‐4 Part 2 (ISO/IEC 14496‐2) with motion estimation .

D. Profiles:
1. Advanced Simple Profile and .
2. Simple Profile.

E. Resolutions:
1. 9 resolutions from 640x480 to 160x120 via API.
2. 6 selections via configuration Web page.

F. Frame rateUp to 30 fps in all resolutions (Motion JPEG or MPEG‐4).
G. Video streaming:
1. Simultaneous Motion JPEG and MPEG‐4.
2. Controllable frame rate and bandwidth.
3. Constant and variable bit rate (MPEG‐4).

H. Image settings:
1. Compression levels: 100
2. Rotation: 0º, 180º
3. Configurable color level, brightness, sharpness, contrast, white balance, and exposure
control.
4. Overlay capabilities shall include time, date, text, image or privacy mask.

I. Shutter time shall be 1/4 s to 1/15000s
J. Audio shall be configurable for built‐in or external microphone.
K. Audio compression:
1. Audio in: AAC LC 8‐32 kbit/s, G.711 PCM 64 kbit/s, G.726 ADPCM 32 or 24 kbit/s
2. Audio out: G.711 PCM 64 kbit/s, G.726 ADPCM 32 or 24 kbit/s .
3. Half duplex, simplex or audio off.

L. Security:
1.
2.
3.
4.

Multiple user access levels with password protection.
IP address filtering.
HTTPS encryption.
Network control IEEE 802.1X

M. Users:
1. 20 simultaneous users.
2. Unlimited number of users using multicast (MPEG‐4).

N. Alarm and event management:
1. Events triggered by built‐in multi‐window motion detection, audio detection, external
input or according to a schedule.
2. Image upload over FTP, email and HTTP.
3. Notification over TCP, email, HTTP and external output.
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4. Pre‐ and post alarm buffer of 9 MB (approx 5 min of 320x240 resolution video at 4
frames per sec).

O. Connectors:
1.
2.
3.
4.
5.

Ethernet 10BaseT/100BaseTX, RJ‐45 .
Mini DC power jack.
Terminal block for 1 alarm input and 1 output .
3.5 mm jack for Mic in (max 80 mVpp) or Line mono input (max 6.4 Vpp)
3.5 mm jack for Line mono output (max 1.3 Vpp) to active speaker.

P. Casing shall be Polycarbonate base and polycarbonate transparent cover .
Q. Processors, memory and clock:
1. CPU, video processing and compression: ARTPEC‐A, RAM: 32 MB, Flash: 8 MB

R. Power:
1. 4.9‐ 5.1 V DC max 3.8 W
2. Power over Ethernet IEEE 802.3af, Class 1 power
3. Classification, Battery backed‐up real‐time clock

S. Operating conditions:
1. 0–50 ºC (32–122 ºF)
2. Humidity 20‐80% RH (non‐condensing)

T. Video access from web browser:
1.
2.
3.
4.
5.

Camera live view.
Video recording to file (ASF).
Sequence tour for up to 20 Axis video sources.
Customizable HTML pages.
Minimum web browsing requirements shall be:
e. Pentium III CPU 500 MHz or higher, or equivalent AMD 128 MB RAM
f. AGP graphics card 32 MB RAM, Direct Draw
g. Windows XP, 2000, DirectX 9.0 or later
h. Internet Explorer 6.x or later

U. System integration Support
1. Open API for application integration including.
2. Quality of Service (QoS) Layer 3, DiffServ Model.
3. Embedded Linux operating system.

V. Supported protocols:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.

IPv4/v6
HTTP
HTTPS
SSL/TLS*
TCP
QoS
SNMPv1/v2c/v3
(MIB‐II)
RTSP
RTP
UDP
IGMP
RTCP
SMTP
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

FTP
ICMP
DHCP
UPnP
Bonjour
ARP
DNS
DynDNS
SOCKS
NTP
IEEE802.1X.
More information on protocol usage available for use in the Open SSL Tool kit

W. Included accessories:
1.
2.
3.
4.
5.
6.
7.

Power supply 5V DC,
mounting and connector kits,
Installation Guide,
CD with installation tools,
Recording software and User’s Manual,
MPEG‐4 licenses (1 encoder, 1 decoder),
MPEG‐4 decoder (Windows)

X. Accessories (not incl.):
5.
6.
7.
8.

Housings for adverse indoor/outdoor environments
Power over Ethernet midspans
AXIS 292 Network Video Decoder
MPEG‐4 Decoder multi‐user license pack

Y. Approvals:
1. EN 55022 Class B, EN 61000‐3‐2, EN 61000‐3‐3, EN
2. 55024, FCC Part 15 Subpart B Class B, ICES‐003 Class B,
3. VCCI Class B, C‐tick AS/NZS CISPR 22, EN 60950
4. Power supply: EN 60950, UL , CSA

Z. Dimensions (HxWxD)and weight shall not exceed 100 x 150 x 150 mm (3.7” x 5.7” x
5.2”) Weight: 425 g (0.94 lb) excl. power supply (AXIS 216FD) 580 g (1.28 lb) excl.
power supply (AXIS 216FD‐V)
8.18

Power over Ethernet, varifocal DC‐Iris, indoor/outdoor camera:
A. Reference Models Manufacturer is Avigilon. With tamper‐resistant housing. The
camera shall have the form factor as typical of a CCTV video camera for use in dome
housings.
B. Image Sensor:
1.
2.
3.
4.
5.

1/4” Sony Wfine progressive scan RGB CCD Sensor
Lens shall be 4.0 mm, F1.2, fixed iris, CS mount
Shall be ‐ 8.0 mm, F1.0, DC‐iris, CS mount
Angle of view shall be 27º‐67º horizontal
Minimum illumination shall be 0,75 lux, F1.

C. Video compression:
1. Motion JPEG
2. MPEG‐4 Part 2 (ISO/IEC 14496‐2),
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3. Profiles: ASP and SP
4. Resolutions
5. 16 resolutions from 640 x 480 to 160 x 120 via API,
6. 5 selections via configuration web page

D. Frame rate:
1. Motion JPEG: Up to 30 fps in all resolutions
2. MPEG‐4: Up to 25 fps at 640x480; Up to 30 fps at 480x360 or lower

E. Video streaming:
1. Simultaneous Motion JPEG and MPEG‐4
2. Controllable frame rate and bandwidth
3. Constant and variable bit rate (MPEG‐4)

F. Image settings:
1. Compression levels: 11 (Motion JPEG)/23 (MPEG‐4)
2. Rotation: 90º, 180º, 270º
3. Configurable color level, brightness, contrast, exposure, white balance, fine tuning of
behavior at low light
4. Overlay capabilities: time, date, privacy mask, text or image

G. Shutter time shall allow 2 sec to 1/12500 sec
H. Security:
1. Multiple user access levels with password protection
2. IP address filtering

I. Users:
1. 20 simultaneous users
2. Unlimited users using multicast (MPEG‐4)

J. Language support:
1. (Web interface) English. Downloadable language files for French, German, Italian,
Japanese and Spanish are available at www.axis.com/techsup.
2. Other language files may also be available

K. Alarm and event management:
1.
2.
3.
4.
5.

Events triggered by built‐in motion detection,
external input or according to a schedule
Image upload over FTP, email and HTTP
Notification over TCP, email, HTTP and external output
Pre‐ and post alarm buffer: up to 1.2 MB (up to 40 sec of 320x240 video at 4 frames per
sec)

L. Connectors:
1. RJ‐45 for Ethernet 10BaseT/100BaseTX
2. Terminal block for 1 alarm input,
3. 1 output and alternative power connection

M. Processors, memory and clock:
1. CPU: ETRAX 100LX 32bit
2. Video processing and compression: ARTPEC‐2
3. RAM: 16 MB, Flash: 4 MB

N. Power:
1. 7‐20 V DC max 7 W
2. Battery backed up real‐time clock
3. AXIS 211: PoE IEEE802.3af Class 2
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O. Operating conditions:
1. 5 ‐ 45 ºC (41 – 113 ºF)
2. Humidity 20 ‐ 80% RH (non‐condensing)

P. Installation, management and maintenance:
1.
2.
3.
4.
5.
6.
7.

Web‐based configuration.
configuration of backup and restore.
Video access from Web browser, Camera live view.
Video recording to file (ASF).
Sequence tour for up to 20 external Axis video sources.
Customizable HTML pages.
Minimum web browsing requirements shall be :
a. Pentium III CPU 500 MHz or higher, or equivalent AMD 128 MB RAM.
b. AGP graphics card 32 MB RAM, Direct Draw.
c. Windows XP, 2000, DirectX 9.0 or later.
d. Internet Explorer 6.x or later.

Q. System integration support
Open API for application integration including AXIS
VAPIX API*, AXIS Media Control SDK*, event trigger data in video stream.
R. Quality of Service (QoS) Layer 3, DiffServ Model.
S. Embedded Linux operating system.
T. Supported protocols:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

IPv4/v6
HTTP
TCP
QoS
RTSP
RTP
UDP
IGMP
RTCP
SMTP
FTP
ICMP
DHCP
UPnP
Bonjour
ARP
DNS
DynDNS
SOCKS.

U. Included Accessories:
1.
2.
3.
4.
5.
6.
7.

Power supply 9 V DC.
stand, connector kit.
Installation Guide.
CD with installation tool.
software and User’s Manual.
MPEG‐4 licenses (1 encoder, 1 decoder).
MPEG‐4 decoder (Windows) .
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V. Accessories (not incl.):
1.
2.
3.
4.

Housings for adverse indoor/outdoor environments
Power over Ethernet midspans.
AXIS 292 Network Video Decoder.
MPEG‐4 Decoder multi‐user license pack.

W. Approvals:
1. EN 55022 Class B, EN 61000‐3‐2, EN 61000‐3‐3, EN 55024, FCC Part 15 Subpart B Class B,
ICES‐003 Class B, VCCI Class B, C‐tick AS/NZS 3548, EN 60950
2. Power supply: EN 60950, UL, cUL

X. Dimensions (HxWxD) and weight shall not exceed 50 x 100 x 180 mm (1.5” x 3.7” x
7.0”), 250 g (0.55 lb) excl. power supply
8.19

20X Optical Zoom IP Pan Tilt Zoom Camera:
A. Reference Models Manufacturer is Avigilon. With tamper‐resistant housing. The
camera shall have the form factor as typical of a CCTV video camera for use in dome
housings.
B. Image Sensor:
3. Pick‐up element shall be 1/4” interline transfer SuperCCD™
4. Effective picture elements shall be 648 x 486 x 2 pixel (honeycomb layout)
5. Resolutions :
a. SXVGA (1280 x 960).
b. VGA (640 x 480) default.
c. QVGA (320 x 240).
d. QQVGA (160 x 120).
e. Frame per second (fps).
f. SXVGA: Max 7.5 FPS.
g. VGA: Max 30 FPS.
h. QVGA: Max 30 FPS.
i. QQVGA: Max 30 FPS.

6. Lens:
a.
b.
c.
d.
e.
f.

22x optical zoom, f=4.0 mm to 88.0 mm,
F1.6 (wide), F3.8 (tele)
Focus mode shall be Auto/manual/preset
Slow shutter speeds shall allow for: Off, 1/7.5 s (x4), 1/3.75 s (x8), 1/2.5 s (x12),
1/1.8 s (x16), 1 s (x30), 2 s (x60), 4 s (x120),Off=1/30 s
Iris control shall be adjustable for Auto/manual

C.
D.
E.
F.
G.

Auto white balance shall be adjustable for Normal/wide.
AGC (gain) shall be adjustable between Standard and max.
Color gain shall be adjustable for R‐Y/B‐Y gain control.
Sharpness shall be adjustable (sharp/standard/soft).
White balance shall be adjustable for Auto, indoor 1, indoor 2, outdoor, hold,
manual.
H. Backlight compensation shall be adjustable between: Off, screen upper 2/3, screen
lower 2/3, screen center 1/3, screen center 1/6, screen right and left 1/2, auto.
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I.
J.
K.
L.
M.
N.
O.
P.
Q.

Image compression
shall be JPEG.
Video streaming format shall be Motion JPEG.
Pan angle shall be at minimum ‐175° to +175°.
Pan speed shall be at minimum 300° per second.
Tilt angle Desktop shall be at minimum ‐30° to 90°, Ceiling ‐90° to 30°.
Tilt speed shall be at minimum 200° per second.
Minimum subject illumination shall be at minimum 0.13 lux @ F1.6 at AGC High.
Day night function (color cut) included.
Protocols:
1. TCP/IP
2. UDP
3. FTP
4. DHCP
5. HTTP
6. DNS
7. DDNS
8. ARP
9. ICMP
10. SMTP
11. POP3
12. RNCP
R. Ethernet connection shall be at minimum 100Base‐T, 1000Base‐TX.
S. Ethernet port shall be RJ45.
T. Audio in/out shall accommodate 1‐microphone in and 1‐line out.
U. Alarm on/out shall accommodate 1‐alarm in and 1‐alarm out.
V. External storage shall accommodate Slot for SD memory card.
W. Operating system shall be Linux.
X. Camera mounting shall accommodate desktop, ceiling.
Y. Power supply shall be 12 V DC (±10%), 100‐240 V AC.
Z. Power consumption shall be no more than 20 W.
AA. Operating temperature shall be 14° F to 104° F (‐10° C to 40° C).
BB. Dimensions (inches) shall be a maximum of 4.48 (W) x 5.35 (H) x 4.48 (L) Weight
1.58 lbs. (720 grams)
Y. Included Accessories:
1.
2.
3.
4.
5.
6.
7.

Power supply 9 V DC.
stand, connector kit.
Installation Guide.
CD with installation tool.
software and User’s Manual.
MPEG‐4 licenses (1 encoder, 1 decoder).
MPEG‐4 decoder (Windows).

Z. Accessories (not incl.):
5. Housings for adverse indoor/outdoor environments.
6. Power over Ethernet midspans.
7. AXIS 292 Network Video Decoder.
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8. MPEG‐4 Decoder multi‐user license pack.

AA. Approvals:
7. EN 55022 Class B, EN 61000‐3‐2, EN 61000‐3‐3, EN 55024, FCC Part 15 Subpart B Class B,
ICES‐003 Class B, VCCI Class B, C‐tick AS/NZS 3548, EN 60950.
8. Power supply: EN 60950, UL, cUL.
8.20

Rack Mount KVM switch with LCD and Keyboard:
A.
B.
C.
D.
E.
F.
G.
H.
I.
J.
K.
L.

1U – 15” / 17” TFT/LCD high‐resolution monitor.
Tactile keyboard with separate numeric keypad.
Integrated trackball or touchpad.
PS/2 connections.
Built‐in single or multiple user KVM switch option.
Provides access to as many as 1,000 computers.
Quick and easy rack mounted installation.
Supports AT/XT, PS, and UNIX computer.
Front panel conceals unit when it is not in use.
Full size keyboard for typing comfort.
Keyboard available in international variations.
Monitor OSD control color, brightness, contrast, position, and sharpness of the
display.
M. Front panel controls for quick adjustments.
N. Easy‐glide KVM drawer can be mounted at any height in a standard 19” rack.
8.21
48 Port Power over Ethernet Switch – All Switchgear must meet with approval of UA IT.
All Switchgear and chassis mounting locations must meet with approval of UA IT. UA IT will
first have the opportunity to provide hardware to support port space. The only brand and
model currently accepted by UA IT is the Juniper EX3300‐48P Series (No substitutions).
8.22

8.23

1.25 Gigabit Ethernet‐Multimode Transceiver:
A. 850nm VCSEL.
B. Date Rate: 1.25Gbps, NRZ .
C. Single +3.3V Power Supply.
D. RoHS Compliant and Lead‐free.
E. AC/AC Differential Electrical Interface.
F. Compliant with Multi‐Source Agreement (MSA).
G. Small Form Factor Pluggable (SFP).
H. Duplex‐LC Connector.
I. Compliance with specifications for IEEE 802.3z Gigabit Ethernet at 1.25Gbps.
J. Compliance with ANSI specifications for Fiber Channel applications at 1.06Gbps .
K. Eye Safety Designed to meet Laser Class 1 comply with EN60825‐1.
Heavy duty Exterior Weather Proof Camera Housing:
A. The housing shall be weatherproof and designed to hold up under tough outdoor
use.
B. The housing shall come with adjustable wall‐mount brackets.
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C. The housing shall be available with an optional heater and fan unit.
D. The housing shall operate best at temperatures between 32 and 1 22°F (0 to 50°C)
without a heater/fan unit or between ‐1 3 and 1 22°F (‐25 and 50°C) with a
heater/fan unit.
E. The housing shall be constructed of 1 /4‐inch aluminum.
F. The housing shall have a gray finish.
G. The electrical specifications for the housing shall be as follows:
1.
2.
3.
4.
5.

Operating voltage: 24 VAC ± 4 VAC.
Power, startup: 30 W.
Power, running: 16 W.
Power, startup, with heater and fan unit: 100 W.
Power, running, with heater and fan unit: 66 W.

H. The physical specifications for the housing shall be as follows:
1. Dimensions: 1 0.56 in. (268 mm) wide by 9.29 in. high (236 mm).
2. Weight (including housing, heater/fan unit, bubble, and pan/tilt unit): 20Lbs
8.24

Rugged pendant‐mount housing:
A. The housing shall be weatherproof and designed for outdoor applications that
require tamper resistance.
B. The housing shall be available with an optional heater and fan unit.
C. The housing shall have an environmental rating of IP66.
D. The housing shall operate best at temperatures between 32 and 1 22°F (0 to 50°C)
without a heater/fan unit or between ‐40 and 1 22°F (‐40 and 50°C) with a
heater/fan unit.
E. The housing shall be constructed of cast aluminum.
F. The housing shall have a gray finish.
G. The electrical specifications for the housing shall be as follows:
1.
2.
3.
4.
5.

Operating voltage: 24 VAC ± 4 VAC.
Power, startup: 30 W.
Power, running: 16 W.
Power, startup, with heater and fan unit: 100 W.
Power, running, with heater and fan unit: 66 W.

H. The physical specifications for the housing shall b e a s follows:
1. Dimensions: 9.5 in. diameter (241 mm) at its widest point by 11.1 inches high (283 mm).
2. Weight (including housing, heater/fan unit, bubble, and pan/tilt unit): 14Lbs
8.25

Exterior Weather Proof Camera Housing
A. The Heavy duty outdoor security camera housing Must be totally weather proof
for indoor and outdoor applications.
B. The housing shall be available with an optional heater and fan unit.
C. The housing shall have an environmental rating of IP55.
D. The housing shall operate at temperatures between 32 and 1 22°F (0 to
50°C)without a heater/fan unit or between ‐40 and 1 22°F (‐40 and 50°C) with a
heater/fan unit.
E. The housing shall have a gray finish.
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F. The electrical specifications for the housing shall be as follows:
1.
2.
3.
4.
5.

Operating voltage: 24 VAC ± 4 VAC.
Power, startup: 30 W.
Power, running: 16 W.
Power, startup, with heater and fan unit: 60 W.
Power, running, with heater and fan unit: 36 W.

G. The physical specifications for the housing shall be as follows:
1. Dimensions: 9.5 in. diameter (241 mm) at its widest point by 11.9in. high (303 mm).
2. Weight (including housing, heater/fan unit, bubble, and pan/tilt unit): 6 lb., 8.5 oz. (2.96
kg).

8.26

H. Built in thermostatically controlled heating element.
I. Heater operates on 24 volts AC.
J. Tough metal mounting bracket.
K. Swivel and tilt adjustments.
Exterior Weather Proof Smoked Pan Tilt Zoom Dome Housing
A. The housing shall be weatherproof for indoor and outdoor applications.
B. The housing's wall arm shall be constructed of cast aluminum.
C. The housing shall be available with an optional heater and fan unit.
D. The housing shall have a n environmental rating of IP55.
E. The housing shall have a gray finish.
F. The electrical specifications for the housing shall be as follows:
1. Operating voltage: 24 VAC ± 4 VAC.
2. Power, startup: 30 W.
3. Power, running: 1 6 W.
4. Power, startup, with heater and fan unit: 60 W.
5. Power, running, with heater and fan unit: 36 W.
G. h. The physical specifications for the housing shall be as follows:
1. Dimensions: 9.5 in. diameter (241 mm) at its widest point by 9.6 in. high (243
mm).
2. Weight (including housing, heater/fan unit, bubble, and pan/tilt unit) shall not
exceed 10 lbs.
H. Standard 24 VAC, 27 watts
I. Construction:
1. Top: Engineered plastic.
2. Dome: Cell‐cast acrylic.
3. Pendant mounted bracket: Cast and machined aluminum components.
4. Seals: .136” x 10.25” O‐ring.
J. Environmental Specifications:
1. The housing shall operate at temperatures between 32 and 1 22°F (0 to 50°C)
without a heater/fan unit or between ‐40 and 1 22°F (‐40 and 50°C) with a
heater/fan unit.
2. Heater activates at +40deg F (+/‐8deg), deactivates at +60deg F (+/‐8deg)
3. Effective Projected Area (EPA): Approx. 180 square inches
4. Operating Humidity: Up to 100%

132

8.27

8.28

Exterior Corner Adaptor for Pan Tilt Zoom:
A. Durable powder coat finish.
B. All aluminum construction.
C. Threaded bolt inserts.
D. 100 lb load rating.
The Legend dome bubbles shall meet or exceed the following specifications:
A. The bubble shall be available in the following:
1. Clear acrylic (no light loss).
2. Smoke acrylic (approximately 1 /2 f‐stop light loss).
3. Chrome mirrored acrylic (approximately 2 f‐stop light loss).
4. Gold mirrored acrylic (approximately 2 f‐stop light loss).
5. Polycarbonate clear (no light loss) The polycarbonate clear bubble shall be
available for heavy duty and rugged housings only.
6. Polycarbonate smoke (approximately 1 /2 f‐stop light loss).The polycarbonate
smoke bubble shall be available for heavy duty and rugged housings only.
B. Each bubble shall be injection molded for clearer images.
C. Each bubble shall include interlocking clips and safety cables, which vary depending
on bubble and housing.
D. The Legend dome shall have a variety of optional mounting accessories available.
1. The cast‐aluminum wall‐mount arm shall be used to mount a dome to a vertical
surface.
a. The wall‐mount arm shall be for indoor or outdoor use.
b. The wall‐mount arm shall be usable with both the cast aluminum outdoor
rugged pendant housing and the plastic indoor pendant housing.
c. The arm shall require a minimum load of 100 pounds when used with the
rugged pendant housing.
d. The arm shall require a minimum load of 50 pounds when used with the
plastic pendant housing.
e. The wall‐mount arm shall be capable of being attached directly to a vertical
surface or mated with a corner‐mount, pole‐mount, or roof‐mount bracket.
f. The wall‐mount arm shall have the following additional specifications:
i.
Weight: 2.0 lb. (0.91 kg)
ii.
Construction: Aluminum
iii.
Finish: Gray
2. The gooseneck wall‐mount arm shall be used to mount a pressurized
PressurDome to a vertical surface.
a. The gooseneck wall‐mount arm shall be capable of being attached directly to
a vertical surface or mated with a corner‐mount, pole‐mount, or roof mount
adapter.
b. The gooseneck wall‐mount arm shall require a 1.5‐inch pipe.
c. The gooseneck wall‐mount arm shall require a minimum load of 100 pounds
when used with the PressurDome housing.
3. The parapet swing‐arm mount shall be used to mount a dome to a roof parapet.
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a. The parapet swing‐arm mount shall be able to swing the dome out from a
building and in above a roof for a broad range of surveillance coverage and
easier servicing.
b. The parapet swing‐arm mount shall require a minimum load of 100 pounds
when used with any Legend housing.
c. The parapet swing‐arm mount shall have the following additional
specifications:
i.
Weight: 7.75 lb. (3.52 kg)
ii. Construction: Aluminum
iii.
Finish: Gray powder coat
4. The corner‐mount adapter shall be used to mount a dome to the corner of a
building.
a. The corner‐mount adapter shall be usable with a wall‐mount arm or
gooseneck wall‐mount arm to suspend the dome.
b. The adapter can also be used to mount a power supply.
c. The adapter shall require a minimum load of 1 00 pounds when used with
heavy‐duty, rugged, or pressurized housings and a minimum load of 50
pounds when used with all other housings.
d. The adapter shall have the following additional specifications:
i.
Weight: 1 .9 lb. (0.86 kg)
ii. Construction: Aluminum
iii. Finish: Gray powder coat
5. The pole‐mount adapter shall be used to mount a dome to a pole.
a. The pole‐mount adapter can be attached to the pole using bolts or three
adjustable stainless‐steel bands, not included with the adapter.
b. The adapter shall be usable with a wall‐mount arm or gooseneck wall‐mount
arm to suspend the dome.
c. The adapter can also be used to mount a power supply.
d. The adapter shall require a minimum load of 1 00 pounds when used with
heavy‐duty, rugged, or pressurized housings and a minimum load of 50
pounds when used with all other housings.
e. The adapter shall have the following additional specifications:
i. Weight: 1 4.4 oz. (408 g)
ii. Construction: Aluminum
iii. Finish: Gray powder coat
6. The roof‐mount adapter shall be used to hinge a dome back over a roof for safe
servicing.
A. The roof‐mount adapter shall be usable with a wall‐mount arm or gooseneck
wall‐mount arm to suspend the dome.
B. The adapter shall require a minimum load of 1 00 pounds when used with
heavy‐duty, rugged, or pressurized housings and a minimum load of 50
pounds when used with all other housings.
C. The adapter shall have the following additional specifications:
i. Weight: 1 .2 lb. (0.54 kg)
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ii. Construction: Aluminum
iii.
Finish: Gray powder coat
7. The T‐bar ceiling panel shall be used to install flush‐mount housings into paneled
T‐bar type ceilings, which consist of a grid of metal T‐bars supporting removable
panels.
a. Each T‐bar ceiling panel shall measure 24 x 24 in. to replace one 24 x 24 in.
removable ceiling panel or half of one 24 x 48 in. removable ceiling panel.
b. The panel shall require a minimum load of 50 pounds when used with the
flush‐mount housing.
c. The panel shall have the following additional specifications:
i. Weight: 3.2 oz. (91 g)
ii. Construction: Steel
iii. Finish: White enamel
8. The T‐bar support kit shall be used to install flush‐mount housings into paneled
T‐bar type ceilings, which consist of a grid of metal T‐bars supporting removable
panels.
a. The T‐bar support kit shall include one ceiling ring, two angle brackets, and
mounting hardware.
b. The kit shall distribute the weight of the dome between the T‐bars of the
ceiling for greater stability.
c. The kit shall require a minimum load of 50 pounds when used with the flush
mount housing.
d. The kit shall have the following additional specifications:
i. Weight: 6.4 oz. ( 1 8 1 g)
ii. Construction: Steel
iii. Finish: Galvanized
9. The corner parapet‐capping brackets shall be used to mount a dome to a roof
parapet.
a. The brackets shall provide a platform for attaching a roof‐mount adapter.
b. The narrow corner parapet‐capping bracket shall fit 6 to 12 in. ( 152 to 305
mm) parapets.
c. The wide corner parapet‐capping bracket shall fit 12 to 17 in. (305 to 432
mm) parapets.
d. The narrow corner parapet‐capping bracket shall weigh 7 lb . (3.18 kg).
e. The wide corner parapet‐capping bracket shall weigh 8 lb. (3.63 kg).
10. The straight parapet‐capping brackets shall be used to mount a dome to a roof
parapet.
f. The brackets shall provide a platform for attaching a roof‐mount adapter.
g. The narrow straight parapet‐capping bracket shall fit 6 to 12 in. (152 to 305
mm) parapets.
h. The wide straight parapet‐capping bracket shall fit 12 to 17 in. (305 to 432
mm) parapets.
i. The narrow straight parapet‐capping bracket shall weigh 14 lb. (6.4 kg).
j. The wide straight parapet‐capping bracket shall weight 15 lb. (6.8 kg).
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D. The camera and pan/tilt unit shall conform to these internationally recognized
compliance standards:
1. FCC
2. C E
3. U L
4. C‐Tick
8.29

8.30

8.31

Rack Mounted UPS Battery Backup
A. Input Capacity: 2200VA
B. Power Compatibility: United States, North America
C. Input Voltage: +/‐ 25% at a line input, single phase
D. Input frequency: 50 or 60 Hz +/‐ 5%
E. Output Voltage (on battery): Pure sine wave at +/‐ 5% of nominal, +/‐ 10% of
nominal after low battery warning
F. Output frequency (on battery): 50 or 60 Hz +/‐ 5%
G. Output Voltage Regulation (AVR): AVR automatically increases output 15% above
input voltage if ‐9% to ‐25% of nominal. AVR decreases output voltage if +9% to
+25% of nominal
H. Spike Protection: 320 Joules, 2ms
I. Unit Input Protection: Breaker for overload and short circuit protection
J. EMI/RFI Filter: 10dB at 0.15MHz, 50dB at 30MHz
K. Overload Protection: UPS automatic shutdown if overload exceeds 110% of nominal
at 60 seconds and 125% at 3 seconds
L. Transfer time: 2/4ms, including detection time
M. Battery short recharge time: 8 hours to 90% of full capacity
N. Backup time: 85‐95 min
O. Weight: 28 kg (61.6 lbs)
P. Rack Size: 3U
Q. Tower Dimension (WxDxH) mm: 483 x 351 x 130
R. Multiple LED and audio indicators of power and surge levels
S. Interface: RS‐232C Bi‐Directional Communication port
4U Vertical Wall Rack
A. Supports 200lbs.
B. Universal square mounting holes
C. 14 gauge steel, cold roll steel
D. Black powered coated finish
E. Mounting hardware
Fiber Cable
A. 6 Fiber Tight Buffer PVC
B. 6 Strand Multi Mode Fiber 62.5 Microns thick.
C. The jacket on the cable reads Flame‐retardant polyvinyl chloride (PVC) Sequential
footage markings* Black Jacket—Multimode fibers
D. Cable Features Lightweight, flexible design simplifies installation, a tight buffer
provides individual fiber protection, tight buffered fibers are easy to handle and strip
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8.32

8.33

for field connectorization, termination, and Sub‐units are numbered for
identification.
E. Handling information is as follows, Storage ‐40˚C (‐40˚F) to +70˚C (+158˚F) Operating
‐20˚C (‐4˚F) to +70˚C (+158˚F), Minimum Bend Radius:20 X OD—Installation10 X
OD—In‐Service, Maximum Crush Resistance:850 lbs/in (1485 N/cm), Maximum
Vertical Rise—1,640 ft (500 m)
F. This cables applications include Intra‐building voice or data communication
backbones, UL Listed Type OFNR for installation in vertical riser and general
horizontal applications when installed in accordance with NEC article 770‐51 (b) and
770‐53 (b).
G. This cable meets the following certifications
1. UL and c(UL) Listed Type OFNR
2. CSA FT‐4.
3. ANSI/TIA/EIA 568B.3.
4. ICEA S‐83‐596.
5. GR‐409.
Fiber Patch Panel
A. 48 port terminal box
B. Fiber Terminal Wall‐mountable Boxes with Keys
C. Durable and light weight design Fiber Cable Management
D. Steel Constructed
E. Security door with lock and keys
F. Dust and debris protection
G. Unloaded 6‐cutout mounting plate for SC simplex bulkheads
H. SC Fiber Connector
Cat6A Cable
A. ANSI/TIA/EIA‐568‐C.2‐Category 6A.23 AWG 4 Pair Category 6A UTP Non‐Plenum Cable,
UL Listed and Rated Type CMR, ETL Verified Non‐Plenum Category 6A Cable. 24
AWG Category 5e Unshielded Twisted Pair (UTP) Cable For Data Transmission up to
350MHz. This Cable is Non‐Plenum Rated and Verified to Category 5e Electricals.
B. The color code of the cable consists of Pair 1: White‐Blue/Blue, Pair 2: White‐
Orange/Orange, Pair 3: White‐Green/Green, Pair 4: White‐Brown/Brown.
C. The Print legend on the cable reads A B C D E 0 1 2 3 4 5 6 7 8 9 4PR CAT6 (UL) OR
C(UL) 24AWG 350MHZ CMR VERIFIED TO TIA/EIA 568B.2 WINDY CITY WIRE
D. The Max conductor DCR is 9.38 Ohms/100m (28.6 Ohms/kft) Max.
E. The Characteristic Impedance 100 +‐ 15 Ohms (1‐100 MHz)
F. This cable is rated to 300 volts

CCTV AND SURVEILLANCE
END OF SECTION
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PART 8 ‐ ID ‐ UOFA BADGING AND ACCESS FOB SYSTEM SPECIFICATIONS
1.01

Specification Overview:

A. This performance specification provides the minimum requirements for the UofA ID
Cards, Badges, and Access Fobs. The system shall include, but is not limited to all
equipment, materials, labor, documentation and services necessary to furnish and
install a complete, operational system to include but not limited to the following :
1. Shall create Student IDs linking synchronously with Blackboard Transaction
systems and others to monitor card usages and support POS purchasing
accounts.
2. Shall provide hardware for building access both linked to student ID cards and by
other methods listed.
3. Photo Card Production Hardware.
4. Photo Card Production Software.
a. Provide:
b. Video capture device.
c. Camera.
d. Light kit.
e. Signature pad.
f. Card printer.
g. Related peripherals compatible with CSMS software.
h. UA ID Consumables.
B. BADGING SOFTWARE: ID Works 6.5 or similar. Software Shall create custom
credential sizes in either a landscape or portrait format.
1. Badge Layout Objects: The CSMS shall support multiple object types, all of which
shall be placed on the layout in any order and combination. These objects shall
include alphanumeric text fields, database fields, photos, signatures, logos,
graphics, shapes (square, circle, rectangle, ellipse), and bar codes. Objects shall
be placed onto the layouts through a Windows drag and drop process.
2. Advanced Database Field Driven Badge Layouts: The CSMS shall support
advanced functionality that allows cardholder database information to control
what information is printed onto a cardholder’s credential. Thus, a single generic
layout shall be created, and attributes such as colors, borders, logos, typefaces,
backgrounds, etc. shall be determined by the information of a particular
database field.
3. Object Properties: System Administrators shall have the ability to edit each
object placed onto the layout using a ‘Properties Form’ to customize each object
on the layout.
4. Text and Database Objects: System Administrators shall be able to adjust the
positioning of the object, its height and width, along with the object’s color and
color fill style (solid, horizontal lines, etc.). Borders (if any), along with the border
width and border style shall also be modifiable. The typeface of any text shall be
user‐definable (font, size, bold, italic, underline) as well as the alignment of the
text inside of the object (left, center, right, top, middle, bottom). System
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Administrators shall be able to allow word wrapping of text within the object and
shall be allowed to set the maximum number of characters allowed in the object.
5. Photo, Signature, and Graphic (logo) Objects: System Administrators shall be
able to adjust the positioning of the object, its height and width, along with the
object's color and color fill style (solid, horizontal lines, etc.). Borders (if any),
along with the border width and border style shall also be modifiable. Attributes
shall be available for auto sizing and scaling the photo, signature, or graphic that
shall be located in the object. Keeping aspect ratio shall be an option. Alignment
of the photo, signature, or graphic inside of the object (left, center, right, top,
middle, and bottom) shall be available. System Administrators shall also be able
to chromakey and/or ghost the photo or graphic. System Administrators shall
also be able to tile the image or logo in any number of rows and columns across
the background of the credential.
6. Shape Objects: System Administrators shall be able to adjust the positioning of
the object, its height and width, along with the object's color and color fill style
(solid, horizontal lines, etc.). Borders (if any), along with the border width and
border style shall also be modifiable. System Administrators shall have the
option of inserting square, circle, rectangle, or ellipse shapes.
7. Bar code Objects: System Administrators shall be able to adjust the positioning
of the object, its height and width, along with the object's color and color fill
style (solid, horizontal lines, etc.). Borders (if any), along with the border width
and border style shall also be modifiable. System Administrators shall have the
ability to rotate the bar code to a vertical or horizontal position on the layout.
The CSMS shall allow System Administrators to encode any database field and/or
other information onto the bar code, depending on the bar code type selected.
8. Object List: An object list shall be available to System Operators to allow them to
select objects without clicking on them in the layout with the mouse. This shall
be helpful when one object has been placed onto top of the other, making it
difficult to select the object in the background with the mouse; or when System
Operators wish to select an object without moving the object’s position on the
layout.
9. Color Palette: The CSMS shall support a Windows Color Palette capable of
creating up to 16.7 million colors to be used in applying color to the various
objects, shading, and/or borders in the badge layout.
10. Import of Badge Layouts: The CSMS shall also allow for the importing of badges
from a .bdg file.
11. Multiple Badges per Page Printing: The CSMS shall allow for System Operators to
print multiple badges to the same page. System Administrators can configure the
CSMS to print multiple badges to a pre‐defined number of columns and rows to
accomplish 2 up, 4 up, 6 up, or 8 up printing. This feature is useful when printing
badges for visitors.
12. Working with Objects: A set of alignment tools shall be available to System
Administrators to manage objects. ‘Move to Front’, ‘Send to Back’, ‘Move
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Forward’, and ‘Move Backward’ commands shall be available to allow objects to
be placed on top of other objects.
The CSMS shall support the rotation of objects in 90 degree increments (0
degrees, 90 degrees, 180 degrees, 270 degrees).
13. A zoom command shall be available to allow System Administrators to manage
the layout in multiple views.
14. User‐definable sample field data shall be available for ease of working with
objects. When objects are placed onto a layout, the sample data will fill in to
show the System Administrator what effect the object has on the layout.
15. System Administrators shall also be able to select the color of the PVC card that
they are working with so they will see the effect that it has on the layout. They
shall also be able to place the magnetic stripe outline on to the layout for ease of
aligning other objects.
16. All Badge Layouts shall be placed in a gallery for previewing.
CSMS Cardholder Standard Fields and Objects: The CSMS shall support at a minimum
the following standard fields for personnel information:
a. Last Name
b. First Name
c. Middle Initial
d. Social Security Number
e. Badge Type
f. Address 1
g. Address 2
h. City
i. State
j. Zip Code
k. Phone Number
l. Birth Date
m. Title
n. Department
o. Division
p. Location
q. Building
r. Floor
s. Office Phone Number
t. Extension
u. Signature
v. Last Reader Accessed
w. Record Last Changed
x. Badge ID
y. Issue Code
z. Number of Prints
aa. Activation Date
bb. Deactivation Date or Time
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cc. Badge Status
dd. PIN Number
ee. Embossed Number
ff. Date of Last Badge Print
gg. Photo
hh. Photo Display
17. CSMS Asset Standard Fields and Objects: CSMS shall support at a minimum the
following standard fields for asset information:
a. Scan ID
b. Asset Name
c. Acquired
d. Replace
e. Type
f. Subtype
g. Serial Number
h. Department
i. Assessed Value
j. Replacement Value
k. Last Inspection
l. Next Inspection
m. Record Last Changed
n. Photo
o. Photo Display
p. Last Reader Accessed
q. Assignment Button
18. CSMS Visitor Standard Fields and Objects: CSMS shall support at a minimum the
following standard fields for visitor information:
a. Last Name
b. First Name
c. Middle Initial
d. Badge Type
e. Organization
f. Title
g. Address 1
h. Address 2
i. City
j. State
k. Zip Code
l. Office Phone
m. Extension
n. Last Changed
o. Last Reader Accessed
p. Record Last Changed
q. Badge ID
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r. Issue Code
s. Number of Prints
t. Activation Date
u. Deactivation Date or Time
v. Badge Status
w. Photo
x. Photo Display
19. CSMS Visit Standard Fields and Objects
a. Host Name
b. Visitor Name
c. Status
d. Scheduled Time In
e. Scheduled Time Out
f. Actual Time In
g. Actual Time Out
h. Last Changed
i. Type
j. Purpose
20. User‐definable Fields: Should the CSMS standard fields not be suitable, System
Administrators shall have the ability to modify any standard field to customize
the cardholder, asset, and visitor forms as desired. The CSMS shall also allow
System Administrators to add custom fields in addition to or replacement of any
standard fields on a minimum of thirty two (32) pages each of information for
the cardholder, visitor, and visit forms and one page of information for asset.
User‐defined fields absolutely shall not be pre‐defined, meaning only the labels
can change while the properties cannot. System Administrators shall have a
minimum of sixteen pages of which to design their screens with standard and
custom fields.
21. System Administrators shall have the ability to modify the pages of information
in any combination as follows:
a. Move standard database fields to different locations on the cardholder
forms
b. Delete standard database fields that are not desired
c. Keep standard database fields in the same location as the factory ships
them, but changing the label and/or any field attributes. For example, Zip
Code may be changed to Postal Code and the attributes changed from a
number field to text field for Canadian Installations
d. Add new fields to the cardholder forms each with their own unique set of
attributes
22. Field Types: The CSMS shall support, at a minimum, the following field types:
a. Text Fields
b. Date Fields
c. Numeric Fields
d. Drop‐down Lists
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23. Field Attributes: System Administrators shall be able to assign any combination
of the following attributes to each field defined:
a. Positioning of the field on the form
b. From which page the field can be viewed
c. From which page the field can be edited
d. The font to be used for the information that will appear in the field. The
CSMS shall support all standard Windows fonts
e. The style to be used for information that will appear in the field. The
CSMS shall support bold, italic, both, and regular typeface styles
f. Any effects to be used for the information that will appear in the field.
The CSMS shall support strikeout and underline
g. Whether the field is required
h. Whether the field is to be indexed
i. Whether the field is unique
j. If a template is to appear in the field
k. If a default value will appear in the field
24. Field Styles: System Administrators shall be able to assign any combination of the
following styles to each field defined:
a. Multi‐line field
b. Horizontal Scroll
c. Vertical Scroll
d. Auto Horizontal Scroll
e. Auto Vertical Scroll
f. Enter means next line of text
g. Number
h. Uppercase
i. Lowercase
j. Read Only
k. Align Right
l. Password
m. Sunken
n. Border
o. Inside Edge
p. Raised
q. OEM Covert
C. Card printer:
1. Overlay module
2. Topcoat module
3. Dual‐sided lamination (duplex printing only)
4. Magnetic stripe encoding
5. Inline duplex printing
6. Direct networking kit
7. Printer security
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8. Card security
9. Print resolution: 300 dots per inch
10. Protective overlay capabilities:
a. In‐line application of t panel, 0.50 or 1.0 mil polyester overlay, clear and
holographic topcoat
b. Overlay area: 3.24in. X 2.0in. (82m m x 51mm)
c. Topcoat area: edge to edge
11. Print capabilities:
a. Monochrome black and white photos,
b. Full color photos
c. Alpha‐numeric text, logos, digitized signatures
d. Background patterns
12. Magnetic stripe encoding:
a. Tracks 1,2, 3
b. High or low coercivity
13. Electrical requirements: dual voltage auto‐sensing
a. 11 0/120v, 50/60 Hz
b. 220/240v, 50/60 Hz
14. Plastic cards accepted:
a. Size: 3.375in. X 2.125in. (85.7mm x 54.0mm )
b. Type: pvc with glossy over laminate surface (other core materials with pvc
over laminates are optional)
15. Thickness:
a. .020in. (.50mm) to .05in. (1.3mm ) ; accommodates most proximity cards
b. .020in. (.50mm) to .03in. (0.80mm); with smart card
c. Module or magnetic stripe
d. Automatically adjusts to accommodate random card thickness (non‐
lamination models only, .03 to .05 lamination)
16. Communications: parallel, USB
D. Camera/flash specifications:
1. USB connection
2. Zoom‐pan‐tilt
3. Val cam pro‐desktop USB
4. Model v8000‐630 mouse controls for zoom
5. Tilt and pan for desktop computers
6. USB connectivity over 467 lines of resolution
7. Software
8. Cables
9. Mounting hardware
10. Includes synchronized flash or strobe lamp& software exposure control
11. Twain driver for instant integration with all major id and graphic packages
12. Single cam era cable
13. Works with windows 95, 98 , 2000 & xp windows 7 professional or newer.
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14. Resolution is 410,000 pixels.
15. 467 lines of resolution
16. 410,000 pixel clarity
17. Twain driver compatibility
E. Local annual maintenance agreement must be available with equipment.
F. RFID fob specifications
1. Em4001 ISO based RFID IC
2. 125khz carrier
3. 2kbps ask
4. Manchester encoding
5. 32‐bit unique id
6. 64‐bit data stream [header+id+data+parity]
G. Card specifications: As specified by OWNER preference and application
requirements; shall be CR‐80standard 'credit card size;: top quality, durable and
resilient PVC. or PVC/polyester composite material. SUPPLIER shall provide unit
prices and specification detail for each card type listed.
1. Card Technology:
a. Proximity, [Applicable Format/Description].
b. Smart Card, [Applicable Format/Description].
c. Magnetic Stripe, [Applicable Format/Description].
d. Wiegand, [Applicable Format/Description].
e. Barcode, [Applicable Format/Description].
f. BaFe Touch, [Applicable Format/Description].
2. Card Options:
a. Single sided gloss white photo finish for direct printing.
b. Double sided gloss white photo finish for direct printing.
c. Stamped or marked with external 10 reference number.
d. Capable of being slot‐punched at top and equipped with strap Clip for
attachment to cardholder's clothing.
3. Provide initial quantity of [8] as a sample.
H.
1. Size: cr 80, 30 mil (2 1/8" x 3 3/8")
2. Material: pvc 60% polyester 40% composite
3. Magnetic stripe :
a. 1/2" aba, 3 track magnetic stripe
b. 2750 oersted
c. Embedded magnetic stripe
d. Hicoercivity
e. Preprinted with 4 color front and 1 color back
f. Polished card front and back
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I. The UOFA id card specifications:
1. Size: cr 80, 30 mil (2 1/8" x 3 3/8")
2. Material: pvc 60% polyester 40% composite
3. Magnetic stripe:
a. 1/2” ABA, 3 track magnetic stripe
b. 2750 Oersted
c. Embedded magnetic stripe
d. Hi‐Coercivity
4. The ID cards are produced by the ID Works program and printed on a DataCard
Magna printer.
5. The ID Works uses an access database to store photos, id numbers, security
numbers, issue codes, university status, and name.
6. The printer encodes both the security number and the id number.
7. The first two tracks on the stripe is encoded with the cardholders security
number on track one and their ID number on track two.
8. At this point in time, track three is not in use.
9. The security number is a ten (10) digit number.
10. The id number is a nine (9) digit number, a spacer, a two (2) digit issue code and
campus identifier code.

J. THE BLACKBOARD SYSTEM:
1. The cards operate in the Blackboard Transaction system, version 9.4. Housed in a
UNIX Database.
2. Readers are attached to the Blackboard System via telecom and network lines.
3. The system processes transactions for a POS system, activities, meal plans,
access to the recreation facility, ticket sales and distribution and the campus
debit system, known as Razorbuck$.
UOFA BADGING AND ACCESS FOB SYSTEM SPECIFICATIONS
END OF SECTION
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PART 9
SUBMITTALS
9.01

Submittals shall ensure that all parties involved can determine that the proposals meet the
CSMS requirements as specified. (10) sets shall be provided.

A. Overview System Description: Descriptive statement and single‐line block diagram to
show how all related equipment shall interface and operate as a complete CSMS.
Product Data: Manufacturer's technical data sheets on each product proposed.
B. Shop Drawings: Provide complete shop drawings that include the following:
1. Point‐to‐Point diagram of all system device locations on architectural floor plans;
no other system(s) shall be included on these plans.
2. Detailed schematic wiring diagrams for all system devices. Wiring information
shall include cable type, conductor routings, quantities, and connection details at
devices.
3. Manuals: Manufacturer's user's manuals for operations, administration,
installation, and maintenance.
4. Software: 1 set of fully functional CSMS software in manufacturer's original
media packaging, temporarily licensed for a (30) day evaluation period.
9.02

Contract Close‐Out Submittals:

A. Training Course Materials: Commissioning Test Plan and Check‐Off List
B. As‐Built Drawings: During system installation, SUPPLIER shall maintain a separate
hard copy set of drawings, elementary diagrams, and wiring diagrams of the CSMS to
be used for record drawings. This set shall be kept up to date, reflecting all changes
and additions made to the CSMS. Copies of the final as‐built drawings shall be
provided to the owner in DXF format using the latest version of AutoCAD.
PART 10
MAINTENANCE
10.01 The CSMS software, hardware, and installation shall be warranted against defects and
workmanship for minimum of (12) months, covering all parts and labor, after acceptance by
OWNER unless otherwise specified.
10.02 SUPPLIER shall guarantee that the CSMS application software firmware remains current at all
times with the latest enhancements; supported by the CSMS manufacturer with unlimited
remote dial‐in diagnostics capability and technical phone support.
10.03 SUPPLIER shall perform manufacturer's recommended preventative maintenance on all
applicable components and/or devices.
10.04 SUPPLIER shall be the primary contact and respondent for all service and support; officially
recognized and backed by the CSMS manufacturer.
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10.05 SUPPLIER shall provide annual cost of software upgrades and support for the system.
10.06 The SUPPLIER shall be a local installation and service organization, currently recognized as a
factory authorized representative by the manufacturer of the specified system.
10.07 The SUPPLIER shall provide a minimum of (3) references whose systems are of similar
complexity and have been installed and maintained by the SUPPLIER in the last (5) years.
10.08 At time of bid, the SUPPLIER shall be licensed by the state or local jurisdiction to perform
security work within the state. Contractors who have security licenses or permits pending shall
not be considered acceptable for bidding on this project.
10.09 The SUPPLIER shall assure that all personnel working on the project are registered with the state
or local jurisdiction Systems Licensing Board as provided for by current state statutes.
10.10 At the time of bid, the SUPPLIER shall provide satisfactory evidence of liability insurance and
Workmen's Compensation coverage for employed personnel as required by law.
PART 11
PROJECT MANAGEMENT
11.01 The SUPPLIER shall provide an on‐site, factory‐trained technician to assist, advise and manage
installing personnel.
11.02 All of the SUPPLIER'S personnel and operating forces including subcontractors and delivery
personnel, shall be made aware of, and shall comply at all times, with the regulations, project
requirements, and directions of responsible OWNER personnel.
PART 12
PERSONNEL
12.01 The SUPPLIER'S personnel shall be qualified to accomplish all work promptly and satisfactorily.
The OWNER shall be advised in writing of all designated service and support personnel
responsible for installation as well as pre and post warranty service.
12.02 The SUPPLIER shall provide proof that designated service and support personnel have
successfully completed the appropriate level of both hardware and software training offered by
the manufacturer for installation and maintenance of the specified system.
PART 13
INSTALLATION
13.01 The SUPPLIER shall install all system components and appurtenances in accordance with the
manufacturer's specifications, referenced practices, guidelines, and applicable codes. Furnish all
necessary interconnections, services, and adjustments required for a complete and operable
system as specified. Control signal, communications, and data transmission line grounding shall
be installed as necessary to preclude ground loops, noise, and surges from adversely affecting
system operation.
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13.02 All wiring is to be installed in dedicated conduit stub‐ups throughout. Plenum rated cable shall
be provided.
13.03 All low voltage wiring outside the control console, cabinets, boxes, and similar enclosures, shall
be plenum rated where required by code.
13.04 All wiring conductors connected to terminal strips shall be individually numbered and each cable
or wiring group being extended from a panel or cabinet to a building mounted device shall be
identified with the name and number of the particular device as identified and shown on
building drawings. A control boxes and panel shall be labeled for identification of use for
OWNER's benefit and maintenance.
13.05 All exposed wiring inside and outside the control console, cabinets, boxes, and similar
enclosures, shall be dressed down neatly and secured with wiring cleats or wire ties.
13.06 All exposed metallic flexible conduit and armored cable shall be dressed down neatly and
secured with low profile, metal fasteners.
13.07 All cabinets, boxes, and similar enclosures containing security system components and/or
cabling and which are easily accessible to employees or to the public shall be provided with a
lock.
13.08 All junction boxes and small device enclosures below ceiling level and easily accessible to
employees or the public shall be covered with a suitable cover plate and secured with tamper
proof screws.
13.09 End‐of‐Line resistors shall be installed at the field device location and not at the controller panel
location.
13.10

System devices identified on building drawings are intended to generally indicate areas where
such devices are to be located. SUPPLIER shall be responsible for determining final location of
these devices in accordance with OWNER'S requirements.

13.11

Riser diagrams are schematic and do not show every conduit, wire box, fitting, or other
accessories. Provide such materials as necessary for a complete and functioning installation.
Install in accordance with referenced codes and these specifications. Use weatherproof
equipment or covers where installed in areas exposed to weather.

PART 14
VERFICATION OF SYSTEMS START‐UP AND TRAINING
14.01 The SUPPLIER is required to place entire system into full and proper operation as designed and
specified.

A. Verify that all hardware components are properly installed, connected,
communicating, and operating correctly.
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B. Verify that all system software is installed, configured, and complies with specified
functional requirements.
14.02

The SUPPLIER shall perform final acceptance testing in the presence of OWNER'S
representative, executing a point by point inspection against a documented test plan that
demonstrates compliance with system requirements as designed and specified:

A. Submit documented test plan to OWNER at least (30) days in advance of acceptance
test, inspection, and check‐off.
B. Conduct final acceptance tests in presence of OWNER'S representative, verifying
that each device point and sequence is operating correctly and properly reporting
back to control panel and control center.
C. Acceptance by OWNER is contingent on successful completion of check‐off; if check‐
off is not completed due to additional work required, re‐schedule and perform
complete check‐off until complete in one pass, unless portions of system can be
verified as not adversely affected by additional work.
D. The CSMS shall not be considered accepted until all acceptance test items have been
successfully checked‐off. Beneficial use of part or all of the system shall not be
considered as acceptance.
14.03

The SUPPLIER shall provide system operations, administration, and maintenance training by
factory trained personnel qualified to instruct: SUPPLIER shall provide three separate four hour
session as needed with two follow‐up sessions at 60 and 120 days.

A. OWNER will designate personnel to be trained.
B. Provide printed training materials for each trainee including product manuals,
course outline, workbook or student guides, and written examinations for
certification.
C. Provide hands‐on training with operational equipment.
D. Training shall be oriented to the specific system being installed under this contract
as designed and specified.
E. SUPPLIER shall provide cost for two UAF employees to attend two weeks of training
on the Fire Alarm System, and for two UAF employees on the CSMS integration and
Operations.
END OF SECTION
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00700 –Company Confidential Information Request List
The proposer shall provide the following information in the sealed opaque envelope for Company
Confidential Information.
1.

Describe the ownership of the Vendor.

2.

Describe the relationship with the equipment manufacturers.

3.

Describe the history of the relationship between the Vendor and equipment manufacturers.

4.

Does the local company represent equipment lines other than the one offered in this proposal?
If so, why were the proposed lines chosen for submittal?

5.

Does the local company represent product lines other than building security, fire alarms, and
access control systems?

6.

Three (3) year average gross income of the local Vendor or Office.

7.

Vendor’s Dunn and Bradstreet rating and number.

8.

Has the company bought out or merged with some other business in the last five (5) years, if so
who?

9.

Has the company been bought by or merged with some other businesses in the last five (5)
years, if so who?

10.

Provide a copy of Parent company annual report.

11.

Provide bonding company name and phone number.

12.

Provide verifiable documentation of total bonding capacity, current bonded amount, and bond
rates.

13.

Provide a list of all outstanding bond claims.

14.

Provide a list of bond claims in the last five (5) years

15.

Provide a list of standing service contracts currently in place for local customers for full service.
Indicate if they may be contacted, and supply contact information.

16.

Provide the value of last five (5) construction contracts, name and location of project, and name
of general contractor.

END OF SECTION
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CONTRACT AND GRANT DISCLOSURE AND CERTIFICATION FORM
Failure to complete all of the following information may result in a delay in obtaining a contract, lease, purchase agreement, or grant award with any Arkansas State Agency.
SUBCONTRACTOR:

Yes

SUBCONTRACTOR NAME:

No
IS THIS FOR:

Goods?

TAXPAYER ID NAME:
YOUR LAST NAME:

Services?

Both?

FIRST NAME:

M.I.:

ADDRESS:
CITY:

STATE:

ZIP CODE:

---

COUNTRY:

AS A CONDITION OF OBTAINING, EXTENDING, AMENDING, OR RENEWING A CONTRACT, LEASE, PURCHASE AGREEMENT,
OR GRANT AWARD WITH ANY ARKANSAS STATE AGENCY, THE FOLLOWING INFORMATION MUST BE DISCLOSED:

F

O R

I

N D I V I D U A L S

*

Indicate below if: you, your spouse or the brother, sister, parent, or child of you or your spouse is a current or former: member of the General Assembly, Constitutional Officer, State Board or Commission
Member, or State Employee:

Mark (√)

Position Held

Current

Former

Name of Position of Job Held
[senator, representative, name of
board/ commission, data entry, etc.]

For How Long?
From
MM/YY

To
MM/YY

What is the person(s) name and how are they related to you?
[i.e., Jane Q. Public, spouse, John Q. Public, Jr., child, etc.]
Person’s Name(s)

Relation

General Assembly

Constitutional Officer
State Board or Commission
Member
State Employee
None of the above applies

F

O R

A N

E

N T I T Y

( B

U S I N E S S

) *

Indicate below if any of the following persons, current or former, hold any position of control or hold any ownership interest of 10% or greater in the entity: member of the General Assembly, Constitutional
Officer, State Board or Commission Member, State Employee, or the spouse, brother, sister, parent, or child of a member of the General Assembly, Constitutional Officer, State Board or Commission
Member, or State Employee. Position of control means the power to direct the purchasing policies or influence the management of the entity.
What is the person(s) name and what is his/her % of ownership interest and/or
Mark (√)
For How Long?
Name of Position of Job Held
what is his/her position of control?
Position Held
[senator, representative, name of
Ownership
Position of
From
To
board/commission,
data
entry,
etc.]
Current Former
Person’s Name(s)
MM/YY
MM/YY
Interest (%)
Control

General Assembly

Constitutional Officer
State Board or Commission
Member
State Employee
None of the above applies

Contract and Grant Disclosure and Certification Form
Failure to make any disclosure required by Governor’s Executive Order 98-04, or any violation of any rule, regulation, or policy adopted pursuant to
that Order, shall be a material breach of the terms of this contract. Any contractor, whether an individual or entity, who fails to make the required
disclosure or who violates any rule, regulation, or policy shall be subject to all legal remedies available to the agency.
As an additional condition of obtaining, extending, amending, or renewing a contract with a state agency I agree as follows:
1. Prior to entering into any agreement with any subcontractor, prior or subsequent to the contract date, I will require the subcontractor to complete a
CONTRACT AND GRANT DISCLOSURE AND CERTIFICATION FORM. Subcontractor shall mean any person or entity with whom I enter an agreement
whereby I assign or otherwise delegate to the person or entity, for consideration, all, or any part, of the performance required of me under the terms
of my contract with the state agency.
2. I will include the following language as a part of any agreement with a subcontractor:

Failure to make any disclosure required by Governor’s Executive Order 98-04, or any violation of any rule, regulation, or policy adopted
pursuant to that Order, shall be a material breach of the terms of this subcontract. The party who fails to make the required disclosure or who
violates any rule, regulation, or policy shall be subject to all legal remedies available to the contractor.
3. No later than ten (10) days after entering into any agreement with a subcontractor, whether prior or subsequent to the contract date, I will mail a
copy of the CONTRACT AND GRANT DISCLOSURE AND CERTIFICATION FORM completed by the subcontractor and a statement containing the dollar
amount of the subcontract to the state agency.

I certify under penalty of perjury, to the best of my knowledge and belief, all of the above information is true and correct and
that I agree to the subcontractor disclosure conditions stated herein.
Signature___________________________________________Title____________________________Date_________________
Vendor Contact Person________________________________Title____________________________Phone No._________

Agency use only

Agency
Agency
Agency
Contact
Contract
Number______ Name___________________ Contact Person________________Phone No.___________ or Grant No._____

Equal Opportunity Policy Disclaimer
ATTENTION BIDDERS

Act 2157 of 2005 of the Arkansas Regular Legislative Session requires that any business or person
bidding, who is responding to a formal bid request, Request for Qualifications or qualifications, or
negotiating a contract with the state for professional or consultant services, submit their most current
equal opportunity policy (EO Policy).
Although bidders are encouraged to have a viable equal opportunity policy, a written response stating the
bidder does not have such an EO Policy will be considered that bidder’s response and will be acceptable
in complying with the requirement of Act 2157.
Submitting the EO Policy is a one-time requirement. The University of Arkansas, Fayetteville
Procurement Department, will maintain a database of policies or written responses received from all
bidders.
Note: This is a mandatory requirement when submitting an offer as described above.
Please complete and return this form with your bid response.
Should you have any questions regarding this requirement, please contact this office by calling (479) 5752551.
Sincerely,

Linda Fast
Linda Fast, APO, CPPO, CPPB
Manager of Procurement Services
University of Arkansas

To be completed by business or person submitting response: (check appropriate box)
____ EO Policy Attached
____ EO Policy previously submitted to Procurement Department
____ EO Policy is not available from business or person
Company Name
Or Individual: __________________________________________________________

Title: _____________________________________Date: ______________________

Signature: ____________________________________________________________

University of Arkansas
Fayetteville, Arkansas
Procurement Department
321 Administration
Fayetteville, AR 72701
Tel: 479-575-2551
Fax: 479-575-4158
Act 157 of 2007 of the Arkansas Regular Legislative Session requires that any business or
person responding to a Request for Proposal (RFP) for professional services, technical and
general services or any category of construction in which the total dollar value is $25,000 or
greater certify, prior to the award of the contract, that they do not employ or contract with any
illegal immigrants. Bidders are to certify online at:
http://www.arkansas.gov/dfa/procurement/pro_immigrant.html
This is a mandatory requirement. Failure to certify may result in rejection of your
proposal, and no award will be made to a vendor who has not so certified. If you have any
questions, please contact the Procurement Department. Thank you.

Linda Fast
Linda Fast, APO, CPPO, CPPB
Manager of Procurement Services
************************************************************************************************************
TO BE COMPLETED BY BUSINESS OR PERSON SUBMITTING RESPONSE:

Please check the appropriate statement below:
_______

We have certified on-line that we do not employ or contract with any
illegal immigrants
Date on-line certification completed: ___________________________________

_______

We have NOT certified on-line at this time, and we understand that
no contract can awarded to our firm until we have done so.
Reason for non-certification: _________________________________________

Name of Company
Mailing Address
City, State & Zip
Signature
Name & Title
(printed or typed)
Date

